
Responsible technology— new and emerging technologies like 
AI, biometrics, and cyber— stand to perform an unprecedented 
and positive role for society. But for them to be successful, 
public, government, and industry trust is essential.

How, then, can an environment be created and sustained 
that strikes the right balance between enabling technology 
development to continue to keep pace with user demand, 
while ensuring the right guardrails are in place so that we can 
all build and maintain trust in them?

12.1 WHERE WE ARE

12.1.1 It’s about Trust
My friend was talking about driverless cars recently. “If my 
car crashed as often as my computer does— I’d be worried,” 
she said. “And if my computer was driving my car, I’d be 
terrified.”

Of course, those who design driverless cars are only too 
aware of the leap of faith required for people to trust their lives 
to a machine. That’s why they invest so much in research, 
testing, and security. The technology needs to be infallible. It 
needs to be trusted. The only way my friend and millions of 
others will get into a car that drives itself is when they trust 
the technology behind the wheel.
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Trust can be defined as “a confident relationship with the 
unknown.”1 Engendering that confidence is the big challenge 
facing innovators today. Your new technology may be great, 
but will it be trusted? Gaining this trust is becoming more 
important because people are being asked to entrust much 
more of their lives to technology. My friend will tolerate her 
computer crashing every now and then if she only uses it for 
Netflix, Twitter, and her daily news feed. She won’t tolerate a 
computer crashing her car, messing up her home security, and 
sharing details of her private life with the rest of the world.

12.1.2 Challenges
When we look around, there are plenty of examples to under-
mine our confidence in new technology. We’re familiar with 
the little horror stories: the talking toy doll that can be hacked 
by anyone with a smartphone,2 the fish tank connected to Wi- 
Fi that lets fraudsters access a Las Vegas casino database,3 and 
the virtual voice assistant that emailed an individual’s private 
conversation to a work colleague.4

And there are the big horror stories: the Equifax hack in 
which the personal data of half the population of the United 
States was stolen;5 the Cambridge Analytica scandal, which 
still reverberates around Facebook; and the cyberattacks on 
power stations in Ukraine and against oil pipelines in Turkey.

12.1.3 Digital Convergence and the Internet of Things
There are a number of reasons for this insecurity, not least 
the fact that the internet evolved to connect people, not to 
make them feel secure. This connection didn’t matter so much 
when our online lives were separate from our offline lives. It 
does matter now that they are intertwined. Whether it’s your 
phone connected to your watch, home, or car, everybody has 
multiple interconnected devices— we’re never really offline. It 
is anticipated that by 2025, 50 billion devices will be connected 
to the internet,6 each of them a link in an enormous chain. 
Some strong, some weak, some smart, some dumb. The casino 
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was hacked through a thermometer, the pipeline was hacked 
through a video camera, and the doll was hacked through a $2 
microphone. Cheap, insecure, and often peripheral devices can 
become ticking time bombs on the internet of things.

12.1.4 Exponential Growth in Data
These connected devices are creating an exponential growth 
in data; 90 percent of it has occurred in the past few years 
alone.7 New technologies like 5G will further accelerate this 
growth. But while we may create the data, we often don’t own 
it, control it, know who has it, or who will use it. In theory we 
should know, but when was the last time you actually read a 
clickwrap agreement? A group of university professors once 
calculated that it would take seventy- six working days to read 
all the privacy documents one agrees to in a single year.8 Even 
if our data starts off in a secure environment, there’s no guar-
antee it will stay there.

12.1.5 Age of Artificial Intelligence
There’s an important reason that data is so sought after— it 
is the fuel for artificial intelligence (AI). AI is wonderful. It is 
being used to improve crop yields, tackle world hunger, pre-
dict earthquakes, and transform health care. But we need to 
ensure that the insatiable demand for data doesn’t undermine 
our digital ecosystem in the way that the race for oil and gas 
has created problems for our natural ecosystem.

These are the principal challenges that face innovators today. 
It’s no longer acceptable to just “move fast and break things,” to 
place innovation and product development above all else, not least 
security and well- being.

12.2 A GUIDE TO RESPONSIBLE INNOVATION

So what should we be doing instead to foster responsible inno-
vation? It starts with security by design. In the following pages 
I will outline a high- level guide to responsible innovation.
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12.2.1 Security by Design
First, recognize that every connected entity needs to be a 
secure entity, no matter how small or apparently insignificant. 
If it can’t be secured, it shouldn’t be connected.

Second, responsibility for security lies with the producer, 
not the end user. Millions of connected devices haven’t had a 
security update in years, because the owner hasn’t done so. If 
it can’t be patched remotely, it shouldn’t be connected.

Third, secure the network. Even a safe car becomes unsafe 
on dangerous roads. In the real world, this safety is a collective 
endeavor: dedicated planners design and build the highway 
network, automobile manufacturers make sure their vehicles 
are safe, police ensure that users abide by the rules, and gov-
ernments and industry bodies regulate all of the above. It’s 
time we gave our superhighways the same consideration.

At Mastercard we know something about security by 
design. We are custodians of a network that processes 75 bil-
lion transactions per year. That means securing not just every 
card, payment device, and terminal on the network, but also 
the payment rails that connect them. There’s good reason 
for putting security at the heart of this. Financial institutions 
are three hundred times more likely than businesses in other 
industries to suffer an attack.9 For banks, cybersecurity is now 
their top board- level priority;10 they’re investing heavily to 
stay ahead of the criminals. Industry bodies like our own— 
EMVCo— have for many years set standards and specifications 
in payment security globally.

12.2.2 Privacy by Design
The second tenet of responsible innovation is privacy by 
design.

For too long, personal data has been considered a com-
modity rather than a possession. Privacy by design challenges 
this notion. It means minimal data collection— only what 
is needed, not what is wanted. It means giving individuals 
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control of their data and how it is used, rather than having 
them sign it away in clickwrap contracts. And it means han-
dling their data with the highest standards of security and 
integrity.

Privacy by design is at the heart of Mastercard’s new ID ser-
vice. The company is creating a user- centric digital identity 
that is owned, managed, and controlled by the individual and 
requires neither further aggregation of identity data nor the 
creation of centralized data structures.11

This doesn’t stop Mastercard from innovating to harness 
the societal value of data. Anonymized consumer transaction 
data has limitless applications for development research, for 
example. By allowing researchers to use data- driven insights, 
the Mastercard Center for Inclusive Growth is assisting in 
new programs to improve the economic growth and financial 
inclusion of the world’s vulnerable communities.

12.2.3 Use Security to Drive the Consumer Experience
Third, align security with the consumer experience. This is 
crucial. Do not trade security for convenience.

Take the example of biometric authentication, where the 
password is replaced with the person. Techniques like fingerprint 
and facial recognition are far more secure than knowledge- 
based solutions, such as passwords, PINs, and logins. Think of 
the hundreds of accounts, passwords, PINs, and memorable 
data you’ve accumulated. It’s no surprise that most people 
choose passwords that are easy to remember and then use 
them across multiple accounts. This practice makes individu-
als vulnerable to fraudsters. Biometrics provides a solution by 
enabling the automated recognition of individuals according 
to physiological traits— fingerprint, face, or voice, for exam-
ple. Explicit biometrics such as fingerprint, face, or palm can 
be combined with passive biometrics (behavior) and device 
ownership to enable multifactor authentication and friction-
less transactions.
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The main driver for biometric adoption is not security but 
the fact that 90 percent of users prefer the experience.12 It’s 
why Mastercard put usability at the heart of its Five Factor 
Framework to help financial institutions adopt biometrics.

12.2.4 Ethics and Governance
Finally, a word on the role of ethics and governance in tech-
nology innovation.

Technology can be used for good or bad. AI, for example, 
has implications for security and privacy. It can be deliber-
ately misused by bad actors. Unwittingly, it can also introduce 
bias and discrimination in decision- making and propagate or 
amplify biases inherent in the data. In commerce, the self- 
reinforcing nature of AI products can create monopolies and 
encourage herd behavior. Machines may be capable of com-
plex calculation, but so far they have been unable to make 
qualitative or moral judgments. So the next time a company 
tells you it’s using AI to take care of business, ask who’s taking 
care of the AI. And if the whole thing sounds like a black box, 
walk away, for the sake of all of us.

Mastercard has committed to an AI governance framework 
around the core values of trust, integrity, and respect. It fol-
lows a process that begins with an evaluation of the intended 
purpose for which we want to use AI, then moves through 
data and model evaluation, design and risk scoring, and con-
tinued monitoring for bias and unintended consequences. 
The organization has established similar principles for the use 
of privacy and data too.

This isn’t just about obeying the law. For one thing, leg-
islators can’t keep pace with technological innovation. The 
General Data Protection Regulation (GDPR), for example, is 
a success story that took years to debate and implement. For 
all its strengths around the protection of consumer data, it 
now finds itself at loggerheads with one of the most trans-
formative technologies of the modern era— blockchain. GDPR 
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mandates the “right to be forgotten,” but distributed ledgers 
are designed to last forever. They are decentralized and immu-
table— a tamper- proof record that sits outside the control of 
any one body. GDPR isn’t disappearing, and neither is block-
chain. But the industry, both businesses and regulators alike, 
needs to work closer together to build an environment where 
new technologies like blockchain can thrive and evolve, while 
still ensuring that the right accountability safeguards are built 
into the way they are developed. There are other challenges 
with open banking, where new players are entering a sector 
whose security is challenged more than any other. Open bank-
ing rules force financial institutions to share data, whereas 
GDPR rules restrict them from doing so.13 One regulation rub-
bing up against another.

There is no simple answer to this, except to say that doing 
things right requires thought, cooperation, collaboration, and 
mutual support. In our digital ecosystem we are codependent 
as never before. It is possible to succeed responsibly; Mastercard 
created a seamless and secure payment network that operates 
across hundreds of countries, thousands of stakeholders, and 
billions of transactions. We have long understood that secur-
ing our network means securing our customers, merchants, 
cardholders, and the wider ecosystem too.

12.3 RESPONSIBLE INNOVATION AND TRUST

Responsible innovation creates trust, and trust keeps the world 
turning.

I do believe that one day my friend will allow herself to be 
driven by an autonomous vehicle. The time will come when 
she takes a leap of faith and steps inside, but not before she’s 
confident she’ll be safe. People are often being asked to take 
a leap of faith these days— trusting technology they don’t 
understand, giving data to people they can’t see, forming rela-
tionships with businesses they don’t know.
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And no matter how impressive the innovation or how daz-
zling the technology behind it, the decision of whether to 
trust it will be made by the smartest machine that exists— the 
human being.
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