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Introduction

Professionalism: It's NOT the job you DO, it's HOW you DO the job (anonymous)

Professionalism, in the sense described in the quotation above, is arguably more
important in some occupations than others. It is vital in some because of the life
and death decisions that must be made, for example, in medicine. In others, the
rapidly changing nature of the occupation makes efficient regulation difficult and
so the professional behaviour of the practitioners is central to the functioning of
that occupation. The central idea behind this book is that this process of rapid
change is relevant to information and communicatxions technology (ICT). The
technology changes so quickly that regulation will always lag behind.

The contributors to this volume come from a variety of backgrounds, and this
range of contributions is intentional. It is not just academics who have important
things to say about professionalism in ICT. Some contributors are or were ICT
practitioners, one is a retired judge from the High Court of Australia, some are
ICT academics and others are philosophers. Underlying all chapters, except
the first, however, is the concept of ICT professionalism. The first chapter,
by the Hon Michael Kirby, focuses on regulation. What it does, by showing
the difficulties in regulating new technologies — and ICT in particular — is
highlight the importance of professionalism in ICT. If regulation is difficult,
the behaviour of professionals is paramount. The rest of the sections all contain
chapters that approach aspects of professionalism from different perspectives.

The second section contains reflections on professionalism and ethics by
experienced ICT practitioners and the third focuses on professionalism itself.
The fourth considers ICT governance and its relation to professionalism. Section
five contains two discussions of ethics education, something considered by the
Australian Computer Society (ACS) as a necessary component of education for
ICT professionals. Codes of ethics are a common component of a professional’s
armoury and these are discussed in Section Six. Finally, in Section Seven, ethical
concerns about ICT in society more generally are considered, together with the
role that professionals have in this context.

These sections, considered as a whole, present a richer picture of what an ICT
professional is or ought to be. In fact, the overall argument of the book is that,
given the problems of regulation, if the ICT industry is to make its proper
contribution to society, those in the ICT industry must be professionals in the
sense of behaving professionally.

Each section of the book contains an introductory piece by the editors
outlining not only the chapters, but more importantly, setting the scene
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for those chapters and making the links between the various sections. Each
section’s introduction also contains information on the chapters’ authors to
assist the reader in understanding the perspective from which the authors are
approaching their topic.



Section I

Regulating technology






On the need for professionalism in
the ICT industry

If information and communications technology (ICT) is to fulfil its potential
in improving the lives of all, then the importance of the professionalism of
its practitioners cannot be overemphasised. This is, of course, true of all
occupations; but, there is an additional reason to highlight this in the case of
ICT and other new technologies. In his paper, the Hon Michael Kirby says that
Justice Windeyer, one of his predecessors in the High Court of Australia, ‘once
declared of the relationship between law and medical technology, that the law
generally marches in the rear and limping a little’. Assuming that the situation
is the same for ICT, and we have good evidence for this, we have strong reasons
for emphasising the importance of professionalism in ICT. Kirby raises a number
of problems in regulating technologies, particularly new and rapidly changing
technologies, a central one of which is clearly ICT, and these suggest that the
problem is even worse than that stated by Windeyer. Kirby writes:

From the perspective of the law, they [biotechnology and ICT]| present
a common difficulty that, no sooner is a conventional law made to
address some of their features, and to regulate those deemed necessary
for regulation by reference to community standards, but the technology
itself has changed. The law in the books is then in great danger of being
irrelevant, in whole or part. Language written down at one time may
have little, or no, relevance to events that happen soon thereafter (see
Chapter One, this volume).

Kirby is convincing in showing that serious problems exist in the attempts
to regulate new technologies, including ICT. The one already mentioned is its
rapidly changing nature and the difficulty of the law keeping pace, but there
are others too, for example, the global nature of ICT. Apart from laws regarding
international trade or conflict, most laws do not extend beyond national
boundaries and many are even narrower, applying to only a specific region of a
nation. National borders are largely irrelevant to ICT; local regulations have only
limited power. For example, regulating pornographic material on the Internet,
if that is deemed necessary, is difficult, because the sites hosting the material
could be outside the jurisdiction of the legal system that formulated the laws.
This leads to another of Kirby’s worries about regulation. To effectively block
relevant material, regulation for the control of pornography and other material
must be draconian. A major problem with this approach is that it almost always
lessens the value of the Internet by blocking non-offending material as well.
Additionally, it raises concerns about freedom of speech and expression.
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The regulatory issues that are raised by Kirby do not show that regulation
should not be attempted. There is a need to curb excesses and limit abuses of
this technology, but there are no easy answers to the question of how best to
achieve this. The interesting question is framed around how we can best ensure
that ICT serves the interests of society in general, rather than merely those of the
few, vested interests, given the problems with regulation? The answer proposed
in this book is professionalism. There is a strong argument that professionalism
is particularly important in new and rapidly changing technologies. This may
sound idealistic, and based on the false assumption that professionals will
always behave well, even in the absence of regulation, but it seems to be the
best approach given that regulation has such difficulties.

Later in the book, the concepts of professionalism, a professional, and a profession
will be considered more closely, but, informally, a professional is someone who
takes his work seriously; is an expert, at least to some extent relative to the
population at large; and, can take a ‘big picture’ view of his work and see it
in the context of society and life more generally. One aspect of professionalism
would be seeing the relative importance of one’s work and its ethical and social
aspects. Being a professional even in this informal sense, is different from being,
in the words of well-known computer ethicist Don Gotterbarn, a ‘gun for hire’
(Gotterbarn, nd) — someone in the ICT industry who sees work as purely a
source of income.

This discussion is important not only because of Kirby’s arguments about the
problems of regulation of ICT, but also because there is some evidence that
many working in ICT do not see themselves as professionals, and nor do they
see professionalism as significant. This will be developed further in Section
Three and is mentioned by John Ridge in Chapter 2.

The two main facets of professionalism to be emphasised here are moral
responsibility and trust, both of which are central to the notion of a professional
and to maximising an industry’s, or occupation’s, social value.

First, responsibility. Taking moral responsibility for one’s own actions, or what
amounts to more or less the same thing in this context, being morally accountable
for what one does, places certain restraints on behaviour. Legal responsibility
or accountability obviously places restraints on what one does, but here we are
more interested in a situation where few regulations exist.

There is a strong link between professionalism and moral responsibility
(something also developed in Section Three). A professional has special, and
socially useful, knowledge or skills. This places that individual in a position
of power relative to those who lack that knowledge, but who have a need
for it. They are dependent on the professional. This makes them vulnerable
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to some extent with respect to the professional and, as individuals, we have
greater moral responsibilities towards those who are vulnerable (see Goodin,
1985, for a detailed discussion). So, with respect to those with whom they
relate professionally, professionals have moral responsibilities over and above
their normal moral responsibilities as human beings. An ICT industry, then,
comprising people who see themselves as professionals and acknowledge the
responsibility that such a role entails, should require less regulation.

Another reason why professionalism is important is that professional behaviour
engenders trust and a trusting environment has a number of advantages over
one that relies on regulation, enforcement and compliance. Living and working
successfully in groups requires a degree of trust. I must trust that others will act in
ways that are conducive to harmonious living and working, and they must trust
that I will do the same. Groups function better the more trust that exists between
individuals and, without any trust, they could not function at all (Putnam,
1994). The necessity for mutual trust applies also to economic efficiency. Where
there is lack of trust, there must be monitoring and surveillance, filling out of
documents and keeping of records, and someone must oversee at least some of
these. This is largely unproductive work. Robert Putnam and James Coleman
(1990) talk of trust as social capital, the ability of people to work together for
common purposes:

Like other forms of capital, social capital is productive, making possible
theachievement of certain ends that would not be attainable in its absence.
... For example, a group whose members manifest trustworthiness and
place extensive trust in one another will be able to accomplish much
more than a comparable group lacking that trustworthiness and trust
(Coleman, 1990: 302, 304).

Without trust, people cooperate only under a system of formal rules, which
are often called ‘transactions costs’. These costs are, in effect, a tax on the lack
of trust. Francis Fukuyama, talking about trust in society in general, says that
costs incurred by police, lawyers, prisons, and so on are ‘a direct tax imposed
by the breakdown of trust in society.” He continues:

People who do not trust one another will end up cooperating only under
a system of formal rules and regulations ... This legal apparatus, serving
as a substitute for trust, entails what economists call ‘transaction costs.’
Widespread distrust in a society, in other words, imposes a kind of tax
on all forms of economic activity, a tax that high-trust societies do not
have to pay (Fukuyama, 1995: 11, 27-28).

Our concern is not with society in general, of course, but those working in the
ICT industry, an industry that, if Kirby is right, is difficult to regulate. Being in
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an industry that is difficult to regulate has some advantages for professionalism.
Less regulation means more autonomy (at least in a generally law-abiding society)
and this gives more scope for ‘doing the right thing” and being trustworthy. In
this environment, the individual is better able to display professionalism.

We keep our word and do the right thing, for a variety of reasons. Often,
hopefully, we do the right thing simply because it is the right thing; we are
basically moral people. Sometimes, of course, rules and regulations, and the
threat of punishment if we disobey them, play an important role in determining
our actions. Another motivating factor is self-interest. Good behaviour can be
rewarded in many ways and, as a result, reputation or esteem are influential
incentives. Most of us want people to think well of us. The thought that esteem
or something very like it, plays an important role in modifying our behaviour,
has a long history and is expressed clearly by David Hume:

Our reputation, our character, our name are considerations of vast weight
and importance; and even the other causes of pride; virtue, beauty and
riches; have little influence, when not seconded by the opinions and
sentiments of others (Hume, 1975: 316).

Andrew Alexander and Seumas Miller (Alexander and Miller, 2010: 100) talk of
the ‘virtuous triangle’ — reputation — self-interest — ethics. It is in our self-
interest to be highly regarded, to have a good reputation, which is enhanced
by behaving well. This point is discussed extensively in the literature on trust.
In general, people like to be trusted and are perturbed if they are not trusted.
This desire to be seen as trustworthy is, in turn, an incentive to behave in a
trustworthy manner. The desire to have a reputation of trustworthiness is a
matter of self-interest that can be achieved through ethical behaviour. While
this motivation is not always paramount and can be overridden by other
considerations, for example, financial gain when ‘we can get away with it’, it is
an important consideration, one that must not be overlooked.

While the desire for esteem is important it can also, however, be a double-edged
sword. In some contexts, this desire can motivate bad behaviour. I might want
to impress my friends with my toughness by displaying aggressive behaviour,
or my colleagues with my financial prowess by engaging in clever but dishonest
business deals. In the right contexts, however, it can be a useful motivation for
good.

What follows from all this? Because of the difficulties of regulation in the ICT
industry, as discussed by Kirby, professionalism has special importance. The
issue, then, is how best to promote professional conduct. One motivating factor
is esteem, or reputation, but this, while important, is not enough. What is
required is an environment that is conducive to, and encourages, professional
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and good behaviour. Such an environment is of course supported by some level
of regulation together with a disciplinary mechanism to punish breaches of the
regulation. A more positive element is a structure that rewards good behaviour,
perhaps with promotion, bonuses or increased salary. Codes of ethics or conduct
and education are also important in guiding behaviour and sections five and six
address this. Such mechanisms, taken together, are often referred to as integrity
systems. An integrity system is ‘an assemblage of institutional entities, roles,
mechanisms and procedures, the purpose of which is to ensure compliance with
minimum ethical standards and promote the pursuit of ethical goals’ (Miller,
2007: 354). This is discussed further in the introduction to governance (Section
Four).

The difficulties of regulating ICT highlight the need for further study of
professionalism, governance, and integrity systems in the industry. The purpose
of this book is to contribute to that study.
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Biography

The Hon Michael Kirby. When he retired as a Justice of the High Court of
Australia in 2009, he was Australia's longest serving judge, having first been
appointed to judicial office in 1975. His work (1975-84) as inaugural chairman of
the Australian Law Reform Commission brought him to public notice, including
for his engagement with the interface of law, science and technology.

He has served on many international and United Nations bodies, chairing two
expert groups of the OECD on issues of informatics and participating in the
UNESCO international bioethics committee, which addresses the law and ethics
of the human genome project. In 1991 he was awarded the Australian human
rights medal and in 2010 he was co-winner of the Gruber Justice Prize.



1. The fundamental problem of
regulating technology’

The Honourable Michael Kirby AC CMG?

[T]he continued rapid advance in science is going to make life difficult
for judges. We live in an age of breakneck technological change that
will thrust many difficult technical and scientific issues on judges, for
which very few of them (of us, I should say) are prepared because of the
excessive rhetorical emphasis of legal education and the weak scientific
background of most law students.

RA Posner, ‘The role of the judge in the twenty-first century’, Boston
University Law Review, vol 86, 2006, p 1049.

Present at the creation

Preposterous claims: Dean Acheson, one-time Secretary of State of the United
States of America, called his memoirs Present at the Creation (1969). It was a
clever title, laying claim to having been at the important meetings during and
after the Second World War in which the new world order was established.

The claim was faintly preposterous, given that the Second World War grew
out of the first, and bore remarkable parallels to other conflicts dating back to
the Peloponnesian Wars in ancient times. All history, and all technology, grow
out of the giant strides that preceded their current manifestations. We forgive
Acheson because (unlike some of his predecessors and successors) he was an
elegant and sophisticated man, significantly concerned about improving the
condition of the world and the welfare of its inhabitants.

I make an equally preposterous claim that I was present at the creation of the
central problem that occasioned the TELOS® conference to discuss the challenge

1 This chapter is based on the author’s report on the TELOS conference, 8 April, 2007, London. The report
was delivered orally at the close of the conference. Originally published in R Brownsword & K Yeung (eds),
Regulating technologies: legal futures, requlatory frames and technological fixes. This text has been revised and
updated.

2 Justice of the High Court of Australia (1996-2009). One-time chairman of the Expert Group of the OECD
on Transborder Data Flows and the Protection of Privacy (1978-1980). Formerly a member of the World
Health Organisation Global Commission on AIDS and of the UNESCO International Bioethics Committee.

3 TELOS — Centre for the Study of Technology, Ethics and Law in Society, King’s College School of Law,
London.
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presented to legal regulation by the advent of modern biotechnology and
information technology. The claim is absurd because such technologies have
advanced by reason of the genius of technologists and scientists, who stand on
the shoulders of their predecessors, also dating back to ancient times.*

In one of the closing talks at the conference, Professor Mireille Hildebrandt
described the advances that had occurred in the communication of ideas in
medieval times following the perfection of spectacle glasses and the invention
of the printing press. The former allowed the monks, who spent their years
inscribing religious texts, to extend their working lives beyond presbyopia. Yet
it was the printing press that released words (and hence the ideas represented
by words) from the calligraphy of the monks. For holy men, the words were
written to be said or sung. But after Caxton, printed words took on a life of
their own. Their meaning could be gathered without mouthing the sounds they
conjured up. In a forerunner to the urgencies of the present day email and social
networks, words could be read four times more quickly than they could be said.
A revolution in communications had begun. It continues into our own times.

Acknowledging the lineage of contemporary technologies, the changes upon
which the TELOS conference concentrated were information technology and
biotechnology. They are major features of the contemporary world. From the
perspective of the law, they present a common difficulty that, no sooner is a
conventional law made to address some of their features, and to regulate those
deemed necessary for regulation by reference to community standards, but the
technology itself has changed. The law in the books is then danger of being
irrelevant, in whole or part. Language written down at one time may have little,
or no, relevance to events that happen soon thereafter.

Regulating biotechnology: This is the sense in which I claim to have been present
at the creation of the two nominated technologies. It came about in this way.

In 1975, soon after I was first appointed to federal judicial office in Australia,
I was seconded to chair the Australian Law Reform Commission (ALRC).
The commission, a federal statutory body, was created after the model of
Lord Scarman's Law Commissions in the United Kingdom (Kirby, 2006: 449;
Murphy, 2009). Our task was to advise the Australian Parliament on the reform,
modernisation and simplification of Australian federal law.

One of the first inquiries assigned to the ALRC concerned an issue of
biotechnology. The Attorney-General required us to prepare a law for the
Australian Capital Territory (ACT) (a federal responsibility) to deal with the

4  Sir Isaac Newton in a letter to Robert Hooke, 5 February 1675/6 wrote: ‘If I have seen further it is by
standing on the shoulders of giants’.
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issues presented to the law by human tissue transplantation (ALRC, 1977). The
project was initiated in July 1976. The commission was obliged to report no
later than 30 June 1977. The timetable was very tight.

In the event, the commission fulfilled its mandate. It produced its report on
time. Within Australia, the report proved highly successful. Not only did it
result in the adoption of a law on this aspect of biotechnology for the ACT;’ the
draft legislation attached to the ALRC's report was soon copied in all parts of
Australia.® Such was the universality of the issues that we addressed that the
report was also quickly translated into languages other than English and used
overseas in the development of the laws of other countries.

The report described the then rapid advances that had occurred in
transplantation surgery. The earliest attempts in this technology were dated
back 2000 years. Instances of the transplantation of teeth in England at the
close of the eighteenth century, of successful bone transplantation at the close
of the nineteenth century and of transplantation of organs such as the kidney
dating from the early 1950s (Woodruff, 1968: 380, 521-25), indicated that this
was an area of human activity that probably required fresh legal thinking. One
of the events that had propelled the Federal Attorney-General in Australia into
action on this subject was the worldwide controversy that had surrounded the
first transplantation of a human heart in South Africa in December 1967 by
Dr Christiaan Barnard. The recipient died 18 days later from pneumonia. But
successful long-lasting operations quickly followed.

The ALRC was quite pleased with itself for getting its report completed on time.
After all, there were many difficult and controversial legal topics of regulation
to be addressed. These included:

* whether a system of 'opting in' or 'opting out' should be accepted to permit
the

¢ removal of human tissue from the source

¢ whether legal minors should be permitted to give consent, as for a sibling
recipient

e and, if so, under what conditions

* whether payments for human organs should be forbidden in all circumstances

* whether organs might be taken from prisoners and other dependent persons
for transplantation

* whether tissue might be removed from coroner's cadavers

5 Transplantation and Anatomy Act 1978 (ACT).

6 Human Tissue Transplant Act 1979 (NT); Transplantation and Anatomy Act 1979 (Qld); Human Tissue Act
1982 (Vic); Human Tissue and Transplant Act 1982 (WA); Human Tissue Act 1983 (NSW); Transplantation and
Anatomy Act 1983 (SA); Human Tissue Act 1985 (Tas).

13
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* whether blood was to be treated separately or as just another human tissue

* how 'death' should be defined for legal purposes, as a precondition to the
removal of vital organs for transplantation.

As the ALRC was producing its report, it became aware of a ‘major medical
development ... expected within the near future — possibly the next two
or three years’. This was described as ‘the fertilisation of human egg cells
outside the human body’. The process of in vitro fertilisation (IVF) and embryo
transplantation was therefore mentioned in the report. However, the ALRC
recognised that the fertilisation of the ovum of a woman by the use of donor
semen, whether in utero or in vitro, raised issues different in kind from those
presented by the transplantation of particular organs and tissues. Whether
or not embryo transplantation literally fell within its terms of reference, the
ALRC felt bound to exclude the subject from its report and proposed legislation.
If there were to be an inquiry into IVF, it would require a separate reference
(ALRC, 1977: 18-19 [41]-]42]).

Similarly, the ALRC had become aware, even at that time 30 years ago, of the
potential of transplantation of foetal tissue. It noted that work on foetal tissue
transplants ‘may have already begun in Australia’ (ALRC, 1977: 20 [45]-[46]).
Already 'right to life' organisations and others had made submissions calling for
legal prohibitions. Reports in Britain (Peel, 1972), the United States (National
Commission for the Protection of Human Subjects of Biomedical and Behavioural
Research, 1975), and New Zealand (Royal Commission on Contraception,
Sterilisation and Abortion, 1977), were mentioned. Once again the subject was
sidestepped.

The ALRC inquiry afforded a vivid illustration of how, in the regulation of
technology, events rarely, if ever, stand still. Even between the time that the
ALRC initiated its project on human tissue transplantation law and the time
it reported, the technology had marched on. Draft legislation prepared to
address other topics was unsuitable, and plainly so, for the more sensitive and
complicated issues emerging from IVF and foetal tissue transplants. Before
long, Louise Brown was born in England. Eventually, special laws on IVF were
adopted in Australia, as elsewhere.” As I was to learn in my judicial capacity,
such laws and the issues involving the availability of IVF for unmarried or
same-sex recipients, invoke strong feelings, conflicting demands and different
regulatory responses in different places.®

Regulating information technology: Soon after the completion of the law
reform project on human tissue transplants, the ALRC was asked to prepare

7  See, for example, Infertility Treatment Act 1995 (Vic); Reproductive Technology (Clinical Practices) Act 1988

(SA); Human Reproductive Technology Act 1991 (WA).
8 Re McCain; Ex parte Australian Catholic Bishops Conference (2002) 209 CLR 372.
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recommendations on reform of the Australian law governing the protection of
privacy. This too led to a major inquiry although, in this case, the object was the
preparation of proposals for federal legislation, suitable for enactment by the
Australian Parliament. In the result, a number of reports were delivered on the
topic.” The major report, delivered in 1983, dealt with many aspects of privacy
protection under federal law.

As befitted its delivery on the brink of 1984, a major focus of the 1983 report
was the new information technology. Even at that time, that technology had
significantly changed the way in which information was collected and distributed
and the amount of personal information that could be communicated.

Because of the currency of the Australian inquiry, I was sent as the Australian
representative to a group of experts convened by the Organisation for Economic
Cooperation and Development (OECD) in Paris. That expert group was formed
to make recommendations to member countries of the OECD on guidelines
for the protection of privacy in the context of trans-border data flows. In the
event, I was elected to chair the OECD expert group. It conducted its inquiry
between 1978 and 1980, drawing upon principles already developed in relation
to automated and non-automated data systems by the Nordic Council, the
Council of Europe and the then European Economic Community. In the result,
guidelines were agreed to by the OECD (1980). They were to prove influential in
the development of the national laws of member states, influencing the design
and contents of such laws in countries with legal systems as diverse as Australia,
Canada, Japan and the Netherlands and corporate practice in the United States.
The Australian Privacy Act, based on the ALRC report, was enacted by the
Australian Parliament in 1988."

Annexed to the Australian Privacy Act, in Schedule 3, were ‘national privacy
principles’. As the Act declared in its Preamble, its purpose included compliance
by Australia, as a member of the OECD, with the recommendation of the Council
‘that member countries take into account in their domestic legislation the
principles concerning the protection of privacy and individual liberties set forth
in Guidelines annexed to the recommendations’. The Act recited that Australia
had ‘informed that organisation that it will participate in the recommendation
concerning those Guidelines’."" Hence, the national privacy principles adopted
by the new federal law.

A difficulty soon became apparent. It did not arise out of any defect in the
understanding of the OECD expert group, or of the ALRC in its recommendations
to the Australian Government and Parliament, concerning the technology

9 See, ALRC 1979(a), 1979(b), 1983.
10  Privacy Act 1988 (Cth).
11 Privacy Act 1988 (Cth), Preambles 4 and 5.
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then deployed. That technology, however, quickly changed in its potential.
Moreover, it did so in a way that rendered an assumption, expressed in the
OECD guidelines and the Australian national privacy principles, out of date (at
best) and irrelevant (at worst).

Hlustrating the issue by reference to the ‘use and disclosure’ principle, the
second in the Australian national privacy principles, this principle stated:

2.1 An organisation must not use or disclose personal information about
an individual for a purpose (the secondary purpose) other than the
primary purpose of collection unless:

(a) Both of the following apply:

(ii) The secondary purpose is related to the primary purpose
of collection and, if the personal information is sensitive
information, directly related to the primary purpose of collection;

(ii) The individual would reasonably expect the organisation to
use or disclose the information for the secondary purpose; or

(b) The individual has consented to the use or disclosure; or

(c) If the information is not sensitive information and the use of the
information is for the secondary purpose of direct marketing [certain
provisions follow]; or

(e) The organisation reasonably believes that the use or disclosure is
necessary to lessen or prevent:

(i) A serious or imminent threat to an individual's life, health or
safety; or

(ii) A serious threat to public health or public safety; or

(f) The organisation has reason to suspect that unlawful activity has
been, is being or may be engaged in ...; or

(g) The use or disclosure is required or authorised by or under law; or

(h) The organisation reasonably believes that the use or disclosure is
reasonably or necessary for one or more of the following by or on behalf
of an enforcement body:.

[Provisions on law enforcement follow].

The basic hypothesis of the OECD guidelines (and therefore of the ALRC
recommendations) and the Privacy Act was that personal information that was
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collected should ordinarily be used for the purpose for which it was collected
and that such purpose should be made known to the individual at the time
of the collection."”” Then, along come search engines, including Google and
Yahoo. The specification of purposes of collection and the limitation of use and
disclosure by reference to such purposes went out the window."

This is the sense in which I assert that I was present at the creation of the
problems addressed in the TELOS conference on the regulation of new
technologies. Accepting as paradigm instances the cases of biotechnology and
information technology that I have described, the difficulty (in some cases near
impossibility) was soon apparent in drafting any law of the conventional kind
that would not quickly be overtaken by events. In part, legal texts might be
overtaken by advances in technology of the kind that I have described. But,
in part too, changes in social attitudes, themselves stimulated by advances in
technology and a perception of the utility of the advances, made it more difficult
than in other fields of law to draw a clear line in the sand.

The caravan of controversy: Take for example, in vitro fertilisation. In 1976,
when the ALRC report Human tissue transplants was written, many earnest
debates were conducted over the suggested ethical quandary of transplantation
of ova fertilised by a husband's sperm. These debates were quickly replaced
by new ones concerned with the use of non-husband (donor) sperm. Such
debates are now rarely raised, even in esoteric legal circles. Today the ethical
(and legal) debates in Australia and elsewhere are more likely to be concerned
with the availability of IVF to single parents and to same-sex couples. Thus, the
caravan of controversy moves on. A law drafted too early may freeze in time the
resolution of earlier controversies, which may later be regarded as immaterial
or insignificant.

Napoleon reportedly observed a principle of never responding to letters for at
least a year. He adopted this principle on the footing that, if the problem still
existed a year later, it would be time enough for it to receive the Emperor's
attention. Whether by default, or by design, many issues presented to the law
by contemporary technology appear to receive the same treatment. One suspects
that, in many instances, it is because of the complexity and sensitivity of the
issues rather than a strategic policy of lawmakers to postpone lawmaking or
clarification of regulation until the contours of the necessary law have become
clear.

12 Privacy Act 1988 (Cth), Schedule 3: ‘Privacy Principle 1 (Collection:)’.

13 Another illustration arises out of the enactment of provisions requiring that confessions and admissions
to police, by suspects in custody, should be recorded on ‘videotape’. See, for example, Criminal Code (WA),
s 570D(2)(a). The change to digital technology necessitated amendment of such laws to substitute a requirement
for ‘audio-visual recording’. See Criminal Investigation Act 2006 (WA), s 118(1).
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Five paradoxes

14

Doing the best without experts: Having laid the ground for my competence
to provide a summation of the London TELOS conference, I will start by
identifying a number of paradoxes, or at least curiosities, that emerged
during the debates. The first of these curiosities is a reflection not only
on my own limited competence but also on the limited competence of
everyone else.

There are no real experts on the subject of regulating technologies.
They do not exist in the United Kingdom, the United States, Australia or
elsewhere. It is much easier to find an expert on the intellectual property
implications of biotechnology and information technology than it is to
find someone skilled in considering what new law, if any, should be
adopted to deal with a particular issue presented by technology and
how it should be devised. Easier by far to find an expert on income tax
or unjust enrichment or international human rights law than to find
scholars, judges or even legislative drafters who can claim to be experts
in the interface of law and technology.

It is true that we had the privilege at TELOS of an opening address by
Professor Lawrence Lessig, then professor of law at Stanford Law School
in the United States. He was founder of that school's Center for Internet
and Society. Lessig's book Code and other laws of cyberspace (now
updated by Code V2) blazed a trail. He launched the host organisation,
TELOS. On the interface of cyberspace and the law, he is something of
a guru. His launching speech, like his books, challenged us all to think
afresh. His novel thesis is that 'Code', or the architecture of technological
systems, will sometimes incorporate regulatory imperatives into
information technology, obviating any real choice on the part of the
user as to whether or not to conform to the law.

In the High Court of Australia we came face to face with this reality
in Stevens v Kabushiki Kaisha Sony Computer Entertainment."* The case
concerned a claim by Sony Corporation of breach of a ‘technological
protection measure’ installed by it in the program of its computer games.
Sony asserted that the measure was protected under the Australian
Copyright Act 1968. Sony argued that Stevens had unlawfully sought to
circumvent the device incorporated in computer games that it produced
and sold on CD-ROM for use in its PlayStation consoles.

(2005) 224 CLR 193; [2005] HCA 58.
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Applying a strict interpretation to the expression ‘technological
protection measure’, the court held that Sony's device did not fall within
the statute. I agreed in this analysis."” The case was a vivid illustration of
the way in which, for copyright, contractual and other legal purposes,
attempts are now often made to incorporate regulatory provisions in
the relevant technological codes. It is a new development, although I
suppose one might see primitive attempts directed at the same object in
the safety provisions incorporated in the design of houses, bridges and
aeroplanes. The computer PlayStations simply take this development
to a higher level of sophistication and technological capability. Lessig
identified this new development. Inevitably, his expertise did not
include all of the current major technologies, still less the way in which
law can regulate them.

I, too, am no expert in the design of laws. True, in the High Court of
Australia, I participated in a final national court that sometimes declares
new laws. I worked for a decade in national law reform, as I have
described. True, also, I have participated in the drafting of international
guidelines, such as those of the OECD.'® This, however, is hardly an
intensive preparation for the complex and highly technical task of
drafting laws for, or under, a legislature. I have become rusty since, in
my law reform days, I worked with former parliamentary counsel on the
draft legislation annexed to the ALRC's reports.

Nor can it be said that the academics present at the conference had
any special skills (at least skills that any of them revealed) in drafting
statutes and subordinate regulations. Professor Brownsword confessed
to beginning his academic career by teaching contract law, with later
experience in consumer and environmental law. Whilst the latter fields
are overburdened with a mass of regulation, it is different to use and
interpret such laws, on the one hand, and on the other to design and
draft them. Many participants in the conference were, to use the words
of Judy Illes, trained as ‘bench scientists’. Although the experience of
authentic scientists and technologists was essential to an understanding
of the problem, it did not necessarily provide the best guidance for legal
solutions.

VI Lenin once declared that the person who writes the minutes of an
organisation usually ends up controlling it. His work as general secretary
of the Soviet Communist Party obliges us to take this advice seriously.

15 (2005) 224 CLR 193 at 246 [186].

16 Also as chair of the UNESCO International Bioethics Committee drafting group for the Universal
declaration on bioethics and human rights, adopted by the General Conference of UNESCO, Paris, October 2005.
See Andorno, 2007: 150.
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We may complain about the absence of law concerned with new and
cutting-edge technology. We may acknowledge our own imperfections
for addressing the gap. We may recognise, with Lessig, that regulation in
the future may not necessarily come in the form of written instruments
made by or under the legislature and published in the Government
Gazette.

Nevertheless, the issue tackled in the TELOS conference was
undoubtedly one of the greatest importance for the future of the
rule of law in every society. Despite the manifold interpretations of
those whom it invited to its conference, TELOS may, in the long run,
have a paradoxically disproportionate impact on perceptions of how
technologies may be regulated and used in regulation, simply because it
is one of the first organisations to tackle this issue generically. It surveys
what is substantially a blank page. Increasingly the content of law, like
the content of life, will be concerned with technology and with its many
consequences for society. The importance of the chosen topic, therefore,
belies the comparatively little that is written, said and thought about it.
Paradoxically, then, those who first lay claim to expertise may participate
in a self-fulfilling prophesy.

Too much/too little law: The second paradox is that most of us recognise
that the failure to provide law to deal with the impact of particular
technologies is not socially neutral. Effectively, to do nothing is often to
make a decision.

Thus, for the law to say nothing about reproductive cloning of human
beings, for example, (assuming that outcome to be technically possible)
is to give a green light to experiments in that technology. In so far as
the law expresses prohibitions supported by sanctions that uphold the
command of a sovereign power, silence may, for once, imply consent or
at least non-prohibition. Thus, if there is no law to prohibit or regulate
reproductive cloning or hybridisation or xeno-transplants, scientists
and technologists at their benches may decide to experiment. Nothing
then exists to restrain them except their own ethical principles, any
institutional ethics requirements, the availability of funding and the
prospects of a market. A scientist or technologist may proceed out of
sheer curiosity, as when David Baltimore so beneficially investigated
a simian retrovirus a decade before the discovery of the immuno-
deficiency virus in human beings.

The scientist or technologist may, of course, do this in the hope of
cashing in on a potentially lucrative therapeutic market. One such
market certainly exists in respect of therapies to overcome human
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infertility. Reproductive human cloning might, potentially, be one
such therapy. Some of its supporters treat with contempt the supposed
moral objections to this form of scientific advance (Robertson, 2001: 35;
Shikai, 2002: 259). They point to earlier resistance to other reproductive
technologies such as artificial insemination donor (AID), artificial
insemination husband (AIH), IVF and surrogacy arrangements.'” Most of
these objections have faded away as society becomes more used to ‘non-
natural’ ways of securing a desired pregnancy in a particular patient.

The recognition that inaction in the face of significant technologies may
amount to making a decision coexists with our appreciation, as observers
of the law, that premature, over-reaching or excessive lawmaking may,
in some cases, be an option worse than doing nothing. It may place
a needless restriction upon local scientists and technologists, obliging
them to take their laboratories and experiments offshore.

In a big world with diverse cultures, religions and moral beliefs, it is
never difficult to find a place offering a regulation-free zone in exchange
for investment dollars. Just as bad is the possibility that laws are solemnly
made and then ignored or found to be ineffective, as was temporarily
the case with the ‘technological protection measure’ considered in the
Australian Sony litigation. Following the decision of the High Court
of Australia in that case, and under pressure from the US government
under the United States—Australia Free Trade Agreement, Australian
law was changed. The new law represented an attempt to overcome the
High Court's decision in the Sony Case, although in a somewhat different
way.'®

Many participants in the TELOS conference, whether expert in matters
of biotechnology or information technology, revealed themselves as
legal libertarians. They were so mainly because of their recognition of
the common potential of premature, over-reaching and ill-targeted laws
to diminish experimentation, burden innovation and cause economic
and other inefficiencies. Thus, Han Somsen presented a number of
compelling arguments about the dangers of the “precautionary principle’
(Andorno, 2004). Whilst this principle appears to be gaining increasing

17 The New South Wales Law Reform Commission in 1988 recommended a prohibition on surrogacy
arrangements that was not implemented. Surrogacy arrangements are, however, regulated in some Australian
jurisdictions: Parentage Act 2004 (ACT); Surrogate Parenthood Act 1988 (Qld); Family Relationships Act 1975
(SA); Surrogacy Contracts Act 1993 (Tas); and Infertility Treatment Act 1995 (Vic).

18 For the story of the change of law following the decision in the Sony case, see de Zwart (2007: 7); in
contrast, see D Brennan, ‘What can it mean “to prevent or inhibit the infringement of copyright”?:
critique of Stevens v Sony’, Australian Intellectual Property Journal, vol 17, 2006, p 86. See also Copyright
Amendment Act 2006 (Cth) implementing the new scheme said to be required by art 17.4.7 of the Australia—
United States Free Trade Agreement.

a
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acceptance in the international community, particularly in respect of
protection of the global environment, it carries risks of its own. If taken
too far, it could instil a negative attitude towards science and technology
and encourage excessive regulation in the attempt to avoid any risks.
Life is risky. Most technological innovations carry some risk. An undue
emphasis on precaution, for fear of any risks, would not be good for
science or technology or for the global economy or for innovation in
thought as well as action.

The second paradox is thus more of a contradiction or tension, and
difficult to resolve. At the one time we must accept that doing nothing
to regulate technologies involves making a decision. Yet we must also
recognise that sometimes doing nothing will be a better option than
making laws that impede innovation and burden efficiency.

3. First Amendment and copyright law: An early illustration of the second
paradox arose in Lessig’s opening address, which was concerned with
the potential of 'Code' (or information technology architecture) to play a
part in regulating technology in ways more universal and immediately
effective than most laws are.

An instance, frequently mentioned, is the installation of filters designed
to prohibit access to materials considered “harmful to minors’. Many
countries now have legal regulations forbidding access to, or possession
of, child pornography. Available software may prevent access to sites
providing such images. But sometimes they may do so at a cost of over-
reaching prohibitions. The burden on free communication may outstrip
the legitimate place of legal regulation, forbidding access not only to
child pornography but to lawful erotic materials or discussion about
censorship itself or to websites concerned with subjects of legitimate
interest, such as aspects of human sexuality, women's rights and even
children's rights.

Whereas the law will commonly afford avenues of appeal and review
of decisions that purport to apply legal norms, an over-reaching
‘protective’ software program may afford no such rights of challenge.
Those concerned with the human right of free expression are naturally
anxious about the potential of 'Code' to re-institute excessive censorship
in society, just when we thought we had grown out of that habit.

Like most American lawyers, Lessig approached these issues from
the standpoint of the First Amendment to the US Constitution." This

19 Relevantly, the First Amendment states: ‘Congress shall make no law ... abridging the freedom of speech,
or of the press’.
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upholds a very high level of unrestricted and unregulated freedom of
communication. The rest of the world tends to be less absolutist in this
respect.”’ It recognises that, whilst ‘free” expression and access to a ‘free’
media constitute important human rights, they are not unlimited. They
have to be harmonised with other fundamental human rights. These
include the right to individual honour and reputation and to protection
of privacy and family relationships.*! They also include protection of the
legitimate rights of inventors.*

Lessig expressed concern about the balance that has been struck in
the United States between rights to free expression and the right to
copyright protection that impinges on free expression.”

In an international meeting such as the TELOS conference, we were
not, as such, concerned with the particularities of US law, including the
way the constitutional law of that country reconciles free expression
and lawful copyright protection. On the other hand, because of the
dominance of the US media and its hegemony in entertainment and
popular culture, what is done in that country to regulate information
technology obviously has consequences worldwide. Just as, in earlier
decades, the hard copy issues of Playboy, circulating in huge numbers
around the world, broke down the prevailing culture of censorship,
carrying First Amendment values virtually everywhere, so today the
inbuilt 'Code' or architecture of information systems may carry US legal
protections for US copyright holders far beyond the protections that the
laws of other countries afford them.*

This consequence can present legal and practical problems for the
regulation of technology in jurisdictions enjoying different capacities to
contest the balances struck by the Constitution and laws of the United
States. In smaller economies, there may be no real choice. Upholding
the local constitution and its values may, as a matter of practicalities, be
impossible. Consumers may be presented with no real option. If they buy
the software that drives the PlayStation, they may find that it reflects US

20 For example, ABC v Lenah Game Meats Ltd (2001) 208 CLR 199 at 283 [202] ([2001] HCA 63); Dow Jones
and Co Inc v Gutnick (2002) 210 CLR 575 at 626 [115] ([2002] HCA 56).

21  International Covenant on Civil and Political Rights (1976) arts 17.1, 17.2 and 19.3.

22 cf Universal Declaration of Human Rights (1948) art 27.1; International Covenant on Economic, Social and
Cultural Rights (1976), art 15.1(b) and (c).

23 Cf Nintendo Co Ltd v Sentronics Systems Pty Ltd (1994) 181 CLR 134 at 160; Grain Pool of WA v The
Commonwealth (2000) 202 CLR 479 at 531 [133], fn 266 ([2000] HCA 14) referring to Graham v John Deere &
Co 383 US 1 at 6 (1966); Feist Publications Inc v Rural Telephone Service Co Inc 499 US 340 at 348 (1991) and
L Lessig, Code and other laws of cyberspace (1999), pp 131, 133-34.

24  Stevens v Kabushiki Kaisha Sony Computer Entertainment (2005) 224 CLR 193 at 256 [216] citing L Lessig,
Code and other laws of cyberspace (1999); see Fitzgerald, 2005: 96. See also Metro-Goldwyn-Mayer Studios Inc v
Grokster Ltd 73 USLW 4675 (2005).
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constitutional and copyright laws. Indeed, such software may exceed
even the protections afforded by those laws. It is in this sense that 'Code'
and architecture may challenge the previous assumption that, within
its own borders, each nation state is entitled, and able, to enforce its
own laws, reflecting its own values. In Australia, we gained a glimpse
of things to come in the Sony litigation. But it was only the beginning.

The debate that Lessig recounted between First Amendment values and
the current state of US copyright law presents a microcosm of similar
conflicts in every society. There is an element of the paradoxical about it
in the United States. Thisis because, as Lessig put it, intellectual property
law in that country has been able, to some extent, to slip under the radar
of First Amendment values. To a large extent, intellectual property law
has developed separately and, in part, inconsistently. This point was
noted by me in my reasons in Sony. Eventually, in the United States,
Britain, Australia and elsewhere, it will be necessary to face directly
the tension between enlarging copyright protection (including through
the use of the technological architecture of information technology) and
adhering to high levels of free communication, unimpeded by undue
governmental regulation (such as by copyright law?®).

The conflict recounted by Lessig presents a paradox, visible to non-
Americans and to American lawyers themselves.* The country that has
been foremost in promoting values of free expression and the free press
has also lately been foremost in promoting, extending and enforcing the
intellectual property rights of its own creators, 'inventors' and designers.
This is not only true in the context of information technology. It is also
true in the case of biotechnology, as the closely divided decision of the
Supreme Court of the United States in Diamond v Chakrabarti,” and
its progeny, demonstrate. Lessig appreciated, and highlighted, this
paradox. It appears in an acute form in the United States. But it has its
counterparts everywhere.

Technology's democratic deficit: A fourth paradox derives from the way
in which contemporary technology at once enhances, and diminishes,
democratic governance. No one at the TELOS conference questioned the
importance of science and technology in the current age. Similarly, no
one questioned the desirability of rendering laws, and regulation more
generally, available and accountable to the people from whom authority

Grain Pool (2000) 202 CLR 479 at 531 [133]; Sony (2005) 79 ALJR 1850 at 1886 [216].
Graham v John Deere Co 383 US 1 at 6 (1966).
477 US 303 (1980); compare with Kirby (2001: 64).
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to govern society is ultimately derived. On balance, however, does
technology enhance or reduce democratic accountability for the state of
the resulting regulations?

In some respects, there can be no doubt that technology has improved
communication that is essential to converting the formalities of electoral
democracy into the realities of genuine accountability of the governors
to the governed. Radio, television, worldwide satellite communications,
the internet, podcasts, blogs, Facebook, YouTube, and Twitter have
revolutionised the distribution of information about those persons and
institutions whose decisions affect the regulation of our daily lives. In
this sense, democratic governance has moved from small, town hall
assemblies of earlier times into huge, national and international forums
both public and private.

Paradoxically the very quantity of information has resulted in its
manipulation and presentation in a way that is often antithetical to
real democratic accountability. The technology stimulates a demand
for the simplification and visualisation of messages, the personalisation
of issues, the trivialisation of conflict, the confusion between fact and
opinion and the centralisation and ‘management’ of news. So-called
'spin' and 'infotainment' are characteristics of media in the present age.
They tend to concentrate power in a way that even George Orwell could
not have imagined.

Several speakers at the TELOS conference referred to yet another feature
of contemporary technology that can be inimical to democracy. This is
the incorporation of regulation in the technology itself that goes beyond
what is strictly required by local law, yet without effective opportunities
for those affected to challenge the regulation so imposed. Who can, or
would, challenge the over-inclusive software designed to bar access to
Internet sites selected as ‘harmful to minors” but sometimes operating in
an over-inclusive way?

When serving on the High Court of Australia, I found that the website
of the Archbishop of Canterbury was barred to my use. My staff were
unable to access one of the Archbishop's addresses. This was presumably
because a filter, instituted to deny access to websites deemed undesirable,
had erected a bar. Ostensibly, this was because, in the manner of these
times, one or more of his Grace's addresses dealt with issues of sex,
specifically homosexuality. In fact, that was exactly why I wanted the
speech. I was surprised to find that, at the same time, the Vatican website
was accessible without any restriction. This may say something either
about the prudence of the then Pope’s choice of language, the power of
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the Roman Catholic Church in such matters, or the religion of the filter
programmer. I gave directions that led to the filter being over-ridden. I
secured a copy of the desired speech. But many might not be so lucky:.

Given the importance of technology to the current age, how do we render
those who design, install and enforce such programs accountable to the
democratic values of our society? As 'Code' enlarges and replaces the
old-style legal regulation of technology, how do we render its architects
answerable to the majority views of the people? How, if at all, are
transnational corporations, like Sony for instance, rendered responsible
to the democratic values of the nations in which their products are used?

These are legitimate questions because the fourth paradox is the
coincidence, at the one time of history, of technologies that vastly enhance
access to information that jumped the Berlin Wall, bringing messages of
freedom, at the same time as they sometimes diminish genuine debate,
enlarge unreviewable 'technological' corporate decisions and expand the
capacity to 'manage' news in a way inimical to real transparency and
accountability of decision-makers to the people.

Vital but neglected topics: I reach my fifth, and final, paradox. The TELOS
conference addressed one of the most important issues for the future of
the rule of law in every country. Because of the elusiveness of much
contemporary technology to effective regulation, large and increasing
areas of activity in society find themselves beyond the traditional reach
of law as we have hitherto known it. When regulation is attempted,
as I have shown, it will often be quickly rendered ineffective because
the target has already shifted. Typically, in the past, the drawing up of
laws has been a slow and painstaking process. Consulting governments
and those primarily affected, not to say the people more generally,
takes time. In that time, the technology may itself change, as I have
demonstrated from my experience with human tissue transplantation
and privacy laws. Now, new regulation are being developed in the form
of what Lessig calls 'Code'. Yet, this form of regulation is not so readily
susceptible, if susceptible at all, as conventional laws in the past have
been, to democratic values and to the participation (or even appreciation)
of most of those affected in the moral choices that determine the point at
which the regulation is pitched.

If, on the same weekend in London, King's College School of Law had
convened a conference on revenue law, it would have filled a convention
hall. A month earlier, in Hobart, Tasmania, I addressed more than 600
lawyers and accountants at such a conference. Similarly, a conference on
the law of unjust enrichment would attract hundreds of contributors,
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with their differing opinions. Even a meeting on the rule against
perpetuities would probably have attracted more participants than the
inaugural conference of TELOS. Yet, in truth, the issues addressed by
TELOS were more important for our societies and their governance than
virtually any of the other topics that the legal discipline could offer.

It sometimes falls to small groups, particularly in professions, to lead
the way and to bring enlightenment to the many. This, then, is the
fifth paradox — at least it is an oddity. Such an important topic as the
regulation of burgeoning technologies in modern society should engage
the interest and attention of all who claim to be lawyers, sociologists and
philosophers and express an interest in the health of the rule of law. Yet,
for the moment, and for most such observers, this is terra incognita. The
contributions at the TELOS conference suggest that it will, and should,
not be so for long.

Seven lessons

1. Recognise a basic dilemma: Certain general lessons therefore stand out
from the presentations at the TELOS conference. Some of them have
already been touched on.

The first is that, the regulation of technology faces a fundamental
dilemma hitherto relatively uncommon in the law. This is that, of its
character, technology is normally global. Law, being the command of an
organised community, is traditionally tied to a particular geographical
jurisdiction. Whereas in recent years the need for extraterritorial
operation of municipal law has been recognised, and upheld,* the fact
remains that the focus of most national law is the territory of the nation.
By way of contrast, the focus of regulating technology must be the
technology itself.”” Sometimes, that feature of the technology will make
effective regulation by national law difficult, or even impossible.

It is into this context that direct enforcement by 'Code', written into
software programs or otherwise imposed, adds a new dimension to global
technology. The values and objectives of transnational corporations
may be even more unresponsive to national regulation than the rules
of a municipal legal system are. Moreover, 'Code' of this kind may opt
for caution and over-inclusion so as to avoid dangers to markets in the

28 Re Aird; Ex parte Alpert (2004) 220 CLR 308 at 344-350 [114]-[133]; (|2004] HCA 44) referring to the case
of the SS Lotus (1927) Permanent Court of International Justice, Series A, No 10, Judgment No 9, pp 18-19
and Martinez (2003: 429).

29  Dow Jones (2002) 210 CLR 575 at 615-619 [78]-[92].
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least right-respecting countries. The contractual arrangements entered
between the government of the People's Republic of China and the
corporations selling access to Yahoo and Google in China, which were
described during the conference, illustrate the willingness of the latter
to succumb to the demands of the former so as to avoid endangering a
lucrative economic market for their products. In this way the provider,
but also the users, are subjected to forms of censorship that might not
be tolerated in other societies. A smaller country, with a smaller market,
is unlikely to exert the same clout. Considerations of economics rather
than of legal principle, ethical rules or democratic values may come to
predominate in such cases.

2. Recognise that inaction is a decision: In the past, proponents of
technological innovation have often favoured containment of law and a
'libertarian' approach to developments of technology. Yet, most lawyers
recognise that there are limits. Unless such limits are clearly expressed,
and upheld in an effective way, the absence of regulation will mean,
effectively, that the society in question has made a decision to permit the
technological advances to occur, without impediment.

Those who are cautious about adopting any form of the precautionary
principle may yet recognise the need for some restraints. Thus, unlimited
access to child pornography will probably offend most people and
sustain a call for regulation of the Internet to prohibit or restrict access
to such sites. However, that will still leave room for debate about the
detailed content of such regulation: the age of the subjects depicted; any
permissible (computer graphic or cartoon format rather than human)
images; the means of enforcing the law; and the provision of effective
sanctions.” Cases on these issues, and on any constitutional questions
that they present, are now quite common.>

Likewise with biotechnology. Views may differ over whether regulation
is necessary, or even desirable, to prohibit therapeutic cloning,
reproductive cloning or the use of human embryonic stem cells. Yet,
non-binding prohibitory resolutions and declarations have been
adopted in the organs of the United Nations on this subject.”” Even those
nations, like the United Kingdom, that have not favoured prohibitions
or moratoriums on experiments with human cloning for therapeutic

30 Bounds v The Queen (2006) 228 ALR 190 at 197 [26], 211 [94]; (|2006] HCA 39).

31  The Queen v Fellows and Arnold [1997] 2 All ER 548; The Queen v Oliver [2003] 1 Cr App R 28 at 466467
[10]; cf Lawrence v Texas 539 US 558 at 590 (2003).

32 See Macintosh (2005: 135-36), describing the resolution of the General Assembly of the United Nations
of 8 March 2005. This approved a Declaration, proposed by the Sixth Committee, to ‘prohibit all forms of
human cloning inasmuch as they are incompatible with human dignity and the protection of human life’. The
General Assembly vote was 84 to 34 in favour with 37 abstentions.
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purposes might accept the need to prohibit, or restrict, some bio-
technological experiments. Hybridisation and xeno-transplantation of
tissue across species clearly require, at the very least, restrictions and
safeguards so as to prevent cross-species transmission of endogenous
viruses. To do nothing is effectively to decide that nothing should be
done. It does not necessarily amount to a decision to 'wait and see'.

This is why the regulation of technology is such an important subject.
It is not one that can be ignored, simply because the subject matter, and
the available regulatory techniques, are difficult and controversial.

3. Recognise the limited power to regulate: A third lesson, derived from the
first two, is that the normal institutions of legal regulation often appear
powerless in the face of new technology. This is clear in the case of
attempts to regulate new information technology. So far as the Internet
is concerned, the regulatory values of the United States inevitably
exert the greatest influence on the way the Internet operates and what
it may include. This means that both First Amendment and copyright
protection values, established by the laws of the United States,
profoundly influence the Internet's present design and operation. An
attempt by another nation's laws (such as those of France) to prohibit
transnational publication that is offensive to that country's values (such
as advertising Nazi memorabilia) may face difficulties of acceptance and
enforcement in the Internet.”

The same is true of biotechnology. The Australian Parliament initially
enacted the Prohibition of Human Cloning Act 2002 (Cth) and the Research
Involving Human Embryos Act 2002 (Cth). These were part of a package
of laws aimed at the consistent prohibition in Australia of human
cloning and other practices deemed unacceptable at the time. Both Acts
were adopted on the basis of the promise of an independent review two
years after the enactment. Such a review was duly established. It was
chaired by a retired federal judge, the Hon John Lockhart. The review
presented its report on December 2005. It recommended an end to the
strict prohibitions of the 2002 legislation; the redefinition for legal
purposes of the ‘human embryo’; and the introduction of a system of
licensing for the creation of embryos for use for therapeutic purposes
(Australian Government, 2005).

Initially, the Australian Government rejected the recommendations of
the Lockhart review. However, following strong political, scientific and
media reaction, a conscience vote on an amending Act, introduced by a

33 League Against Racism and Anti-Semitism (LICRA), French Union of Jewish Students, v Yahoo! Inc. (USA),
Yahoo France [2--1] Electronic Business Law Reports, 1(3) 110-20 (The County Court of Paris).
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previous health minister, was allowed. In the outcome, the amendments
were enacted. But, they were passed by the Australian Senate with only
a tiny majority.*

The main argument that secured this outcome in Australia was the
recognition of the pluralistic nature of the society; widespread reports
on the potential utility of the research and experimentation; and the
expressed conviction that experimentation would proceed in overseas
countries with results that, if they proved successful, would necessarily
be adopted and utilised in Australia.”® Interestingly, both the then
prime minister and the leader of the federal opposition (soon to be his
successor) voted against the amending Act.”

The global debates on the regulation of experiments using embryonic
stem cells have often been driven by countries that, to put it politely,
are not at the cutting edge of the applicable technology.’” On the other
hand, the United States, certainly during the administration of President
George W Bush, also adopted a conservative position on these topics in
United Nations forums. As happened in Australia, this was to change on
the election and re-election of President Barack Obama.

4. Recognise differentiating technologies: So far as regulation of technologies
is concerned, the TELOS conference established the need to differentiate
technologies for the purpose of regulation. It is not a case of one response
fits all. Self-evidently, some forms of technology are highly sensitive
and urgently in need of regulation. Unless the proliferation of nuclear
weapons is effectively regulated, the massive destructive power that
such technology presents has the potential to render all other topics
theoretical. Similarly, some aspects of the regulation of biotechnology
are sensitive, including the use of embryonic stem cells and germline
modification. For some, the sensitivity derives from deep religious or
other beliefs concerning the starting point of human existence. For
others, it arises out of fears of irreversible experiments that may go
wrong.

Somewhat less sensitive is the regulation of information technology. Yet
this technology too presents questions about values concerning which

34 In the Australian House of Representatives, the vote was 82:62; see Australia, House of Representatives
(2006: 127). In the Senate the vote was 34:31; see Australia, Senate (2006: 48).

35  See, for example, Australian, (2006: 15); Finkel & Cannold (2006: 9); Sydney Morning Herald (SMH)
(2006: 11); Carr (2006: 13).

36 Mr Howard spoke at the House of Representatives on 6 December 2006, (Australia, 2006: p 117); Mr Rudd
also spoke to the House (Australia, 2006: 119).

37 Thus, Honduras was the national sponsor of the United Nations ban on human cloning, reproductive and
therapeutic. See Macintosh (2005: 134).
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people may have strong differences of opinion. To outsiders, Americans
seem to imbibe First Amendment values with their mother's milk.
Lawyers from the United States sometimes have to be reminded that
their balance between free speech and other human rights is viewed by
most of the world as extreme and disproportionate.

Recognise different cultures: Most of the participants in the TELOS
conference came from the developed world. They therefore reflected
general attitudes of optimism and confidence about the outcome of
rational dialogue and the capacity of human beings ultimately to arrive
at reasonable responses to regulating technologies, on the basis of calm
debate.

This is not, however, universally true. The conference in London
coincided with a declaration by the Roman Catholic Bishop of
Birmingham, the Most Rev Vincent Nichols, that Britain was facing a
period of secular revulsion. This response was attributed to impatience
with the instances of violence attributed to those with religious beliefs
and the apparent obsession of some Christian churches with issues of
sexuality and gender.

There is no doubt that the current age bears witness to many instances
of religious fundamentalism. Modern secular democracies can usually
prepare their regulations of technology without undue attention to
such extremist considerations. But when the considerations come
before international institutions, they may have to run the gauntlet of
fundamental beliefs. Such religious beliefs are by no means confined
to Islam. They also exist in Christianity, Judaism, Hinduism and other
world religions. Because, in such instances, religious instruction is
attributed to God and derived from human understandings of inerrant
religious texts, it may brook no compromise and even no debate.

Recognising the coincidence of galloping technology and the force of
religious fundamentalism is necessary to an understanding of what
can be done in different countries to respond effectively to aspects of
technology that challenge orthodox religious beliefs. In the Australian
parliamentary debates on the amendment of the 2002 moratorium on
human cloning and use of embryonic tissue, many of the legislators
addressed the extent to which it was legitimate, in a pluralistic society,
to allow beliefs, even of a majority, to control the design of national
legal regulation. Yet, if such beliefs are treated as irrelevant, what
other foundations can be provided for a coherent system of moral
principle? In some societies such issues simply do not arise. The Taliban
in Afghanistan would not entertain an open debate on topics that are
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treated as concluded by a holy text. The diversity of regulatory responses
to new technology, therefore, grows out of the different starting points
in each society.

6. Basing regulation on good science: In the early days of the HIV pandemic,
I served on the Global Commission on AIDS of the World Health
Organisation. One of the members, June Osborn, then a professor of
public health in the University of Michigan, taught the importance of
basing all regulatory responses to the epidemic upon good science. The
danger of responses based on assumptions, religious dogmas, intuitive
beliefs, or popular opinion were that they would not address the target
of regulation effectively.

The intervening decades have suggested that the countries that have
been most successful in responding to HIV/AIDS have been those that
have observed Osborn's dictum (Plummer & Irwin, 2006: 1). The same
is true of the subjects of biotechnology, information technology and
neuroscience examined in the TELOS conference. All too often, science
and technology shatter earlier assumptions and intuitions.

For example, the long-held judicial assumption that jurors, and judges
themselves, may safely rest conclusions concerning the truth of witness
testimony on the basis of the appearance of witnesses and courtroom
demeanour has gradually evaporated because scientific experiments
shatter this illusion.’® One day, by subjecting witnesses to brain scans,
it may be possible to demonstrate objectively the truthfulness or falsity
of their evidence. One lesson of the Illes paper for the TELOS conference
is that we have not yet reached that position. If, and when, it arrives,
other issues will doubtless be presented for regulators. We are not there
yet. But any regulation must recognise the need to remain abreast of
scientific knowledge and technological advances.

7. Addressing the democratic deficit: This brings me to the last, and most
pervasive, of the lessons of the TELOS conference. Technology races
ahead. Often its innovations quickly become out of date. Laws addressed
to a particular technology are overtaken and rendered irrelevant or even
obstructive. Nowadays, scientific knowledge, technological inventions
and community values change radically in a very short space of time.

Within less than two years of the initial laws, demands were made for
reversal to the Australian federal prohibition on therapeutic cloning.
Within five years, the prohibition was repealed. In such an environment,
there is an obvious danger for the rule of law. It is impossible to expect

38 See, for example, Fox v Percy (2003) 214 CLR 118 at 129 [31]; ([2003] HCA 22).
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of legislatures, with their many responsibilities, that they will address
all of the technological developments necessary or useful for regulatory
purposes. The average legislator often finds such issues complex and
impenetrable. They are rarely political vote-winners. They struggle to
find a place in the entertainment and personality politics of the present
age as well as with the many other competing questions awaiting
political decision-making. This leaves a gap in democratic decision-
making in this sphere of regulation. It is a gap that is being filled, in
part, by 'Code', which incorporates regulations designed by inventors
of information systems themselves in the structure of such systems but
without a democratic input or the necessity of human moral judgment.

The democratic deficit presented by contemporary technology is thus
the largest potential lesson from the TELOS conference. In an age when
technology is so important to society, yet so complex and fast moving
that it often defies lay understanding, how do we adapt our accountable
lawmaking institutions to keep pace with such changes? One means,
undertaken in Australia, is by the use of consultative mechanisms such
as the ALRC (Chalmers, 2005: 374)* or independent inquiries, such as
the Lockhart committee (Cooper, 2006: 27; Stobbs, 2006, 247; Karpin,
2006: 599). In such cases, the very process of consultation and public
debate promotes a broad community understanding of the issues, an
appreciation of different viewpoints and an acceptance of any regulations
adopted, even when they may give effect to conclusions different from
one's own.

Adapting the legislative timetable and machinery to the challenges of
modern governance is a subject that has engaged law reform bodies and
executive government for decades. In Australia, proposals for some form
of delegated legislation have been made to increase the implementation
of such reports. Often they lie unconsidered for years, or indefinitely,
not because of any real objections to their proposals but because of
the legislative logjam (Mason, 1971: 197). In the United Kingdom,
suggestions for a fast-track system for implementing reports of the law
commissions have been under review for some time.*’

In the face of radically changing technologies and the danger of a
growing democratic deficit, it will obviously be necessary to adapt
and supplement the lawmaking processes we have hitherto followed
in most countries. Various forms of delegated legislation may need to

39 Important recent reports of the ALRC in the field have included Essentially yours: the regulation of human
genetic information in Australia (2003).
40  See Kirby (2006: 466). Such a fast track mechanism was adopted in the United Kingdom in 2009.
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be considered. So may the enactment of over-arching laws, expressed
in general terms, which will not be quickly reduced to irrelevancy
by further technological change.*” Addressing the weaknesses in
democratic accountability of large and complex modern government
is an important challenge to legal and political theory.*” The TELOS
conference demonstrated once again the ingredients and urgency of the
problem. It will take more conferences, and more books like this, to
provide the solutions appropriate to the differing systems of government
operating in different countries.

The future

Consideration of these remarks will demonstrate, even to the most sceptical, the
variety of the issues raised at the TELOS conference, the importance of the topics
considered and the danger of doing nothing to envisage, and carry forward, the
efficient regulation of technology where that course is judged beneficial and
necessary.

TELOS will doubtless go on to establish a network amongst those lawyers and
others who are interested in the developments of technology of special relevance
to the law and concerned about the potential democratic deficit identified during
the deliberations.

Future conferences will need to broaden the scope of the technologies addressed,
so that they include participants with expertise in nuclear technology, the
technologies of energy and global climate change and of explorations of the
biosphere and outer space. They will need to widen the participation from other
parts of the world, including Russia and India, both countries of significance
because of their technological capacity. Participants from poorer countries will
be essential so as to reflect the diversity of humanity.

There will also be a need to deepen the examination of the law so as to include
case studies of effective, as well as ineffective attempts to regulate technology
by municipal law in addition to those attempts that are now emerging from
international agencies designed to address global technology on a trans-border
basis. Finally, it will be necessary to extend the fields of expertise of participants.
The involvement of political philosophers, of persons who sometimes advocate
more vigorousregulation, of civil society organisations, law reformers, politicians
and legislative drafters would enlarge the pool of expertise in essential fields.

41 Issues considered in R v Quintaralle (on behalf of Reproductive Ethics) v Human Fertilisation and
Embryology Authority [2005] UKHL 28 at [25]; compare with Brownsword, (nd: 20).
42 ibid.
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The TELOS conference demonstrated that regulating technologies is not a matter
appropriate to purely verbal analysis of the traditional legal kind. We cannot
find the way ahead by simply reading the judicial reasoning of our predecessors,
however learned they may have been. In default of more effective solutions,
the common law system authorises judges to fill the gaps left by lawmakers.*’
Sometimes this is necessary. But a more coherent solution is desirable. TELOS
has opened a dialogue as to how that solution may be offered.

A great judge, and one of my predecessors in the High Court of Australia,
Justice Windeyer, once declared of the relationship between law and medical
technology, that the law generally marches in the rear and limping a little.**
Windeyer was a soldier as well as a judge. He knew what he was talking about
when he used this metaphor. In the years since he offered his description the
gap that he discerned has widened. The institutional problem has deepened.
That is why TELOS is so important. It is why the subject matters here examined
concern nothing less than the future of law itself.
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Section II

Practitioners’ perspectives






An initiation into ICT" professionalism

The previous section emphasised problems in adequately regulating new
technologies, particularly in the information and communications technology
(ICT) industry, and the demands that this places on ICT practitioners to
behave professionally. The three papers in this section are all based on the
industry experiences of ICT practitioners and contain important reflections
on the industry. As such, they are not typical academic papers. Rather, they
give insights into how a number of thoughtful practitioners view their work
and professionalism in the industry. In many occupations a common way of
learning, or being initiated into that occupation, is through apprenticeship or an
extended period of work experience often undertaken during a course of study.
The initiates learn from the experts. This section can be taken as proposing
a kind of apprenticeship approach to learning, not so much the content of
ICT but the attitudes and concerns that experienced practitioners have. It is
primarily a matter of seeing what these practitioners think, particularly about
professionalism in the industry, and using these insights to discover more about
the industry.

The first two chapters focus on professionalism and the third provides a
different perspective to ethical concerns in ICT. In the first paper, John Ridge,
a former president of the Australian Computer Society (ACS), discusses the fact
that, generally, ICT is not seen as a profession by society at large nor, more
surprisingly, by ICT practitioners themselves. This he sees as a problem because
ICT is so important to almost all industries and for the prosperity of Australia,
and ‘professionalism is absolutely fundamental to the effect practice of ICT". The
core of the problem, he believes, is that the vast majority of ICT practitioners do
not see ICT as a profession. That they do not is borne out by low memberships
of relevant professional bodies such as the ACS (relative to the total numbers
working the industry), by the lack of any certification or licensing of ICT
practitioners, and by the view of many that professional organisations are elitist
and exclusive. This last point is true, but a profession — by its very nature —
is elitist and exclusive. Most of us are happy for medical professional bodies to
be elitist. Ridge believes that the move to ICT being accepted as a profession by
society must begin from within the industry. The practitioners must start to see
themselves as part of a profession, something he, as ACS president at the time,
hoped would happen when the ACS was admitted to the Australian Council of
Professions (ACP), now Professions Australia, in 2002.

1 While we use the more common ICT, some authors prefer the older IT and we have respected their wishes
in their contributions.

41



42

Professionalism in the Information and Communication Technology Industry

Neville Holmes, in the second paper, while an experienced ICT academic,
writes more from a practitioner’s perspective. He does not so much discuss
whether or not ICT is a profession but focuses on what he believes are special
responsibilities of the profession. He makes two main points. First, he thinks
that programming should be seen as a technical skill and not part of the
profession of software engineering and, second, he believes that professionalism
needs to be taken beyond software engineering to computing in society in
general. ICT professionals should focus on people, not on the technology. He
sees three important ethical responsibilities for computing professionals. The
first is to convince people that technology is not responsible for problems,
people are. Blaming computers has become common but is clearly just a simple,
and pernicious, way of avoiding responsibility. Second, and related to this, the
profession needs to redefine itself in the light of developments that have taken
place over the last 10-20 years, where computers have become ubiquitous in
society. And, finally, the professions must take more responsibility for the way
that ICT is used in society. The technology should be used for more than just
making things cheaper and easier.

Mark Haughey, a long time practitioner in the public sector, in the final paper
of the section, suggests a different way of considering ethical problems in ICT,
informed by his professional experience rather than the academic literature.
Instead of concentrating on general social issues he focuses on the development
of information technology (IT) systems, taking as the starting point specification,
time and resources. There is a lack of certainty in the relationships between
these ‘three potential moving surfaces.” For example, a lack of understanding
of the specification can lead to problems with the project time frame and with
cost; a time frame that is too short can lead to cutting corners and it is at this
point that unethical practices arise. Haughey gives a variety of suggestions to
minimise the potential problems including better project management, breaking
the project into manageable pieces, the management of expectations and more
engagement between the players.

Biographies

Mark Haughey has held a number of senior IT executive roles with Australian
Government agencies, large and small.

Since graduating from the University of Adelaide in the late 1970s, Mark has
worked exclusively in IT. He has extensive experience in technical support,
quality assurance, procurement, service management, and governance.
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In 2007 he became the chief information officer for the Workplace Authority and
later with the Fair Work Ombudsman. A major achievement in this time was the
creation of an in-house application development and maintenance capability.

Mark has recently taken on the position of executive director IT projects with
the Fair Work Ombudsman.

Neville Holmes worked as a patent examiner for two years, as a systems
engineer with IBM Australia for 30 years, then as a lecturer at the University of
Tasmania for 12 years, before shifting back to the mainland. He was a founding
member of the Victorian Computer Society and has been a member of the
editorial board and a columnist for Computer, the house magazine of the IEEE
Computer Society, since 2000.

John Ridge AM is executive director of the ACS Foundation, a position he
has held since 2005. From its launch in August 2001 until late 2004 he was the
chairman of the foundation.

He was previously president of the Australian Computer Society, the professional
body for ICT in Australia, in 2000 and 2001. Since first becoming involved in
the ACS in 1992, he has held a number of offices at both the branch and national
levels. He was awarded the Order of Australia in 2007 for his contribution to the
ICT industry and education.

An initiative of the ACS, the ACS Foundation was established to encourage both
private and public sponsorship of ICT education through scholarships and
research projects. It has raised in excess of $35 million and awarded over 3500
scholarships.
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John Ridge AM
Australian Computer Society (ACS) Foundation

There is a significant difference between a person being considered to be
‘professional’ in their approach to conducting business, whatever that business
may be, and a person being part of a profession and therefore considered to
be a professional. This difference has created enormous misunderstanding and
confusion within the information and communications technology (ICT) sector,
and hampered its progress towards being recognised as a profession. Being part
of a profession is a vocation requiring knowledge of some department of learning
or science, for example, medicine, law, engineering, architecture, accountancy
and, more recently, ICT.

Technology, and particularly ICT, more than anything else in recent times, has
forever changed our lives and will continue to do so at an ever-increasing rate.
Today, anyone with an Internet connection can access overwhelming amounts
of information and enjoy instant, global communications. Technology is also
the primary enabler and driver of growth in just about every other industry.
Without a vibrant, dynamic and innovative ICT sector, Australia will be unable
to achieve world-leading innovation in these other industries. ICT is driving the
significant innovation and advances in medicine, science and mining, amongst
other fields. Without ICT the mapping of the human genome would not have
been possible. ICT has an important and positive influence on the economy and
on productivity, where it is responsible for around 17 per cent of productivity
gains. Growth in ICT has an economic multiplier factor of between five and 10
times in other associated areas. This means that in terms of both dollars invested
and employment in ICT, there is a factor of five to 10 times the benefit flowing
into other parts of the economy.

Yet, despite the fundamental importance of ICT to so many other industries
and to the economy, very few know or recognise that ICT has the status of a
profession and that ICT professionals belong to one of the learned or skilled
professions. In January 2000, the Australian Computer Society (ACS) was
admitted to the Australian Council of Professions — since renamed Professions
Australia — as the membership body formally representing the ICT profession.
Professions Australia is the peak body for all professions in Australia and includes
representatives of medicine, law, accounting, engineering and architecture,
amongst other professions. The ACS’s membership was the culmination of more
than five years work by a committed team, and it meant that ICT had finally
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come of age! The final decision was made by the 30 or so other professional
associations represented by Professions Australia. This recognised ICT as a
profession, making the ACS the first computer society in the world to achieve
this status in its own right. As president of the ACS at that time, I was privileged
to share the excitement at this achievement.

The ACS is one of a number of professional bodies for ICT that offers
membership to ICT practitioners. Obtaining the status of a profession requires
professional bodies to set suitable standards of knowledge and codes of conduct.
Professionalism is absolutely fundamental to the effective practice of ICT.

The ACS is involved in the development and monitoring of educational programs
and accredits ICT courses that meet the standard of the ACS Professional
Standards Board (Core) Body of Knowledge (CBOK). It has set standards of
knowledge and experience for professionals and has codes of ethics, conduct
and professional practice.

Any organisation would want its ICT staff to be professional in their practice,
and to be recognised and accepted as being professionals. The benefits to
organisations and society include practitioners having an adequate level of
knowledge, providing a higher level of products and services, and abiding by
professional standards and codes of ethics. It would be plausible to think that
organisations, as a way of guaranteeing professionalism, would seek to employ
ICT practitioners who are part of the profession and members of a professional

body.

One problem is that membership of a professional body is not a prerequisite for
ICT practitioners to practice, unlike other professions such as law or accounting.
In most of these professions, membership of a professional body is inextricably
linked to the ability to practice, either in reality or by common perception and,
in some cases, the loss of that professional membership results in the loss of the
right to practice. The absence of this professional obligation in ICT can result
in practitioners employing haphazard levels of knowledge, with inadequate
understanding of codes of ethics and professional practice.

To be clear, as with many other disciplines there is a ‘full spectrum’ of ICT
practitioners, ranging from people who have relevant university degrees and
a minimum level of experience, through TAFE and industry certifications, to
those who have gained their skills from on-the-job training and experience. The
role of the professional body is to establish the standard criteria to differentiate
a practitioner from a professional.

The ACS currently has more than 22,000 members, which, on a per capita
basis, places it amongst the top two or three computer societies in the world.
Approximately 20 per cent of that number would be practitioners, and the
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remainder would be professionals. Depending on the data used to calculate the
number of ICT professionals in Australia, however, that membership represents
approximately 6.5 per cent of the total. So, it is reasonable to conclude that only
a small proportion of ICT practitioners understand or recognise the value of
belonging to a professional body. Compare this to other professions in which
almost 100 per cent of practitioners belong to their appropriate professional
body. Changing this attitude will require the combined approach and resources
of the whole ICT industry — employers, practitioners, academics, government
and industry associations.

Another problem, which may be due to the limited membership of the relevant
professional body, is that ICT practitioners and society in general do not regard
ICT as a profession. ICT'’s recognition as a profession in 2000 did not generate
significant publicity and ICT’s public profile remains slight.

The ICT industry needs to promote its status as a profession. It needs to promote
the value of ICT and how technology has changed and will continue to change
the practice of other industries. And it needs to promote professionalism in the
ICT industry in general. Changing attitudes and public perception will have
beneficial effects on enrolments of students in ICT and the quality of those
students.

I was excited when the ACS was admitted to Professions Australia. It meant
that ICT had come of age as a profession and was recognised as such. Parents
who want a professional career for their children could now consider ICT as a
legitimate choice. More importantly, ICT practitioners would be proud to be
recognised as being part of a profession, joining their professional body, and
adhering to a recognised code of conduct and ethics.

Jo Coldwell in ‘Professional ethics and responsibilities’ considers this issue in
some depth. She concludes that ICT is, ‘an immature profession which will
develop into a fully recognised one as governments and employers recognise
the benefits of a registration process that becomes an expected prerequisite to
employment within the industry” (Coldwell, 2008). Using the example of an
architect, Coldwell discusses three components that are required for a person
to become registered, which include: demonstrated meeting of the academic
requirements; completion of two years practical experience; and, completion
of a professional practice component, which focuses on legal, contractual
and business matters. She also talks about the eight characteristics of the
infrastructure surrounding and supporting a profession such as architecture.
Six of those eight components currently exist for ICT and are met by the ACS.
The remaining two components pertain to licensing or registration. There are
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currently no requirements for ICT practitioners to be licensed or registered in
Australia (or even to be members of a professional body) in order for them to
practice.

The ICT profession or industry may not yet be ready to implement a licensing or
registration process. It should start, however, with professional membership as a
requirement to practice as a first step. As membership becomes more pervasive,
widespread and accepted, registration may well be the next logical step.

Recent surveys show that a majority of ICT practitioners do not truly understand,
recognise or value being a part of a profession or holding professional
membership. This attitude stems from a lack of understanding of what being a
part of a profession represents. Most practitioners would consider themselves as
being professional and seek to act professionally in their day-to-day activities,
but they may not necessarily consider themselves as being a part of a profession,
or recognise ICT as a profession.

Organisations, like the ACS, need to do more to make the public, current ICT
practitioners and students aware that ICT is a recognised profession. This can be
achieved through extensive media coverage. As practitioners and professionals,
we need to promote the view that ICT is a profession and, as such, it requires
members of the profession to belong to a professional body.

The standard for the Core Body of Knowledge, which underpins professional
accreditation, must be driven by our industry in collaboration with academia.
We need to speak with a single voice and be championed by our ICT executives
who are able to bring local and global perspectives to bear on the issue. Imagine
how much more effective this would be than the current system, where there are
separate advisory groups (advising, for example, on issues related to curricula
and skills relevant to industry) at each of the 38 universities performing a
similar function independently. Consider if we all worked together as one how
efficiently we could effect change and improve productivity. Course curricula
must be meaningful to business and industry requirements, and training and
professional development needs to be nationally consistent.

The longer the industry takes to implement a campaign to make people aware
that ICT is a recognised profession, the longer it will take to attract high-calibre
students to the industry — an industry on which all other industries rely. The
maturing of the ICT profession now needs to be widely communicated.

Reference

Coldwell, J, 2008, ‘Professional ethics and responsibilities’, in D McDermid (ed),
Ethics in ICT: an Australian perspective, Pearson Education Australia, Frenchs
Forest, NSW, pp 277-302.



3. Some ethical imperatives for the
computing profession’

Neville Holmes

Introduction

This chapter focuses on the ethical responsibilities of the computing profession.
Governance should be based on ethics and be imposed by authority. The
ethical aspects of digital technology should, therefore, be understood before its
governance can be expected to be effective. Also, to be respected, governance
of the industry should be administered by a knowledgeable authority; that is,
by a professional body encompassing the entirety of digital technology. This
technology has been developed and exploited in a quagmire of commercialism
and hyperbole in which intellectual property law and market dominance
determine the direction of development much more than the nature of the
technology available and capability of the technologists involved. For its ethics
to be understood and its governance to be properly designed, a very broad
viewpoint must be taken of digital technology. This essay is intended to take
such a viewpoint.

Technology and ethics

It is nowadays almost trite to say that our world is the way it is because of
technology. Everything we do — watching, eating, listening, travelling — is
embedded in technology, very often digital technology. Ethically, such a claim
is grossly misleading and, in principle, completely false. In a fundamental way,
technology can carry no direct responsibility for anything.

Technology

Technology is something people use. Consider the following extract from the
entry for technology in an authoritative dictionary:

1 This essay expands on my presentation to the EtGovICT2008 symposium, Canberra, 1-2 May 2008. It
draws on essays that I have written since 2000 for a monthly column, ‘The profession’, which appeared for
more than 10 years in Computer, the house journal of the IEEE Computer Society (<http://www.computer.
org>). For educational or research purposes only, these essays are archived at <http://tinyurl.com/wnhrkyv>
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a. A discourse or treatise on an art or arts; the scientific study of the
practical or industrial arts

b. Practical arts collectively
c. A particular practical or industrial art
Oxford English Dictionary (OED) (2nd edition)
In a technological context, art has a personal meaning:
I. Skill; its display or application
OED

Thus, technology is, by definition, personal because skill is personal. Technology
is practiced by technologists and applied industrially by engineers, though the
distinction between the two is usually blurred. Products of technology are used
by other people who are, thus, the indirect users of technology. People decide
what technology is used for and must, therefore, take responsibility for the
effects of such use.

Ethics

Responsibility might bring blame or praise, or something in between.
The nature of this spectrum is the subject matter of ethics, that is, of

II. 2. The science of morals; the department of study concerned with the
principles of human duty

4. In a wider sense: The whole field of moral science, including besides
Ethics properly so called, the science of law whether civil, political, or
international

OED
The adjective moral is defined as

a. Of or pertaining to character or disposition considered as good or
bad, virtuous or vicious, of or pertaining to the distinction between
right and wrong, or good and evil, in relation to the actions, volitions,
or character of responsible beings; ethical

OED

The nub here is that morality, the focus of ethics, has to do with the entirely
personal ideas of right and wrong, of good and evil. These ideas cannot be
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applied to technology, or to the machines or processes proceeding from the use
of technology. Only users of technology, be they direct or indirect users, can be
held responsible for any good or evil resulting from its use.

Anthropopathism

The problem with being responsible for evil or wrongdoing is the human desire
to avoid the responsibility, at least in people with a normal social sensitivity.
The complexity of technology seems to provide an excuse for a bad outcome
arising out of its use. The driver of a car causing an accident might seek to
blame the car itself for its imputed malfunction, or the other driver, or the road
conditions. Malfunction might well be the fault of the manufacturer or designer
or maintainer. The other driver might well be responsible. For all that, there is
usually some level of responsibility that must be borne by the driver at fault.

With computers, it's a bit different. There isn't another driver, and the software
and hardware manufacturers use complexity to avoid blame for any but the
most blatant fault. So, the computer, its software, or both, get the blame for
malfunction. When a business or government department using a complex
computing system blunders, blaming the system seems to be standard practice.
There is a distinction to be remembered between cause and responsibility.

The greatest social role of the computer is as a scapegoat. This possibility was
foreseen by computing pioneers many decadesago. In developing an international
standard vocabulary for the profession, they put the most important terms first,
data and information,? and deliberately designed their definitions to bring out
the contrast between people and technology.

Data. A representation of facts or ideas in a formalized manner capable
of being communicated or manipulated by some process.

Information. In automatic data processing the meaning that a human
assigns to data by means of the known conventions used in its
representation.

IFIP-ICC Vocabulary of Information Processing 1966

The distinction can be more simply made by saying that ‘only people can
process information; machines can only process data’.

The computing profession has a moral responsibility to discourage the use
of anthropopathic language when discussing computers. One place to start
would be with the adoption of the standard vocabulary, in particular with

2 These were originally first and third, with signal second, but are lately first and second.
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respect to the most important terms: data and information. When faced with
this specific suggestion, computing people typically aver that it's far too late
because the media and the public at large have come to accept the two terms
as interchangeable. This is no excuse. If the profession promoted and practiced
the distinction within the profession, it would gradually be adopted by others,
starting with technical journalists. Indeed, the profession could press publishers
to adopt the distinction in their style guides, and to enforce its use by their
authors.

Anthropopathic language is rife in the computing industry, far in excess of this
example. The next worst example, perhaps even more socially damaging, is the
reckless use of intelligent in respect of machinery. There are many reasons to
condemn this usage. Intelligence is essentially, and despite the misleading name
of IQ tests, a collection of social skills. Machines have, in themselves, nothing
at all to do with sociality, and it is grossly unethical to suggest that they do.
The ugly initialism AI should be dropped, together with artificial intelligence,
and replaced by neutral terminology; perhaps the old term algoristics could
be revived. When faced with this suggestion, computing people typically say
that, really, some programs do exhibit aspects of intelligence. This excuse misses
the point. The computing profession has a moral responsibility to maintain a
distinction between people and machines, and for this reason professionals
should avoid any suggestion that machines possess intelligence, artificial or not.

The computing profession

Urging the computing profession to take a stand on ethical issues would be all
very well if the profession were well defined, generally respected, and widely
recognised. Sadly, it is not. Until 20 years or so ago, the profession was in good
shape. Digital computers were costly and used almost entirely within large
organisations that employed well-trained people to run them. These people had
the straightforward tasks of writing programs, either to process numbers and
text in bulk in the case of business data processing, or to carry out complex
numeric calculations in the case of scientific data processing. Computer societies
were set up to promote professional recognition for workers in computing and
these grew rapidly. So did tertiary courses in computer science, of academic
orientation, and information systems, of business orientation. A growing
proportion of people working with computers had these tertiary qualifications
and saw fit to join their local computer societies.

When computers became cheap enough to be used by small enterprises, or
by small groups within large enterprises, however, fewer of their users saw
themselves as computing professionals requiring tertiary qualifications to
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practice their profession. Computer society memberships levelled off. When
computers became cheap enough to be owned personally, they proliferated, their
coupling over the Internet became common, and the population of computer
users grew rapidly. Increasing use of digital chips in everyday devices made
many more people computer users.

That computer society memberships and tertiary student enrolments have
declined recently implies that the professional societies are not in a position to
apply governance to the generality of workers in the computing industry, and
that the very idea of professional computing needs revision. To get some idea
of what revision might be appropriate, the role of digital technology in society
needs to be examined.

Digital technology

Digital technology pervades our society, but then, from an overall point of
view, it always has. Our social development has only been made possible by the
development of digital technology. Understanding this depends on appreciating
the basic nature of digital technology, and its contrast to analogue technology.

Digit. 3. a. Each of the numerals below ten ... expressed in the Arabic
notation by one figure

Digital. 4. Of, or pertaining to, or using digits; spec. applied to a
computer which operates on data in the form of digits or similar discrete
elements

OED

Digital technology is based on being able to discriminate between a few discrete
elements. Analogue technology is not. The abacus is a digital calculator; the
slide rule is an analogue calculator.

Early telegraphy used digital technology to allow semaphores and Morse
signals to reliably transmit messages over long distances because the encoding
was limited to only a few discrete elements. More recently, telephony was an
analogue technology transmitting an electrical signal, analogous to the original
acoustic waveform, and thus allowing it to be regenerated, providing too much
noise did not accumulate during the often many stages of transmission.

The impressive success of modern digital technology springs from its binary
encoding since, having only the two distinct elements — conventionally named
zero and one — allows large amounts of noise to be cleaned off a signal at every
stage. Binary encoding also allows systematic redundancy to be added when

53



54

Professionalism in the Information and Communication Technology Industry

heavy noise is expected so that the received binary signal can be corrected.
More complex binary encodings, such as alphabets, are represented as binary
digit (bit) combinations.

Language

The basis of human society is language, originally only spoken or sung. Vocal
language depends on distinguishing between words common to the vocabularies
of the speaker and the listener. To distinguish between words is relatively easy,
despite the large number of different words in a typical vocabulary, because
spoken words are encoded from a limited number of phonemes. In English, the
word hit has three phonemes, hint four, the second word being distinguished
by the extra phoneme. Spoken language is thus a digital technology, a skill to
be displayed and applied by its users. Speech, or an equivalent such as signed
language, is a skill necessary to the functioning of a complex society. While
speech is built from a digital vocabulary, it also transmits non-digital information
to a listener, information such as the identity and mood of the speaker. Such
extra information is the lifeblood of professional acting and political oratory.

Speech is transient. Written language was developed as a durable representation

of speech to allow tyrants and bureaucrats to control people over a widespread
area. More recently, written language has in many countries been made available
to the general populace. Such languages are digital in being represented by
combinations of relatively few discrete elements. There are many writing
systems, though there are many more spoken languages. The elements of
alphabetic systems, for example, in principle represent phonemes of the spoken
language, though extra elements such as the decimal digits represent words,
and punctuation symbols suggest non-digital content. Written language used
administratively ideally expresses rules unambiguously. If written language
is used personally it needs to have the nuances of its meaning added by the
reader. Reading is a thoughtful and imaginative activity, of richness and variety
resulting from the mood and experience of the reader.

The digital computers of 50 years ago were used for administration and research.
Business and government used them on transaction records, and scientists and
engineers used them for numerical computation. As they became more capable,
in particular when they grew beyond a character set consisting mostly of digits
and upper case letters, they found further uses. In the 1980s, the personal
computer and its printer began replacing the typewriter, a digital machine
that had held great social significance. Connecting personal computers to the
Internet added significant scope to the use of written language through user-
group and personal email messages and, later, through the World Wide Web of
documents.



3. Some ethical imperatives for the computing profession

The computing profession

Over the last 20 years, the development of binary digital machinery and
communication has spread beyond traditional computing. The old telephonic
cycle of speech being encoded, transmitted, and decoded by medium of an
analogue electrical signal has been reversed. Analogue representations of
material such as sounds and images are now being directly encoded digitally for
storage and transmission, before being used to recreate the original sounds and
images in a close approximation of their original analogue representation. While
this has had a profound social effect, discussed below, it has also had a very
significant professional effect. It has led to the use of computers being spread
throughout the formal professions, even to the control of theatrical performance.

Though they are helped by relatively well-recognised software engineers,
professionals of many kinds are using digital technology without using other
computing professionals. And, in business and government, management prefers
to use digital technology to drive employees through well-defined routines by
deploying large, general-purpose software packages that have been built and
installed by software engineers. Thus, the computing profession is faced with
two problems.

The first problem is that the software engineering profession is becoming well
recognised and accepted. Sooner or later it will become a formal branch of
engineering, and it is arguable that this is only being delayed by the peculiar
refusal to acknowledge the need to distinguish the trade of programming and
to employ technicians skilled in that trade in the same way that other branches
of engineering employ appropriate technicians. When this happens, the
computing profession will have to adapt in some way to the loss of what many
in the profession see as their most important component.

The second problem is that neither the personal computer user, nor the
professional computer user, sees a need for computing professionals beyond
software engineering. This is leading to a very significant reduction in tertiary
computing enrolments. A factor here is that secondary education is diverting
much of its focus to developing skills in the use of computers, a mistaken
diversion in my opinion. Consequently, graduates from secondary school see
neither a need for further education in computing nor a prospect for getting
rewarding employment as a graduate in computing or information systems.

These problems argue for a revision of the computing profession by the
professional body aiming to administer that profession. In my opinion, the
way forward must be to recognise and promote the trade of programming.
This would free up computing professionals to focus on the people using
computers rather than the computers themselves. After all, it is said to be a
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characteristic of learned professions that they look primarily to the interests
of people, and are responsible for how their technology benefits those people.
Such is the ethical aim of a profession. However the computing profession is
reformed, its professional body cannot prescribe ethical behaviour and enforce
that prescription until its professional scope is clearly and restrictively defined.
Reform is thus an ethical imperative.

Computing and people

The development of human societies has long depended on the use of language
of one kind or another. Linguistic communication has made change possible in
both human relationships and human activities. Socially and ethically, change
in human relationships is of prime significance, and modern digital technology
is having its most important effect on these relationships. To understand what
is happening to our society, the role of language in past changes needs to be
understood. While these changes have been both varied and complex, there do
seem to be significant generalities, which are especially evident when looking
at present-day society.

Oral society

In oral societies, social relationships were necessarily established by conversation.
Cooperative activities depended on debate, and social hierarchies came from
some people in a community having the authority to issue commands to others.
In some languages the social structure is built into the vocabulary, for example,
with different pronouns used for people of higher social status and people of
lower. Of special significance are names for family relationships because they
declare important responsibilities. The family is by far the most significant
component in oral societies. Childhood is used by families to ensure that the
next generation is capable of sustaining the social structure.

Literate society

Written language has been, for almost all of its history, confined to a privileged
administrative stratum of society. This is most clearly seen in the role of the
book as the main material source of authority in early religious society and
in bureaucratic society. Quite recently, the digital technology of printing and
the burgeoning of urban society made popular books affordable, widespread
literacy desirable, and general education practical. This development created
a discourse both social and technical at a level above the family and village.
Without this discourse our modern society would not have happened.
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The development of technology of any kind depends on the accumulation of
knowledge. To accumulate steadily, knowledge must be durably represented,
examined widely, and extended incrementally. The context for the development
both of technology and of prosperity is the enlargement of society. Going far
beyond the farm, the village, and the town, thousands upon thousands of people
must be able to live and work together.

There have been several factors underlying whatever success modern society
may claim to have won. First, is the oral underpinning of social and occupational
everyday life. This has been created by the society of the family followed by and
supporting the society of the school. The further that education goes, the richer
the social and occupational intercourse. Second, is the literacy and numeracy
that underpins life in wider society, recreational life in associations and meetings,
and vocational life in the workplace and office. Literacy and numeracy make
such extraneous personal linkages possible. Third, is the widening of social
contact fostered by the development of personal transport and communication.
Interaction with a variety of people makes life interesting and develops sociality.
Fourth, is the personal enrichment fostered by the enlargement of social and
vocational life. A richer life is not only a matter of personal experience, but,
perhaps more importantly, of self knowledge through contemplation and the
need for social sensitivity.

Binary digital society

This review of the social background of modern society has an old-fashioned
flavour, and would be probably be looked at askance by young people today.
Does this invalidate it? Well, validity depends on ethical values, and these seem
to have changed over recent years. I have become increasingly aware of this
since I moved from a semirural location to an inner suburb of a regional city.
Being able to walk to shop or dine out, or just for the pleasure of wandering
through tree-lined streets, is a delight. But the delight is tempered by evidence
of values that are alien and abhorrent to me.

A few examples, then. School students who have just bought a hamburger drop
the paper bags at their feet; a rubbish bin that is located a couple of paces
away remains unused. By late afternoon, the plaza outside the fast-food shop is
littered with discarded food and wrappings. Footpaths and nature strips near
shops and hotels are spread with shards of broken glass. The young driver of a
loud, speeding car and his three young passengers give me a one-finger salute
and shout obscenities at me when I look wonderingly in their direction as they
corner in front of me, though their shouts are softer than the thumping in the
car that passes for music.
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But these are just personal examples of what seems to me to be a drastic change
in values and ethics from those that applied in my own youth. These are more
evident in things I read about so frequently in the newspapers — violence,
murders, pornography, rape, binge drinking, dangerous driving, robberies —
all too often being committed by adolescents. And internationally, .... Maybe
the seeming prevalence of these distressing events is just a result of what the
media chooses to publish, but this would be, in any case, a change in values.
Maybe I'm just an old-fashioned dodderer with old-fashioned values. If so, then
I think the old-fashioned values should be brought back.

My observations, however, suggest to me that the problem is deeper than that,
and that society has been badly weakened by the use of modern binary digital
technology. The tragically misnamed social media seem likely to continue this
weakening, perhaps even accelerate it.

Binary technology now gives priority to sensation and perception. Old-fashioned
literacy and numeracy gave priority to imagination and contemplation. Popular
music is rhythmic to excite, old-time music is melodic to soothe and charm.
Modern games involve the player in rampant conflict, old-time games like chess
and bridge are social and thoughtful. Nowadays, idle time, which used to be
spent reading a book or chatting, is spent in excited watching of a screen. In
short, modern culture is based on the satisfaction of individual desires, whereas
old-time culture was based on family and other group sociality.

A great many influences have effected this change, and most of these influences
have some technological aspects. It could be argued, for example, that production
technologies have made consumer goods cheaper and that cheaper transport has
made them more varied. Then, popular media has promoted individual desires
for the consumption of these goods. Such technologies aren't basically digital,
but digital technology has played a significant part in their recent development,
as well as greatly amplifying the variety of consumable items.

The ethical imperative

The goodness or badness of the dominance of consumerism in our modern
society is an ethical judgement. The diminution of sociality, however, whatever
its cause, cannot be considered a good thing. That the computing profession
and its binary digital technology has a significant réle in that diminution is
certain, however uncertain the exact nature of that role may be. The profession,
therefore, has an ethical imperative to work to reverse the diminution. Some
possibilities are obvious.
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Basic skills

Consider in today's adolescent culture the four factors given above as underlying
the success of modern society. First is the oral underpinning of everyday life,
starting in the family. This is declining. A current problem in early schooling is
that too many children starting school cannot converse. They understand spoken
language but they cannot use it themselves. Second, is the literary and numerary
underpinning of recreational and vocational life in wider society. Literacy and
numeracy are both declining, at least in ‘developed’ societies like Australia.
Both the vocabulary and the arithmetic of school leavers have, on average,
become greatly reduced. Third, is the widening of social contact through better
personal transport and communication. Some commentators consider that social
contact among many young people is being narrowed by developments such
as the prevalence of single-parent and working-parents families, by protective
measures such as driving children to school and removing social activities like
physical education from the curriculum, and by gluing students to Internet
terminals during school time. Fourth, is the personal enrichment coming from
enlarged social and vocational life. Tragically, social and vocational life is not
enlarging for young people, who spend more and more time playing with their
computers rather than with their peers. Their vocational life is becoming poorer
because employers prefer to use complex software to enable them to use more
low-paid and easily replaced unskilled workers. Worse, young people are being
given the idea that they don't need to extend their general knowledge because
they can find out anything they want to know from the Web.

These comments reflect the opinions of an earlier generation. Regardless of
how well founded or how subjective they are, the underlying problem is that
many young people are being inculcated with a sensual priority, and are not
being given the possibility of knowing and preferring a richer, contemplative
culture. The irony is that digital technology could be used in family life and
formal schooling to give the average child the possibility of a far richer cultural
life than all but the most gifted present-day children. The method is by using
computers to develop basic skills.

Automatic drill

Advanced skills and accomplishments depend on the use of basic skills. The
more basic skills that a person has, the more advanced their accomplishments
can be. Basic skills are those skills that are applied without conscious thought.
There was a time when skills such as reading, spelling, grammar and mental
arithmetic were the normal result of elementary schooling. Nowadays, there are
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complaints at high bureaucratic levels that English spelling is too difficult for
school children to learn; certainly there is plenty of evidence in public notices
that they aren't learning it. What is the problem?

The problem is that basic skills come from persistent drill and practice. Ask
any music teacher or athletics trainer. Fifty years ago, drill and practice was
standard in primary schooling, even though it must have been very boring for
the teachers. Today, it is dismissed with disgust by teachers as ‘drill and kill’.
The shame of this is that the digital computer can be vastly more effective at
administering drill than any human primary classroom teacher. Automatic drill
is intensely personal. The software can adapt the stored training to individual
talents and capabilities, to individual moods and interests, and even to overcome
defects such as dyslexia. It can be used to report to a teacher on each student's
progress so that social classroom activities can be designed and corrective
activities can be imposed.

Automatic drill is extremely versatile. With speech recognition it can be used
with very young children. The customary primary skills of reading, writing
and arithmetic can be developed way beyond present-day possibilities and, for
quite young pupils, in different languages and writing systems. Less usual skills
can be developed, such as singing, recitation, elocution, reading and composing
music, recognising tunes and instruments, history, local and international
geography, and many, many others. With haptic interfaces, like Nintendo's Wii
for example, basic physical skills such as musical instrument performance and
sign language could be developed.

Automatic drill is potentially revolutionary. In education, it would change the
role of the teacher from autocrat to helpmate, eliminating fixed classes (every
student would develop their own spectrum of individual skills) and making
traditional tests and periodic examinations pointless (the software continually
records basic skill levels, and advanced skills would be encouraged differently
for different students). Outside the education system, it would empower people
to develop basic skills personally and swiftly, once they identified their need and
prepared to commit their time to drill. The introduction of pervasive automatic
drill into schools would, of course, need to be done in stages. But the difficulty
is to get it done at all.

Teachers have been thoroughly taught that drill is inhuman and, in any case,
they would need themselves to be re-educated and trained to best exploit
this technology. Politicians and demagogues would need to be convinced,
or bypassed, to generate acceptance of a change in approach to education.
Nevertheless, it is ethically imperative that the computing profession takes
the lead in getting automatic drill accepted and adopted. This not to impose a
particular culture on society but to give people in our society the potential to
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extend themselves in whatever culture they choose to adopt. It is also imperative
because it will extend the capability of society in almost every way, an extension
that is increasingly important because of the threats and challenges of a global
nature that are becoming evident.

Data standard

While there is a general ethical imperative to get automatic drill widely
accepted and practised, there is a customary danger to be avoided. In the past,
new technologies such as radio and television have been seen as of enormous
potential in improving education and community standards. As it happens, the
educational and community potential has been swamped by commercial and
marketing needs and influence. The same danger looms over automatic drill.
Videogames, often of a murderous flavour, dominate the computing field at
present, even at the level of chip manufacture. While these sensually absorbing
computer applications are spreading ever wider, some commercial interests
see some profit to be made from adapting these to mind-training use. This
threatens the same fate for educational automatic drill as radio and television —
overwhelming use for marketing.

Software for automatic drill does, of course, need to be developed commercially.
The computing profession, however, needs to press for this development to be
versatile enough for teachers and parents to be able to develop and adapt their
own drill packages, rather than being forced to accept whatever commercial
enterprises see as most beneficial to their profits. The only way to do this is
to establish, and to compel acceptance of, an international standard for the
representation of the data used by the drill packages. This would mean that
commercial interests, and open-source software developers, would be forced to
develop software to best use the drill data that is being generated free from
dependence on particular software packages.

The standard needs to define formats for two different categories of data: the
subject matter data and the individual learner's data. These would necessarily
be linked, but the subject matter data of a drill package would be general
in nature and be incrementally improved, while the learner data would be
generated through the use of the drill package by each learner.

Conclusion

The computing profession has some very important ethical responsibilities
in our present day society. The first is to get binary digital technology seen
as a technology that people use, and for which use people must bear the
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responsibility. Computing professionals should see themselves as bearing a
special responsibility, and as needing to see that the public at large understands
that technology itself is not responsible for problems caused by shortcomings
of digital technology.

The second is to get the computing profession respected as a learned profession
that is capable of improving the use of computers in society. This cannot be done
now because, given that computers are so widely used, a clear and reasonable
public image of the profession no longer exists. Such an image depends on the
profession revising its scope and responsibilities.

The third is to see that the social benefits of binary digital technology are
broadened and amplified, rather than the commercial and political benefits.
The most important way to achieve this is to get the technology used in early
education to increase the potential of students, rather than to make it cheaper
for government and less demanding for teachers.
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4. The uncertainty of ethics in IT’

Mark Haughey
Fair Work Ombudsman, Australian Government

Introduction

This paper” focuses on ethical issues that are unique to Information Technology
(IT) practice, not ‘ethics in the workplace’ issues or ‘sales ethics’ issues. These
latter areas, while very relevant to IT (for example monitoring the workplace
or promoting a product), are generic and existed before IT. As a discipline or
profession, IT derives from engineering to a degree (the common job title of
hardware engineer or the software engineering concept) and, therefore, some of
the ethical issues faced by engineering will translate to IT. This is particularly
the case with the development of projects and there will be many an ethical issue
(although probably not considered in that light) in getting a project completed
on time, on budget and in scope.

Fear, uncertainty, doubt (FUD)

The IT industry, in common with many human endeavours (just think of the
recent debate on climate change) is skilled at generating fear, uncertainty and
doubt. While most prevalent in IT sales, especially when considering switching
suppliers, it also exists in the IT workplace when it comes time to consider
extending people’s contracts. This is not unique to IT, although the ‘lock-in’
that exists with a vendor or reliance on specific skill sets (not only product or
tool related, but often unique to the particular business utilisation of a product

1 T have no formal training in ethics. My majors were in pure mathematics and computing science as part
of my Bachelor of Science (Mathematics) degree from the University of Adelaide in 1979. Since then, I have
worked exclusively for the Australian Public Service in the field of IT, mainly in senior executive roles. While
I consider myself a public servant first, being an IT professional comes a close second. As a public servant, I
have attended ethics training courses, principally in support of procurement activities. While I have a general
interest in the subject I want to stress that this paper is not about ethics as a discipline.

2 Disclaimer: This paper represents my own opinions. It does not represent my current or past employers;
and it does not represent the views of the Australian Public Service or the Australian Government, past,
present or future. This paper is based on my observations of the IT industry: firsthand, observed, read about
and speculated on. As such, it has been referred to as ‘a view from the trenches’; in which case, be prepared
for a bit of mud.
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or what has been built with a tool) makes them particularly acute. The reliance
on a software engineer easily surpasses that placed on a skilled tradesperson or
a medical specialist (you can always get a second medical opinion).

But, what of the behaviour of the software engineer? What ethical challenges
do they face? Should they be providing skills transfer? This assumes that there
is salary or staffing available to provide an understudy, and that the understudy
has the same skill potential. This concept of skill transfer is not common in
other professions or trades. The best that is offered is advice on how to avoid the
problem in the future (how to conduct necessary maintenance or preventative
medicine, perhaps). What the IT professional faces is the belief that they can
somehow transfer their skills. This is not true for all recipients of IT services,
particularly in the hardware area or packaged software, but, in the development
and maintenance of application systems, it is generally accepted that in-house
staff' can support the resultant system. In the absence of in-house IT staff,
the solution is to contract the developer to provide ongoing support. A key
component of this transfer of knowledge is through documentation, which of
course is one of the first things that is negatively impacted if there are pressures
on the project.

Should the IT professional be promoting solutions that have a transition
path, which can be supported by a lesser skill base? Often this was a business
requirement to start with, but invalidated as complexities increase (and
any successful system is sure to be extended in innovative ways and even
unsuccessful systems will have a series of fixes applied to remedy shortcomings).
As this tends to happen after the initial budget has been consumed, the upkeep
of documentation and other maintenance artefacts will often suffer. This might
not be a problem if the people supporting were involved in the development
and if they have the support as their primary focus.

Permanence

What makes IT workers a permanent fixture in a business? Unlike an
engineering project that builds something concrete, there is often a less tangible
outcome resulting from an IT project, but a much more flexible product. When
a tangible product does not work it can be a project in its own right to rectify
the malfunction (for example, product recalls, or even a return to the drawing
board). With IT, it is often a simple fix, often as easy as restarting the computer
or downloading a patch.

Is this a question of maintenance? Apart from operation and administration,
the maintenance of a software system requires at least the same level of skill
that was used in developing it (especially given the issues that can exist around
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the system documentation). When enhancements are added to the maintenance
work, the value of IT as part of the business quickly becomes apparent (in the
way that elite sports teams will have their own medical support). The ability
of any significant business to function, to enter new markets or deploy new
products or services, to meet changes to government regulations or gain insight
into its business from the data it has collected in doing business, is directly tied
to its IT systems and the ability of its IT workers to safely deliver enhancements
and maintenance. This reliance makes the application of fear, uncertainty and
doubt so effective in the IT industry.

The move to commercial, off-the-shelf software lessens this, if the customisation
trap can be avoided and the vendor and any underpinning technology is sound.
Often, however, it is just a deferral of the challenge, which is only alleviated
by IT becoming a commodity item. Indeed, this has happened across the IT
industry for a variety of things, most obviously those items in the end-user
consumer space where scale provides the volumes for commoditisation to thrive.
But what happens when the software is unique to a business?

Precision

As with the precision of mathematics, in computing there is the ability to
programmatically represent real-life systems. As such, IT is about provable
facts: the system did exactly what it was programmed to do. There is no room
for ethical dilemmas as there is no choice. Bugs aside, an IT system does what it
was programmed to do. Given that premise, there is no ethical issue with an IT
system: it is black and white. An IT system treats everyone with the same level
of access in the same way. It behaves identically each time that the IT system is
used. There are no “What ought I to do?’ conscience challenges. While I have no
data on it, I have heard many IT people described as black and white as well.
This polarity can lead to the problem of a finished IT system behaving in the
way that it was specified to function, not in the way it was necessarily intended
to operate.

Ethical problems certainly arise in the creation and the subsequent use of
IT systems — this is where the non-IT people get involved. What ethical
challenges, however, might be presented to the IT people during the creation
of an IT system?
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The journey

Once initiated, the creation of an IT system has three aspects:

* A set of specifications
* A timeframe

* A set of resources, funding or treasure

To use the analogy of a journey: destination, time of arrival, and transport.
What is really wanted is the IT system, created according to the specification,
delivered on time and under budget. This is where the uncertainty starts to
creep in.

Heisenberg uncertainty principle

To quote Wikipedia ‘the uncertainty is an effect caused not just by observation,
but by any entanglement with the environment’. And, in building an IT system,
we have three potential moving surfaces: specifications, time and resources.
Closely observing one of these three in an IT development — the journey —
can cause the other two to distort unpredictably. Just as a constantly whining
‘are we there yet’ can produce an apparently much longer journey, locking in
the delivery date for an IT system can see the specifications not being met and
the costs going up. It is also true that the specifications are only final when the
system is delivered and that the ultimate documentation of the specifications
is the system’s code. Of course, a skilled IT workforce is required to be able to
read the code.

The dilemma

This uncertainty gives rise to unethical practices:

* ‘We don’t understand the specifications or the timeframe but will just ask for
lots of money in the hope we can work something out.’

¢ ‘We can never meet the timeframe so let’s cut some corners to come in on

budget.
* ‘They want it now so it’s going to cost them dearly.’

* ‘For this amount of money, this is as good as it gets.’

There is nothing unique to IT in these practices; they would be faced by most
construction projects. In taking short cuts, the risk is not that certain things will
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be incomplete (for example, the composition of helpful error messages), but that
the absence of such components will be acceptable because of the assumption
that they can be easily added later. Indeed, this may not be an issue at all, but
something that was negotiated with the business and a joint decision made. But,
if the decision process is obscured in the project details, and the programmer
chooses to reuse code, for instance, in multiple parts of an application rather
than create it as a callable subroutine, is this what they ought to have done?
Given these challenges — and with IT projects there are many more beyond
these fundamental risks — how do we guard against them?

Educate the observer

This was a strategy that was employed widely and, possibly, successfully early
on, before everyone became an expert when they got a PC or their nephew
went to college and became a whiz at churning out systems in some small
scale development tool. What is needed is a level of IT-maturity in business:
experience with similar-sized implementations and requirements; the possibility
of having worked with the same development team before, using the same tools
and methodologies; and, knowing what tolerances should be built into the
funding to cater for reasonable potential delays.

While IT awareness in business has increased, the focus is more on the use of
good project management methodologies that allow for informed and reasonable
observation. Such an approach provides a more holistic view of the project, the
ability to manage multiple developments comprising different teams and tools
(project management providing the common language) and to allow for changes
in the business people engaged with the project. Failures of course, still occur,
for example, when:

* The (absent) project manager is told a story different to that which is
unfolding: “We ought to tell the manager were running behind, but that will
only require us to write reports on why and put us further behind so we'll
say everything is okay and work a bit harder to catch up.

¢ The methodology employed was unsuitable for the size of the development
(sledgehammer to crack a walnut or, more frequently, a bike to take the
extended family on an African safari): ‘T just need an issues list.’

* Or, just plain misunderstandings or poor communication creates confusion
and delays (standard human failings).
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Chunking

A good protection against these failures is chunking: breaking a large activity
down into more manageable pieces. To use the journey analogy, it is to have
frequent rest breaks. Breaking up IT developments into phases is an art form.
Often, it is sufficiently tricky simply to identify meaningful milestones. It can
also make funding harder in a variety of ways (business might be looking for a
big investment or conversely, having made a small investment, may not want to
make further ones). It all comes back to the maturity of business. Have we bitten
off more than we can chew? Is a system like this appropriate for an organisation
of our size? What are other, similar businesses doing? How can I prove the
concept without betting the business? IT practitioners can help, but are often
at risk of being blinded by business enthusiasm, or being lost withing a big
project or, and this is more likely, excited at the prospect of using some new
technology.

Value for money

This leads to IT governance — the accounting for the business value of the
money spent on IT. It also needs to cover live systems and not just those under
development. As an aside, it is much easier to commission a new system than
terminate one that has got into trouble; and, for some obscure reason, it often
seems that it is far harder to actually turn a system off that is no longer in use.

But how is business to know if they will get value for money? It can be hard
getting accurate costs for an IT system. Even when it goes live, there is no
certainly that all costs have been identified, especially those associated with
maintenance. This represents further uncertainty for businesses, especially
given the pace of technology change. Is it possible to relate the IT cost to a
business transaction? If the cost of the IT system stays static, wild swings in
business volumes can alter this figure dramatically — the dollar per transaction
approach.

Expectation management

The business has requested an IT system and has a range of expectations about
the system and its delivery. Many of these expectations will be associated with
risks, but often hidden by assumptions, some obvious and some unstated.

In order to manage expectations, effective communication between the IT
professional and the business is vital: it must be timely, relevant and regular.
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There needs to be attention to the medium used for the message — how ought
news to be conveyed? Face to face or a lengthy written report with the bad news
hiding somewhere near the last page? Or, perhaps, a post-it note left on the door
(or on the minute outcomes in the file so it can be removed later to preserve
reputations)? Again, should I try email, SMS or a phone call? This all requires
careful thought.

The reporting process needs to have been established in advance — a regular
communication or governance arrangement put in place. It has to fit the culture
of the organisation and the personality of the managers (it is no good sending
the boss an email if they never check their inbox). The message needs to be
composed in the language of the business, which is not easy if the IT shop is
isolated from the business. Along with effective communication, the next two
items also help with expectation management.

Engagement

Engagement by IT professionals is vital — they must be part of the business.
Most businesses require that individuals perform their tasks without harming
anyone in the process. Engagement shouldn’t be that hard, although, to be
fair, communicating with some people can be a challenge. Where the systems
required are central to the business and are the things that make that business
unique, the developers need to be associated with the business because, for one
reason, the system will encode much of the intellectual property of the business
processes and procedures. Heavily outsourced systems create a distance between
the developers and the business, where one should not exist.

Being part of the business removes some of the uncertainty from when it is
time just to say ‘no’ to an unreasonable or poorly conceived request, versus just
getting on with the job. Being part of the business lessens the ‘little knowledge
of the business’ problem; it at least alerts the developers to potential scalability
requirements and it also allows an informed decision on how long to go on with
a struggling project or system (unlike building a bridge, there are often simple
fixes that can be made to an IT system to make two disparate parts meet).

Packaging

Unique challenges in IT relate to its often-intangible nature. This is why there
tends to be a lot of packaging around off-the-shelf software. The old programs
that I wrote using punched cards used to look impressive, but even that could be
misleading if it was padded out with embedded comments or, more worryingly,

69



70

Professionalism in the Information and Communication Technology Industry

highly embedded IF THEN statements when a single CASE statement would
have been more elegant. The other challenge is the rapid creation of the IT
industry and profession and the extent to which it now touches everyday
essential activities. These facts further cause expectations to overflow and put
pressure on people when they are thinking of what they ought to do.

Conclusion

What is to be made of my journey? As a chief information officer, with over
30-years experience in IT, working for what I would say is a very ethically aware
employer — the Australian Public Service — I have seen that the demands on
IT have become increasingly complex. Complexity breeds ethical challenges and
IT is just as much at risk of ethical issues as any other profession or human
endeavour. What can be a right or fair answer can often distort under a quest for
accuracy — the uncertainty principle. To reply to a question with ‘Yes and No’
might be truthful, but it is generally not very helpful. It might not even be fair.
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Professions, professionals, and
professionalism

In this section, the concepts of professions, professionals and professionalism
will be examined in more detail.

Someone can be a professional in one or both of two different senses, one broad
and the other narrow. Likewise, “profession’ can have a broad or a narrow sense.
In the broad sense, a profession is anything that is done for aliving: a professional
golfer or carpenter is one who makes a living out of playing golf or doing
carpentry, as distinct from the amateur, who seeks no such reward but pursues
the activity just for the love of it. In the narrow sense, a profession — such as
law or medicine — is said to be a particular kind of occupation that satisfies a
number of criteria (for typical sets of these criteria, see the following papers by
Clive Boughton and by John Weckert and Douglas Adeney). The notion of a
professional can have two different senses even when used in the narrow sense.
A professional might be a member of a profession or a professional might be
someone who has a particular attitude to his or her work. In the extract below
by George Bernard Shaw, the two doctors talking are professionals in that they
are both members of the medical profession, but neither possesses the attitude
expected of professionals, so are not professionals in that sense.

Schutzmacher has dropped in on Ridgeon and is telling him how he,
Schutzmacher, managed to make so much money as a doctor:

SCHUTZMACHER. Oh, in my case the secret was simple enough, though
I suppose I should have got into trouble if it had attracted any notice.
And I'm afraid that you will think it rather infra dig.

RIDGEON. Oh, I have an open mind. What was the secret?
SCHUTZMACHER. Well, the secret was just two words.
RIDGEON. Not Consultation Free, was it?

SCHUTZMACHER. [shocked] No, no. Really!

SCHUTZMACHER. My two words were simply Cure guaranteed!
RIDGEON. [admiring] Cure Guaranteed!

SCHUTZMACHER. Guaranteed. After all, that’s what everybody wants
from a doctor, isn't it?
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RIDGEON. And the guaranteed proved sound nine times out of ten, eh?

SCHUTZMACHER. [rather hurt at so moderate an estimate] Oh, much
oftener than that. You see, most people get well all right if they are
careful and you give them a little sensible advice ...

(George Bernard Shaw, The doctor’s dilemma, 1906)

Both of these members of the medical profession are behaving in an unseemly
manner. They rate financial gain more highly than caring about, or being
truthful with, their patients.

The first two chapters in this section focus on the distinction between the
notions of a professional and that of a profession, although the perspectives are
rather different. For Boughton, an information and communications technology
(ICT) academic with vast industry experience, a professional satisfies criteria
very similar to commonly accepted criteria for a profession. A profession, in
his view, is ‘usually exemplified in the form of an association/society/body” and
has responsibilities to the professionals who are its members. Core components
of a profession are its code of ethics and body of knowledge (BOK); both of
which are essential in maintaining professional behaviour. Boughton explores
BOKs in ICT and concludes that more work needs to be done in this area before
ICT can be a real profession. ICT also still lacks a professional body that can
enforce professional behaviour. He suggests that perhaps it is currently a
‘semi-profession’. Weckert and Adeney, both philosophers, also distinguish
professional from profession but, unlike Boughton, do not see the traditional
concept of a profession as useful: what is important is that an ICT professional
has a professional attitude, such an attitude being defined as ‘taking pride in
one's work, trying to do it as well as possible and actively considering ways
in which it might be done better, looking at it in the broader context of
society as a whole, and taking responsibility for what does.” On this account,
professionalism is broader than on Boughton'’s account. For him, a professional
is more closely related to a traditional profession than for Weckert and Adeney.
For them, anyone can be a professional if they have the right attitude, whether
they be a doctor, plumber or fruit picker. Like Boughton, they also doubt that
ICT is a profession but not because it is as yet not mature enough but, rather,
because there are no professions at all in any interesting or useful sense.

In the third paper, Richard Volkman, also a philosopher, presents a different
perspective on ICT professionalism, one that is related to professional attitudes
and the account of professionalism outlined by Boughton. Volkman argues
that virtue ethics provides a much better foundation for ethics in computing
than do either of the more common approaches of utilitarianism or deontology.
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Utilitarianism, put simply, is the theory that the morality of actions is determined
purely by their consequences, particularly to the extent that they create more
happiness than the alternatives. Deontological accounts specify morality
in terms of rules. Virtue ethics focuses on the character of the person and is
interested in developing a ‘good person’. Given the problems in regulating ICT,
as the Hon Michael Kirby points out in his article, ICT professionals who behave
well without external regulations are essential, if the industry is to maximise its
benefit to society. Virtue ethics as presented by Volkman is an attractive option.

Finally in this section, Catherine Flick, a lecturer in computing and social
responsibility, examines end user licence agreements (EULAs) in what is, in
effect, a case study of responsibility in the ICT industry. It was noted earlier
that responsibility is an important part of professionalism and Flick shows
convincingly that serious problems exist in this area in ICT. Neither the content
nor the presentation of standard EULAs, are, in most cases, conducive to users
giving informed consent to the software that they are installing. This does
not reflect well on the industry’s sense of responsibility to its customers. The
situation, however, is not all bleak. She also examines a variety of suggested
solutions to remedy the situation: this shows that many in the industry are
concerned with the current situation. Lastly, Flick outlines her own solution,
which is based on a different account of informed consent from the one
presupposed by most EULAs.
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anyway?’

Clive Boughton
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Introduction

The intention of this paper is to instigate ongoing discussion surrounding
the connected topics of information and communications technology (ICT)
professionalism and the ICT profession. Part of that discussion needs to include
suggestions for ‘the way forward” for the development and recognition of
an ICT professional body and the way it should govern/support/protect the
professionals within it.

I want to start off by describing some of the types of people that I have met/
observed during my time in the systems/software industry and also within
academia. The type classifications are mine, are not formal, and carry no
essential meaning other than what I have opted to give them. They are like a
loosely typed language: they only possess meaning in a chosen context, and I
can change the meaning and context whenever I like. Hence, the classifications
are not to be interpreted as authoritative.

The point in presenting these ICT types is to help to identify different angles
to the accepted norms on the subject of professionalism, and to use them in a
discussion on the state of professionalism and, indeed, the current state of the
ICT profession.

To me, individual professionalism (as a norm), requires a combination of several
necessary characteristics:

* competency

* ethicity

* knowledgeability
* learning ability

* care

e pride.

1 A version of this chapter was published in The Australasian Journal of Information Systems, 2009, vol 16,
pp 149-63. It is published here with permission.
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An individual cannot be a professional in the absence of even one of these
characteristics. It is common, however, for ICT people to attach to themselves
the label of ‘professional” whilst lacking one or more of the characteristics listed
above.

Aside from professionalism in ICT, it is not clear what the ICT profession is. Is it
a combination of two (or more) different professions? Is it merely a label given to
a broad range of computer, software, communication networks, electronics, and
other practices and sciences? I will draw on more formal definitions to discuss
the state of play of the ICT profession later in the paper.

Information and communications technologies
types

The following descriptions are provided in the hope that readers, who have
perhaps met people with many of the same traits, ponder the connection between
the traits and ‘professionalism’. The labels given to the ‘types’ are intended to
summarise overall capability and social interaction.

The ‘highly broadly technical and you know it" type

They know their stuff and make sure everyone else knows they know their stuff.
They have an excellent grasp of what they know, and they ususally interest
themselves in highly technical/detailed information. Presumably it provides a
degree of comfort/control to know a whole heap of stuff in which few others are
interested. They always have something to say when discussions move to their
area of expertise and, on such occasions, they nearly always make everyone feel
inadequate or irritated. Such discussions don't last long, unless there’s another
‘highly technical and you know it sort of person participating — but then they
tend to be the last people standing, when everyone else has gone. These people
are usually competent and ethical, and often perform best under pressure
— they love challenges. They typically don't make successful team players/
managers because their organisational abilities only apply to themselves. When
praised for their performance their attitude is typically one of: “What did you
expect?’. Diplomacy is not one of their strong points.

The “highly broadly technical and you don’t know it’ type

They are quiet/unassuming and know their stuff but, generally, others don’t
know that they know their stuff. They have an excellent grasp of lots of things,
not just their ICT knowledge — but few ever know this. They perform their
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work ethically with a high level of competence and diligence — they hate
pressure, though. They are typically self-critical, even when told that they have
performed excellently. These people often squirm when praised — but, in the
end, they do appreciate being wanted. Typically they will not volunteer their
expertise and they're just as happy to occupy themselves learning new stuff if
no-one bothers to include them in a team/task. These people cannot manage
anyone other than themselves, but at least they know it. They also know that
there’s a lot that they don’t know and they often worry about this.

The ‘highly narrowly technical and you know it’ type

A little like the ‘highly technical and you know it” types, but they are usually
newbies to the game and/or immature. Every new problem put to them is solved
using the ‘one’ technique that they know really, really well. These people are
often seen as a pain. They usually don't perform well, even when they are given
the opportunity to use their best knowledge assets — probably because they
are not particularly good at solving complex problems. If these people resist
learning new ideas, they become increasingly incompetent.

The “highly narrowly technical and you don‘t know it" type

As with the ‘highly narrowly technical and you know it’ type, every new
problem put to them is solved using the ‘one’ technique that they know really,
really well. The trouble is, others don’t necessarily know this is happening
during a project and, if not discovered early, it can be disastrous. These people
are a pain because they stubbornly insist that they are right and that everyone
else is wrong. Again, just like the “highly narrowly technical and you know it’
type, they usually don’t perform well, even when they are given the opportunity
to use their best knowledge assets, simply because they are not good at solving
complex problems. These people typically resist learning new ideas and so they
remain incompetent.

The ‘big-picture broadly technical’ type

Tend to be the visionaries. They possess/understand enough/plentiful technical
concepts/information to be able to provide effective plans of attack for solving
large/complex problems without being swamped with detail. These people are
typically the engineers of the ICT industry and they usually possess a wealth
of experience. They are competent and always prepared to learn more, but not
usually open to taking on detailed knowledge. They can be good leaders and
managers, but they are best at analysis, architecture and design. Verification and
validation of ideas are not their strong point, but they are very happy for others
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to provide that detail. These people know what they know and don’t know, and
are typically prepared to inform others of the same. Sometimes their ethics are
questionable, especially when they produce solutions to large/complex problems
that do not recognise, or simply ignore, the broader stakeholder community.

The ‘big-picture narrowly technical’ type

The industry is, unfortunately, riddled with these people. They try hard to
emulate the ‘big-picture broadly technical’ type, but usually fail because they
lack experience, or they have only worked within a narrow field of ICT, or within
a single organisation. These people typically provide the same, conceptually
limiting solutions to all large problems with which they are presented. Put them
outside their safety net and they are flummoxed. They can behave unethically
when under pressure, or when others have great expectations of them — but
this is often caused by them having neglected to communicate what they don't
know.

The ‘concepts only’ type

There doesn't seem to be too many of these people about these days. They
typically possess very limited knowledge and understanding of the technical,
process, quality, and people elements of the ICT industry. They try and make
themselves seem important by producing a million (mostly crazy) ideas a minute.
They do try and concentrate on human usage and efficacy aspects of ICT. This
is not to suggest that good concepts cannot be produced by people who have
never been trained in ICT, but they are usually experts within other domains.

The ‘I can do it’ type

Usually new graduates who are very enthusiastic and keen to make their mark.
Often smart, but they tend to be over-confident. While these are good qualities
for new professionals to possess, they do have to be controlled/directed so
that the individual builds on good professional behaviour. If uncontrolled,
all sorts of disasters can occur not only for the individual but also for teams
and organisations. If these individuals are newbies, then their expectations are
typically not well aligned with reality — and this example is not limited to ICT.
There is the potential, however, to assume that ‘T can do it" ICT graduates are
somehow smarter and more correct than engineers, scientists, lawyers or artists,
and their bosses. These people can possess new ideas and new technology, but
this does not mean that they should be in control.
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The ‘l can’t do it’ type

Perhaps these people have chosen the wrong vocation. They lack confidence.
They struggle to remember/understand almost anything, and they always need
training. These people are not self motivated and they lack initiative. They don’t
want to be responsible for anything or anyone. Under pressure, they usually
fail to perform. These people probably have other problems that override their
professional responsibilities. Given the right opportunity and environment,
however, they can change.

The ‘other professional’ type

There is a broad group of this type of person. From a professional viewpoint,
however, they are often the people who both criticise the ICT profession and
contribute to the apparently parlous state of the profession, typically by
undertaking ICT-related work themselves (when they are not competent to do
so) or making serious decisions on behalf of ICT professionals without seeking
any advice/input from those professionals.

What have these different types to do with professionalism and professions?
Well, for a start, it makes it clear that there is a diverse range of people in the ICT
industry, possessing a diverse (not necessarily adequate) range of knowledge,
abilities and personalities. On the one hand, many of the people working in the
ICT industry and academia belong to no professional body, such as the ACS,
ACM or IEEE. Many do work professionally, however, and demonstrate ethical
behaviour — often to a greater degree than any of the professional bodies might
expect. On the other hand, a number of people in the ICT industry do belong
to a professional society, and yet they possess minimal knowledge of any part of
the ICT domain, display little competence, and even occupy positions superior
to others who are far more knowledgeable and competent. Often, for the latter
‘professionals’, it seems that personality is the most valued characteristic.
Interestingly, and in contrast, while working as a scientific professional within
the more traditional engineering and scientific domains, I observed that positions
of importance/influence belonged to those with appropriate knowledge and
competence — their personality traits were a less important factor in gaining
such positions. Of course, this situation has another set of problems.

I have had about 25 years experience as a software engineer at various levels. In
all that time, although I have identified lots of different work practices, ethical
attitudes and personalities, I have not been able to establish precisely what
comprises an IT or ICT professional. Hence the question associated with this
paper: “What is an ICT professional anyway?’
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Since I am not sure of the answer to this question, it seems appropriate to start
with one or more definitions of a professional.

The professional

There are numerous definitions of “professional’. To begin with, the typical
dictionary (in this instance The Collins English Dictionary) contains definitions
for the word professional such as:

of, or relating to, suitable for, or engaged in a profession
engaging in an activity for gain or as means of livelihood

extremely competent in a job, a person who engages in an activity with great
competence

undertaken or performed for gain or by people who are paid

a person who belongs to, or engages in one of the professions.

More definitive views of professionalism include reference to profession,
professional development and professional bodies. Such a view might include
the following (Texas Library Service, nd):

Professionals are considered experts in their chosen vocation/field.

Professionals possess a broad range of (systematic) knowledge with a
theoretical base.

Professionals are responsible to the public and/or community.

Professionals possess a high degree of autonomy regarding their decision-
making and behavior.

Professionals are governed by a code of ethics, which:

- is a statement of rules and values
- intends to ensure a high quality of service

- intends to guarantee competency of membership, honor and
integrity

- is an expression of a professions' principles and what it expects of
its members

- emphasises no personal gain at cost to others (co-professionals,
clients, community etc).

The professional's system of rewards is primarily recognition for building
up appropriate knowledge and experience, and furthering the respect of the
profession.

There is a system for testing the competence of members.
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David Maister provides a more humanist-oriented view of professionalism, by
de-emphasising the knowledge/skill aspects. To paraphrase Maister slightly, he
believes that ... real professionalism has little to do with which business you
are in, what role in that business you perform, or how many degrees you have.
Rather it implies a pride in work, a commitment to quality, a dedication to the
interests of clients, and a sincere desire to help’ (2001). An important indication
of the nature of professionalism made by Maister is that it is ‘... predominantly
an attitude, not a set of competencies. ... skills you can teach, attitudes and
character are inherent’.

The key traits of a professional are shown in Table 1, where they are presented
as a set of criteria for professionalism. All but the last of these have been taken
from the Texas Library Service tutorial on professionalism (nd). The last trait
has been added on the basis of Maister’s views on professionalism.

Table 1: Criteria for professionalism

There is an extensive period of training, often after a combination of
Training formal education, training and apprenticeship; this training is usually
undertaken in a higher education environment.

Intellectualism | The intellectual component is dominant.

Autonomy Professionals usually have autonomy in their work.

Professionals, because of their training, education, knowledge
Judgement and experience, may use their own judgement in determining the
appropriate approach to their clients or customers.

Professionals can work independently and charge fees, or they can be

Independence part of an organisation.

Service Professionals possess abilities to provide a valuable service to society
and operate with little or no self-interest.

Dedication Professionals are dedicated to service and institutions.

Pride Professionals take pride in the quality of their work.

Honest & )
Professionals can be trusted to behave honestly.

trustworthy

Source: Texas Library Service

It is interesting to apply the criteria in Table 1 to some of the ICT types described
earlier. These are shown in Tables 2 and 3 where, again, the resulting summaries
are drawn from my own experience and observations.
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Table 2: ‘Highly broadly technical and you know it’ professionalism

Training Usually possess a technical degree. Also do much self-education.

Intellectualism | Not usually dominant.

Autonomy Usually.

Judgement Whenever allowed or are asked to advise, but more likely to criticise
g other peoples’ judgements.

Independence Not usually. Confidence in own abilities does not usually extend to
p taking on the responsibilities of being independent.

Service Usually.

Dedication Not usually.

Pride Usually.

Honest &

Usually.
trustworthy

Source: Author’s research

Table 3: ‘Big-picture narrowly technical’ professionalism

Training Usually possess a non-technical degree. Don’t do much self-education.
Intellectualism | Very little.

Autonomy Not usually but do try.

Judgement l/r\::f:s;/?grhfygzgt?:L_Jrr:g\l/eazriiiist.ic'li'::w people make the judgements
Independence | Not usually.

Service Inconclusive observation.

Dedication Inconclusive observation.

Pride Sometimes.

:'z:te:ltoﬁhy Often not honest about their knowledge/capability.

Source: Author’s research

The reason for choosing the two particular ICT types in Tables 2 and 3 is simply
that they are contrasting but, nonetheless, represent a significant percentage of
the ICT-industry membership.

Slight variations within Table 2 would result when applying the criteria to the
other ‘broadly technical” types described earlier. Similarly, variations within
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Table 3 would result when applying the criteria to the other ‘narrowly technical’
types. The ‘concepts only’, ‘I can’t do it’, and ‘other professional” types should
probably be disqualified as professionals, let alone ICT professionals.

One might conclude that there are no real ICT professionals. I doubt that’s true.
Because there is a confusion of diverse backgrounds and training of people
working in the ICT industry, it seems appropriate to create an effective method
for identifying the various professionals — the ICT professionals specifically.

How do we distinguish an ICT professional from other professionals working
within the ICT industry? Perhaps the answer can be found by examining the
profession that supports the ICT professional.

The profession

Professions, usually exemplified in the form of an association/society/body of
like-minded colleagues, are typically created to represent and support those
who are accepted as accredited members (‘qualified” professionals), and to
maintain professional integrity, values and recognition. Hence, real professions
have responsibilities to the professionals that they purport to support. For
example they:

* create structures within professional subcultures

* provide legal reinforcement for the activities of professionals
* strive to provide environments of public acceptance

* promote ethical practices

* define penalties for professionals who work against the tenets and practices
of the profession.

The traits of a profession are summarised in Table 4.

Table 4: Traits of a profession

Exclusive control — esoteric and Members have a monopoly on
systematic BOK (body of knowledge) | understanding and applying the BOK.

Members control the standards of the

Autonomy of practice society.

Members act in the best interests of

Norm of altruism clients.

Professionals control the client/practitioner

Authority over clients relationship.

Occupation is set apart by a distinctive set

Distinctive occupational culture of norms, values, and symbols.

Usually legal requirement for specific

Recontlon training and preparation prior to practice.

Source: Dinsmore & Cabanis-Brewin, 2006
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The Software engineering body of knowledge (SWEBOK, nd) provides a
characterisation of an engineering profession as supporting the follow
components:

* an initial professional education in a curriculum validated by society through
accreditation

* registration of fitness to practice via voluntary certification or mandatory
licensing

* specialised skill development and continuing professional education

* communal support via a professional society

* acommitment to norms of conduct often prescribed in a code of ethics.

According to Andrew Abbot (1998), professions begin when people recognise
that they are undertaking a vocation/occupation that is not covered by any
existing profession. Perhaps this is the current state of the ICT industry. The
creation of a professional association/society defines the extent of practices
and necessary competencies to perform those practices — thus defining a
‘competence territory’ (see Dinsmore & Cabanis-Brewin, 2006). The process, or
life cycle, of professionalisation typically consists of the following steps/phases
(not in strict order):

* create a full-time occupation/vocation

* establish professional association

e create and enforce code of ethics

* control use of the (profession’s) name and the body of knowledge (BOK)
* develop recognised training procedures

* win political, social, and legal recognition.

A profession provides comfort and security to people who fulfil its requirements
and obey its tenets. Professionalisation, however, can be a torturous and drawn-
out process simply because of other existing professions. Even when the first
five steps of professionalisation are largely fulfilled, gaining political, social and
legal recognition can be a serious problem for the associated professionals —
software engineering is a good example of such a profession.

The status of a profession can change significantly with time, especially when
it becomes too protective of its members and doesn’t respond appropriately to
serious challenges — of (say) malpractice. Giving any impression to society of
cover-ups and lack of interest in upholding codes of ethics can only damage
a profession. Charges of malpractice need to be investigated without bias or
conflicts of interest by professions, and the processes of investigation need to
be transparent.
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With time, professions are also affected by changing political, social and legal
environments and, if they are too slow to move with those types of external
changes, they may suffer diminished recognition.

The AMA handbook on project management (Dinsmore & Cabanis-Brewin,
2006) presents the concept of semi-professions by examining the state of the
occupation of project management using the traits of a profession from Table 4.
Table 5 represents a summary of that examination.

Table 5: The status of project management as a profession

Exclusive control — esoteric and No — BOKs are beginning to be recognised
systematic BOK (body of knowledge) | but still highly contested.

No — members contribute to the standards

Autonomy of practice of practice.

Not usually — societal impact of failed

Norm of altruism projects not recognised.

Not usually — project managers tend to

AUthonty over clients work within corporations.

Distinctive occupational culture Possibly — certain aspects exist.
Not yet — project management not
Recognition legally recognised as a profession in any
Jurisdiction.

Source: Based on Dinsmore & Cabinis-Brewin, 2006

After having (myself) attempted to elicit (without success) a specific ICT BOK
it would seem that the state of the ICT profession is similar to that of project
management — it is a semi-profession because, as summarised in Table 6, it
possesses only elements of the ‘required’ traits, described in Table 4. Certainly
ICT ‘practice’ is at the stage in the path of professionalisation of being a full-
time occupation/vocation. By splitting ICT into the components of IT and
communications, it is evident that there is at least one core/common IT BOK
(Australian Computer Society) but there seems to be no obvious communications
BOK — although there is a WEBOK (Wireless Engineering BOK within the
IEEE Communications Society). As an aside, the term ‘body of knowledge’
seems relatively new, and so, many older professional societies may either use
an alternative term or not actually refer to any specific knowledge base. The
latter is probably due to an acceptance that (tertiary) educational institutions
will provide the primary body of knowledge to support a society and its
membership. Thus, identifying bodies of knowledge that might underpin a
professional society may not always be straightforward.
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A BOK is important to a professional society, not only in defining/creating
boundaries to the essential knowledge of members, but also in helping to define
required education/training programs for basic/extra qualifications for members
at different levels of the society. The BOK may, in fact, enable the identification of
several related occupations/vocations for which different certification programs
be defined. It is one of the essential elements that a profession’s membership
should control, and be prepared to consider, according to changing technology
and societal concerns.

One of the important duties of a professional society is to ensure the
disambiguation of the name of the profession. A case in point is the profession
of software engineering within Australia. Aside from the fact that computer
scientists possess a different view of what software engineering is, thereis also the
issue that, despite Engineers Australia accrediting software engineering degrees,
there is no apparent support to disambiguate either the typical industry or the
computer scientific usage of the name. Ambiguity of a profession’s name can be
damaging to the professionals who enter the profession, only to find themselves
competing for positions that are apparently advertised for them, but open to
those who are either less qualified or from different professions. Recognition of
the profession externally becomes more difficult when recognition internal to a
professional society is not obvious.

A professional society’s code of ethics is intended to ensure its members
maintain competency and appropriate behaviour and consideration toward
other professionals, clients and the community. Together, the BOK and the code
of ethics are important in both the mounting of, and defence against, charges of
unprofessional behaviour. Any charge of misconduct against a professional can
only be successful if it is proved that best practices have not been followed and
that codes of ethics have been contravened. Defence of such charges follows the
opposite view. If unprofessional behaviour is proved, then appropriate penalties
should be applied.

This is well and good, but I have only ever heard of one person in the Australian
ICT industry being punished for misconduct — and this was undertaken
independent of any professional body. Is it the case that there are no charges
concerning professional misconduct in ICT? Or, are the associated professional
bodies defending charges so successfully that very few individuals have been
punished for professional misconduct? Is it that legal processes are more likely
to ascertain charges of professional misconduct and also deliver penalties —
perhaps using associated ICT professions’ BOKs and codes of ethics to do so?
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Table 6: The possible status of the ICT profession

Not fully apparent — there are contributing
BOKs such as SWEBOK and possibly the
ACS IT Core BOK, but there doesn’t seem
to be a specific BOK for ICT. University
degrees confuse the situation because

of little consistency on base knowledge/
courses.

Exclusive control — esoteric and
systematic BOK (body of knowledge)

No — members sometimes contribute
Autonomy of practice to the standards of practice, but not
necessarily for community interests.

Not usually — still a general lack of best
fit for overall approaches and technological
decisions, and many ICT projects still fail
on cost and achievement of deadlines.

Norm of altruism

Not usually — /CT professionals tend to
Authority over clients work to other (nonjprofessionals who
control the client relationship.

Possibly — certain aspects exist, but the
norms, values and symbols are confused.
Partly because ICT is a multi-profession
profession.

Distinctive occupational culture

Seemingly — /CT is assumed to be a
Recognition profession, or at least, it is often referred
to in that way.

Note: This is the opinion of the author and is based on a combination of long-term observation and the
seemingly confused state of an ICT BOK.

Don Gotterbarn (2008) relates stories of people working in the ICT/software
industry who having been fired because of unethical practices, but with no
intervention by appropriate professional societies to either condone the
company that instigated the act, nor impede/prevent the perpetrators of the
unethical act(s) in simply moving to similar jobs at other companies.

Is it any wonder that there are sceptics concerning professionalism and
professions? For example, according to John Quiggin (2003):

Professionalism is both an individual characteristic and an ideological
position. The primary definition is that of individual professionalism: the
idea that membership of a profession carries with it a set of internalised
values that will be reflected in the way in which work is carried out and
the ethical standards that are adhered to.

This statement appears to support the concept of professionalism, however,
Quiggin goes on to say that theidea of professionalismas anindividual characteristic
is false — given the chance to pursue their own self-interest (narrowly defined
to exclude such items as the approval of professional peers) individuals will do
so regardless of any attempts to instill professional values. In elaborating on
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the words of George Bernard Shaw, ‘The professions are a conspiracy against
the laity’, Quiggin writes, ‘That is, adherence to professional values and ethics
serves to advance the collective interests of the profession at the expense of
society as a whole. Exactly the same critique is made of trade unions.’

When it comes to the ICT profession/professionals, I don’t wholly agree with
Quiggin. I rather think that the ICT profession is nebulous in terms of BOK
and lacks authority, or the right sort of recognition, to ensure the professional
behaviour of anyone (society members and/or non-members) practising in the
ICT industry.

Some conclusions about the state of ICT professions/
professionalism

I believe it is appropriate for professions to set expectations of knowledge,
competence and behaviour. Professions and the professionals within them
should encourage continuous learning, sharing of knowledge, informing
of experiences, and reflection on episodes of good (and perhaps bad) ethical
behaviour and the benefits (or negatives) to others and themselves.

Establishing and maintaining a BOK and a code of ethics are the easiest activities
for a profession to undertake. Because humans are the enablers and disablers of
professionalism, there is always going to be a spectrum of acquired knowledge,
ethical behaviours and personalities, ranging from competent, ethical,
empathetic, and earnest individual professionals down to those who just barely
meet those standards and who should, perhaps change their profession.

The most difficult activities for a professional society to undertake seem to
be related to maintaining the integrity of its membership (using the criteria
of Table 1 and the traits of Table 4 as guides). I believe there are ICT workers,
and indeed have met several people working in the ICT industry, who rate as
professionals according to Table 1. However, I don't currently know of any ICT
type professional body, that maintains any but a few of the traits listed in Table 4.

So far I have concentrated on trying to establish what a professional is
(independent of vocation) and what a profession is. I have used definitions that
establish that (really) the ICT profession is young and is evolving slowly.

In answering the question: “What is an ICT professional anyway?’, I have to
admit that I'm still not sure, but I think I have a reasonable idea of the sort(s)
of knowledge, competence and ethics that someone who is labelled as an ICT
professional, should possess. I do not, however, have a definitive answer to the
question.
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The ACS Core BOK for IT professionals does not significantly assist me, either,
in answering the question. The ACS BOK contains the following diverse areas
of knowledge:

* computer organisation and architecture

¢ conceptual modelling

¢ database management

e data communications and networks

* data structures and algorithms

¢ discrete mathematics

* ethics/social implications/professional practice”
* interpersonal communications®

e program design and implementation

* project management and quality assurance®
* security

* software engineering and methodologies

* systems analysis and design

* systems software.

Those items that are marked by an asterix are designated as mandatory
knowledge within all professional-level IT courses accredited by the ACS. Any
one of the listed areas of knowledge could constitute a lifetime of professional
activity/work, and indeed such professionals exist. For example, within the
software engineering and methodologies area of knowledge, there is another
recognised BOK (SWEBOK, nd) and it contains the following knowledge areas:

* software requirements

* software design

* software construction

* software testing

* software maintenance

* software configuration management

¢ software engineering management

* software engineering process

* software engineering tools and methods

* software quality.

Again, any one of these knowledge areas could occupy a lifetime of professional
activity/work and, again, such professionals exist.
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As indicated earlier, it is appropriate to define a BOK. It is also appropriate,
however, to define levels of practice. The SWEBOK (nd) includes descriptions
of practices and processes for each of its knowledge areas, but it does not define
levels of practice. At this stage, the ACS Core BOK for IT professionals contains
little in the way of appropriate practices/processes for each of the areas of
knowledge, nor anything about levels of practice. This is not intended to be
a criticism, the SWEBOK took six to seven years and the help of well over 500
professionals to define. It does show, however, that the ACS BOK is not yet
complete.

It is appropriate that anyone possessing significant capability surrounding
any one of the knowledge areas of the SWEBOK might be an eligible ICT
professional. They would, however, have to possess significant understanding
of other (related) knowledge areas in order to do their jobs comprehensively. So,
what minimum depth of overall knowledge would anyone need to reach some
base level of practice enabling professional status in (say) software testing? Also,
what other higher levels of practice might these base level professionals aspire
to, which are both defined and supported by an ICT professional society?

I could conclude by simply stating that I do not believe the ICT profession,
as it stands today, is, or is even capable of, providing adequate support to ICT
professionals and non-professionals. Until that happens I doubt I, or anyone,
else will be able to answer the question — ‘“What is an ICT professional,
anyway?’ While this conclusion may be correct, it neither helps in maturing
the ICT profession further, nor in providing less confusion for those working as
professionals and non-professionals in the ICT industry.

Further work

It is apparent that significant work needs to be done to fully establish an
appropriate ICT BOK and associated practices. To that extent, it should be noted
that the ACS is in the process of establishing a more comprehensive BOK than
is currently available. This endeavour is important for the ACS because (as a
professional body) it accredits tertiary ICT programs throughout the country.
In this process, existing BOKs, such as SWEBOK — which provides a very
good basis for describing base knowledge, methods and practices for each of its
knowledge areas — need to be taken into account.

In this and other related BOK endeavours, it is necessary to ensure input from
a broad range of stakeholders — not, for example, academics only. The mixture
of stakeholders needs to include people and organisations who are not only
creators of ICT-related knowledge, products or services, but who are the users/
receivers and/or who are impacted in some way by ICT activities.
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Regarding the matter of codes of ethics, it seems that professional societies
provide these mostly as guidelines of acceptable behaviour and also as a basis
for examination of accusations of unprofessional behaviour. On the one hand,
codes of ethics can be used as blunt instruments, only to be made apparent when
a professional member has committed some (alleged) malpractice. On the other
hand, codes of ethics should be used to actively encourage greater, unwavering
commitment to integrity, honesty and trustworthiness. Obviously, to establish
a profession containing professional members requires education, not just to
learn the wording of codes of ethics but also how to use the codes of ethics as a
framework to clearly promote what is expected of professionals and how they
should behave when ethical behaviour is at risk. All this is easily stated but
hard to do. Nonetheless, ethical behaviour needs to be imparted and governed
effectively in order to raise the bar on expectations of all ICT stakeholders in
regard to ICT activities.

It seems that ICT professional bodies need an injection of governance practices,
especially in being proactive about supporting current members and expanding
membership to help ensure wider consistency of professional behaviours,
practices and project outcomes.

Aside from dealing with the BOK, ethical behaviour and expectations, there
is the matter of determining different levels of practice/skills regarding the
broad range of capabilities among people working in the ICT industry. Some
of the ICT types I described at the beginning of this paper may better fit the
job description of ‘technician’ rather than (say) ‘engineer’ or ‘scientist’. All of
these roles should, of course, follow professional practices and abide by ethical
standards. The purpose in providing a range of levels of practice, however, is
to set in place a reasonable framework to establish minimum requirements for
being able to practice as a particular type of ICT professional, and also determine
what ‘endorsing’ criteria need to be met to advance to higher levels of practice.

The concept of levels of practice is not new, and has the same advantages
within other more established professions of protecting all stakeholders. For
example, it should not be possible for a new graduate of the ICT profession
to be placed in a managerial role requiring significant technical and people
management experience, to be handling significant numbers of staff (including
senior staff), and to also be expected to make technical decisions on topics about
which they possess only superficial knowledge. I have seen this occur on several
occasions, and the result is unacceptable because it affects a significant body of
stakeholders, including the junior professional and their employer. The junior
can be ‘scarred’ for life professionally, and the organisation for which they work
rarely takes the blame for the inevitable failure(s). This sort of situation is caused
through the combination of lack of ethics (of both parties) and no limitation
concerning a role in which a junior ICT professional can be involved. Ethically,
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junior professionals must be able to both admit their inability and to resist the
temptation/encouragement to be involved in a role for which they do not have
the requisite knowledge or skill. Ethically, the organisation should not be able
to advise a junior professional to undertake a role for which they do not possess
the appropriate capability.

So, if the ICT profession is to gain traction as a true profession that supports
true professionals, then steps need to be made now along the lines described
above. The magnitude of such a task may seem insurmountable just now and,
indeed, it will take some time to evolve. The point is that the first steps need to
be undertaken as soon as possible so that ICT comes to earn its recognition as a
profession, which it currently does not deserve.
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John Weckert and Douglas Adeney
Charles Sturt University and University of Melbourne

What is a profession?

Information and communications technology (ICT) is not a profession in any
significant sense, but this is not a slight on ICT. It is, of course, a profession
in an insignificant sense. If a person develops software for a living as opposed
to doing it as a hobby, that person is a professional software developer. Some
people sing for a living and others just for fun. The former are professional
singers while the latter are amateurs. In this sense any occupation is a profession
insofar as those engaged in it are making a living from it, but this is not what
is meant in discussions about whether or not ICT is a profession. What is in
contention in those discussions is whether or not ICT is merely an occupation or
whether it has characteristics, like medicine and law are claimed to have, that
set it apart as a profession (this is the sense in which ‘profession” will be used in
the rest of this chapter).

What are the characteristics that distinguish a (so-called) profession from other
occupations? The following, commonly suggested criteria for a profession,
based on Deborah Johnson’s list (2001), are:'

(a) The need to master a special, esoteric body of knowledge. This body
of knowledge is usually obtained through higher education — for
example, a degree in law — and is required in order to practise in the
legal profession.

(b) Some amount of autonomy for both the profession as a whole and the
individuals in it. Professionals have the autonomy to make decisions in
their daily work, justified by the fact that they are experts and this is

1 The Australian Council of Professions definition is this:

A profession is a disciplined group of individuals who adhere to ethical standards and who hold
themselves out as, and are accepted by the public as possessing special knowledge and skills in a
widely recognised body of learning derived from research, education and training at a high level,
and who are prepared to apply this knowledge and exercise these skills in the interest of others.
It is inherent in the definition of a profession that a code of ethics governs the activities of each
profession. Such codes require behaviour and practice beyond the personal moral obligations of an
individual. They define and demand high standards of behaviour in respect to the services provided
to the public and in dealing with professional colleagues. Further, these codes are enforced by the
profession and are acknowledged and accepted by the community.
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based on their training. So, for instance, a lawyer will have the autonomy
to decide on the best way to defend his or her client, as opposed to taking
orders from some higher authority. This autonomy also extends to the
profession as a whole. The profession regulates itself, making decisions
about who is able to enter it and to what standards they should be held.
It will generally be able to do this with little government interference.

(c) Connected to the autonomy of professions as a whole is the existence
of a formal organisation. A profession will usually be governed by a
unifying body that is recognised by the government — for example,
the Australian Medical Association (AMA). This body may have several
roles, such as setting standards for certification and having the authority
to expel members from the profession.

(d) A profession will also generally have a code of ethics that both sets
the standards of behaviour for its members and signals to members of the
public what to expect when they engage the services of a professional.
For example, medical professionals are usually taken to be governed by
the general principles of beneficence, non-maleficence, autonomy and
justice.

(e) Finally, professions are typically understood to fulfil a social function.
This will often be connected to a social good, such as health or justice,
or concerned with more general social benefits, such as providing the
technologies and infrastructures to enable society to function effectively.
In general, the idea is that professionals serve the interests of the public.
So, for instance, the role of the lawyer is to promote justice, the role of
police is taken to be the provision of security, and the role of engineers is
the provision of technologies that enable things such as communication
and transportation (Johnson, 2001: 60-61).

Doubts about ICT as a profession

We have three reasons for doubting that ICT is a profession. The first is the
diverse nature of ICT, the second relates to the debate over licensing and
certification, and the third is that there are no compelling reasons to believe
that there are any professions in any significant sense at all.
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The diverse nature of ICT

One difficulty in calling ICT a profession should be noted, and that is the
difficulty of knowing exactly what ICT is. ICT covers a wide variety of activities
and is, to a large extent, an umbrella term. These activities include those of:

* information technology managers

* system managers, designers and analysts

* programmers

¢ software designers and engineers

* technical support

* ICT trainers

* database and systems administrators

* multimedia specialists and web developers

* computer network professionals.
(see also ACS, 2011)

Computers play a role in all of these occupations, but that is not enough to justify
calling ICT as a whole, a profession. It does not follow from this, however, that
some parts of ICT could not be professions; for example, software engineering.
If there is to be serious discussion of ICT and professions, it should probably
begin with an examination of which parts of ICT most resemble recognised
professions (see Holmes in this volume for a similar position). Currently software
engineering is probably the most likely candidate and most of the discussion
concerning licensing has been in this field. But it is even doubtful whether
software engineering can be considered a profession.

Certification and licensing

Software engineering (SE), as was just suggested, has the most potential to
be considered a profession. The vigorous discussion regarding licensing and
certification in the industry suggests, however, that SE (and by implication ICT
in general as well) is not considered a profession by a substantial number of those
employed in the industry. Licensing has frequently been advocated, butjust as
frequently attacked, and implemented only in very few places. The ACM, for
example, after giving the idea consideration, came out against it in 1999. Before
proceeding, it is worth distinguishing between licensing and certification. A
person is certified as being a qualified member of an occupation if, typically, he or
she has satisfied certain requirements considered necessary for that occupation,
for example, has passed particular examinations. While certification indicates
that a person has certain skills, someone without certification can still practise.
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Licensing carries legal weight. In occupations where there is licensing, a licence
is necessary to practise legally. In the ICT industry, discussion of licensing has
generally been limited to software engineering, but possible certification has
been raised for ICT more generally.

The most common objection raised against licensing seems to be that, because
SE is relatively new, there is as yet no recognised body of standard professional
knowledge that all practitioners must have. This is something that is one of
the definitive aspects of other professions (condition (a) above). According to
John White and Barbara Simons, the ACM council believed that the ‘state of
knowledge and practice’ was too immature to give assurances that ‘the licensed
engineer is capable of producing software systems of consistent reliability,
dependability, and usability” (2002: 91). Tony Healy (2004) and John Knight and
Nancy Leveson (2002) also argue that no generally accepted body of knowledge
exists. Others, however, see it differently. Danielle Boykin (2007) discusses the
introduction of examinations for SE licensing, something that clearly assumes
an accepted body of knowledge. Don Gotterbarn, a well-known campaigner
for SE professionalism, has suggested (in conversation) that there is something
absurd in maintaining the argument that, because knowledge is still developing
in some field, that field cannot be a profession. On that basis, not even medicine
would qualify as a profession, given that medical knowledge is still advancing.
Some background to this debate can be found in Nancy R Mead (2009).

Another concern is that licensing ‘would expose software developers to
malpractice suits’ (Healy, 2004). This, in itself, is no objection to licensing. Most
professionals are in this position and software developers are the odd ones out.
This objection to licensing is expressed also by Knight and Leveson (2002), who
believe that currently (or in 2002) professional standards for SE are not yet clear
enough to make ‘best practice’ easily discernable. If indeed best practice and
body of knowledge are so poorly defined in SE then, perhaps, the objection
does have teeth but, as has just been seen, not all believe that the state of SE is
so parlous.

While certification is weaker than licensing, as we noted, some argue that many
of the same problems arise in ascertaining the criteria for certification (Knight
and Leveson 2002).

The argument here is not about whether there should be licensing and/or
certification in the ICT industry. It is about whether ICT is mature enough yet
to be considered a profession. The doubt within the industry does not of course
show decisively that ICT is not a profession.
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Scepticism regarding professions

A stronger reason for being sceptical of any claim that ICT is a profession is that
good reasons exist to doubt that there are professions at all in any significant
sense. Two problems become apparent when attempting to give an account of
a profession.

First, standard accounts do not pick out only what are currently considered
professions; they clearly encompass occupations that are not normally
considered professions. On those criteria, plumbing should be a profession.
Plumbers clearly have an esoteric body of knowledge not acquired by the
rest of us. The skills of a plumber might not be obtained through a higher
education degree, but their achievement does require a number of years of
training on top of normal secondary education. Plumbers also have a degree
of autonomy regarding how they undertake their work and how they solve
particular problems; and they must belong to a formal organisation in order
to practise, and this formal organisation has a code of ethics. Finally, plumbers
clearly fulfil a social function (imagine a city without proper plumbing). They
appear, therefore, to satisfy the criteria for a profession.

Consider the following extract from the Master Plumbers' Association of
Queensland (2002):

CODE OF ETHICS, TRADE CUSTOMS AND PRACTICES:

1. It is considered that the health and well being of the community as it
is affected by all Branches of the Plumbing Trade is of prime importance
and shall be protected to the best of the member's ability. The task of
raising the living standards of the community is one entrusted to the
members of the Association, ...

2. A member shall observe the highest standards of honesty in all of his
transactions, ...

It calls for the health and safety of the community and high ethical standards,
and assumes special knowledge and skills when it calls for ‘the highest quality of
service and true value for money’. This is something that could not be provided
without that knowledge, and its inclusion acknowledges a clear social function
for the profession. It also acknowledges the vulnerability of their clientele. This
is true not only regarding the plumber’s work, but also because frequently,
clients must give plumbers access to their homes at times when they are not
present.

The only real difference from members of recognised professions, say doctors
and lawyers, seems to be that plumbers get dirty, with real dirt; but adding a
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criterion of cleanliness to the defintion of a profession seems odd. In any case,
some scientists, for example those working in agriculture and biology, often
get dirty, with real dirt, too; so, either they are not members of a profession or
plumbing is no less a profession if getting dirty is allowed.

An additional reason for denying that plumbing is a profession, from
Gotterbarn, is that members of professions have responsibilities to advise
customers ‘of potential negative impacts that a new system may have on the
customer’s business, quality of life, or the environment’ (2004: 116). Members
of professions do have this responsibility, but so do plumbers. When a plumber
is hired, more is wanted than a technically good job; advice is normally required
on whether what is asked for is, in the plumber’s opinion, a good idea. Again,
this does not distinguish plumbers from accepted professions.

The second problem is that the criteria offered seem arbitrary. Picking an
occupation, say medicine or law, and then constructing a list of its characteristics
and using that list as the criteria for a profession is hardly convincing. Why not
choose plumbing or fruit picking? Historically a profession was a vocation, a
calling from God. The clergy had a vocation, artisans an occupation, but this too
has the ring of arbitrariness.

The considerations so far suggest that the notion of a profession is not useful in
discussions of ICT, for four reasons: first, ICT is too diverse to be considered a
‘profession’; second, doubt exists amongst ITC practitioners that ITC is ready to
be called a profession; third, accounts of a “profession” do not foreshadow only
those pursuits that are commonly called ‘professions’; and, finally, the criteria
seem arbitrary. Before rejecting the notion altogether, though, it should be noted
that it may have a use in encouraging good behaviour. Those who consider that
they have a profession, rather than merely a job, may have extra motivation
to carry out their work in a more conscientious and moral fashion, in order to
uphold the good reputation of the so-called profession and because they are
bound by a code of ethics. But, as we have just seen, plumbers too are bound
by such codes, so it is not clear that the notion of a profession is important for
providing motivation for good conduct. In any case, there does not seem to be
much empirical evidence that members of recognised professions behave more
ethically in their work than others.

A professional attitude

The notion of a profession may not amount to much, but that of a professional is
important. The view being advocated here is that someone is not a professional
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on the basis of being a member of a certain occupation, a ‘profession’. Rather,
professionalism comes from having a professional attitude. The fictional
mechanic, Mr JLB Matekoni, has such an attitude:

Mechanics could be the conveyers of the most serious news ... on those
occasions a suitably grave expression was required; one should not give
bad mechanical news lightly, as Mr JLB Matekoni had felt obliged to tell
his apprentices. He had overheard Charlie telling a woman that her car
was finished, and on another occasion the young man had told a client
that his brakes were the worst brakes in Botswana, adding, And I've
seen some pretty bad brakes in my time! No, that was not the professional
way, not that those young men understood what professionalism was all
about (McCall Smith, 2010: 32).

For Mr JLB Matekoni, being a motor mechanic involves much more than being
able to fix cars; equally important is how the mechanic deals with customers. He
has a professional attitude. A professional attitude involves, at least, taking pride
in one's work, trying to do it as well as possible and actively considering ways
in which it might be done better, looking at it in the broader context of society
as a whole, and taking responsibility for what does. Admittedly, there is more
scope for the exercise of such an attitude in some fields of employment than in
others: a worker doing repetitive work on a factory production line may not
have much scope for reflection on how he or she might do his or her job better,
or for pride in doing it well. But in a great many types of work, for example, law,
medicine, plumbing, and ICT, there is ample scope for a professional attitude,
and such an attitude should be encouraged and appreciated.

A professional attitude is particularly important in occupations where the person
is an expert in the sense of having significant knowledge and skills not had by
those outside the occupation. Special responsibilities, over and above those that
we all have as human beings, are attached to this expertise, and a professional
attitude involves taking these responsibilities seriously. Before elaborating on
this, we look a little more closely at the concept of responsibility because of its
central role in discussions of ICT professionalism.

The word ‘responsibility' has three distinct senses that are important for our
purposes. First, there is the causal sense: if it is said that lightning was responsible
for a fire, what is meant is that lightning caused the fire. It is ambiguous however
to say that someone was responsible for a fire. This might just mean that the
person indicated caused the fire, or it could mean that he or she is blameworthy
(or praiseworthy, depending on the circumstances) for lighting it. This second
sense is moral responsibility. Someone is morally responsible for an action if
he or she played a causal role in the action and if it is appropriate to attribute
praise or blame for causing it. A person who is responsible in the causal sense
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is not always responsible in the moral sense. The third relevant sense is role
responsibility. Certain responsibilities go with particular roles. The project
manager’s role carries the responsibility of overseeing the whole project, while
the programmer’s role has the responsibility to produce good code.

Someone may not be morally responsible for an event even when that person
is causally responsible. This is an important point, especially in the context
of professional attitudes in the ICT industry. When is a person (P) morally
responsible for some event (E)? Three conditions must be satisfied: (1) P must
have caused E, or knowingly allowed E to happen when he or she could have
prevented it; (2) P must have intended to cause E, or allowed it through neglect
or carelessness; (3) P must have been free to choose to, or not to, cause E.
Condition (1) says only that P must have done whatever it was that caused E or
not done what could have prevented it. If P rather than some other person, Q
developed faulty software, then P is responsible, not Q. The second condition is
satisfied if P intended to produce faulty software, or if it resulted from neglect
or carelessness, for example, through neglecting to test the software thoroughly.
Condition (3) shows the importance of autonomy. If P is insane or has no choice
but to develop the software, and within an unreasonable amount of time, then
moral responsibility is diminished or absent altogether.

In summary, then, P is morally responsible for faulty software if he or she

e developed it

* intended it to have faults or (more likely) was careless or negligent in some
way

* was acting autonomously and not under duress.

Moral responsibility is related to accountability, but is not identical with it.
Accountability can be taken as moral responsibility but it is not always used
in this sense. Someone might be morally responsible for an action but not
held accountable. This is commonly the situation in the computer software
industry, where software developers are commonly not held accountable for
malfunctioning software, even though a good case can be made that they
ought to be because they are morally responsible. They are morally responsible
because they developed the software (as well as meeting the other two conditions
above). Frequently of course, where people are not held accountable, it would
be argued that this is simply because they are not morally responsible. It is one
thing, then, to urge workers in a given field to develop a professional attitude,
or a more professional one, for the sake of their clients. It is another thing to
seek to protect those clients by making the workers accountable. Some system
of certification and/or licensing can support this move.
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It might be objected, reasonably, that this picture is overly simplistic because
software is not usually developed by just one person. Normally, the software
development will be undertaken by a team, possibly a large one. In such cases,
the argument goes, nobody can be held morally responsible. This is the problem
of collective responsibility, sometimes called the ‘many hands’ problem.

Because many people are involved in typical software development projects,
when something goes wrong, it is not always easy to say who is morally
responsible, and who, if anyone, ought to be held accountable and liable for
any damages. One solution is just to say that the group, or organisation, is
responsible. In everyday talk we do this frequently, for example, when a large
company is responsible for environmental damage. Two problems are worth
pointing out here. One is a degree of unfairness. Not everyone in a group is
equally responsible or even responsible at all. Not all employees will have
played a role in the damage that was caused. The second problem is that moral
responsibility is something that can only be attributed to autonomous human
beings, not organisations.

While it is probably true that, in most cases where there is collective
responsibility, no individual will bear the entire blame, it does not follow
that moral responsibility cannot be attributed to many individuals. Many
can, therefore, be held accountable to varying degrees. Not everyone in the
development team will necessarily bear the same level of responsibility for the
faulty software and some, perhaps, will have no responsibility at all. A careless
programmer can bear responsibility, as can someone who is negligent in the
testing of the product. In most cases, ultimate responsibility must be borne by
the project manager whose role is to oversee the project. Responsibility cannot
be avoided simply because a large team is involved in software development.

A further aspect of collective responsibility must be noted. While not all
individuals are at fault, and those that are do not share equal responsibility,
there is a sense in which all, with only several exceptions, can plausibly be
held accountable. If T do nothing to try to change the situation of my team’s or
company’s carelessness, I am helping to perpetuate a climate in which faults,
mistakes or accidents are more likely to occur. So I can and ought to be held
accountable to some extent, even though I did not cause the events, or intend
them to happen. In Larry May’s terms, I can be morally tainted even if I cannot
be blamed for the event itself (May and Hoffman, 1991, chpt 15). The exceptions
are where I have protested or attempted to change the situation, or am not in
a position of influence; for example, if I could not reasonably be expected to
know of the situation (See Feinberg 1970, chpt 9 for more discussion of these
exceptions). Given this, all, or most, members of a group, team or company can
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be held collectively responsible for faulty software. Software developers can no
more avoid moral responsibility for their products than developers and builders
of aeroplanes, cars or bridges.

A central component of a professional attitude, it was stated earlier, was
taking seriously one’s responsibilities and acknowledging that one is morally
responsible for one’s actions. Three senses of responsibility were distinguished:
causal, moral and role. The discussion so far has primarily concerned the first
two, but role responsibility is also important in professional attitudes. The
practitioners of many different occupations have responsibilities to others —
because of their roles — over and above the responsibilities that they have as
human beings. An electrician has special responsibilities with respect to the
wiring of houses, just as a medical practitioner has special responsibilities
towards patients, and software developers do towards their clients. Doctors,
lawyers, computer scientists and others have professional bodies with codes of
ethics to regulate or guide their members. Builders and plumbers have the same,
even if they are not called professional bodies. A professional attitude involves
a moral stance. This includes the ability to see one's work in the context of the
larger society, how it contributes to that society, and taking moral responsibility
for one’s work. Codes of ethics attempt to clarify and partly formalise this stance.

A professional attitude in ICT

At the beginning of this chapter we made the twin claims that ICT was not a
profession in any significant sense and that this did not matter. The argument
has been that there are no professions, in the sense that many claim that there
are, but that nothing much follows from that because what is important are
professional attitudes. These professional attitudes are closely related to the
special responsibilities that come with particular occupations, and this set of
occupations is much broader than the set of the so-called professions. People in
many occupations have special responsibilities over and above the responsibilities
that we all have. A medical doctor, for example, has the responsibility to
provide health care, and ‘the role of the lawyer is to promote justice’, as we
saw in e) above. We all have some responsibility as citizens to assist others with
respect to health care and justice, but not to the degree that doctors and lawyers
respectively do. ICT practitioners have special responsibilities, too, with respect
to society because of their expertise. Not only their direct clients but also
the general public are vulnerable to the systems developed and maintained
by these workers. It does not matter if ICT is not a profession and is not seen
as one, even by its practitioners, but it is vitally important that those in the
industry have professional attitudes toward their work, especially those who
develop and maintain computer systems, including networks. This is the area
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in which professionalism in ICT has been most discussed and with good reason.
These systems have a profound impact on modern life and system failures or
malfunctions can vary from annoying to catastrophic. While there have been
many calls for greater professionalism, it is not clear that these calls have been
heeded. A recent report suggested that professional attitudes in the industry are
not as prevalent as is desirable, and the industry as a whole has been reticent
to recognise moral responsibility for software systems. The industry clearly is
not devoid of people with professional attitudes (see Section Two of this book),
but such attitudes do not always come to the fore as much as they should. For
example, in a recent study, some of the interview comments suggested that
there is not a strong commitment from all ICT workers to professionalism.
While only one comment states explicitly that ‘Most IT people do not want
to be professional’, other statements, such as ‘Lots of money in the industry’,
‘Computing has been seen as a way to make money and then leave’, "People
don't take responsibility’, ‘Gap between what the customer wants and what
they need. Often they are given what they want with full knowledge that this
is not what they need’, ‘No encouragement to be responsible’, and ‘Outsourcing
is a problem because of lack of responsibility” indicate that many practitioners
do have professional attitudes and they are concerned about the substantial
number of their colleagues who do not share their attitude (Lucas and Weckert,
2008).

Typical licensing agreements for shrink-wrapped software also indicate a lack
of professional attitudes in the industry:

8. Disclaimer of Warranties.

A. You expressly acknowledge and agree that use of the Apple software
and services is at your sole risk ..., the Apple software and services
are provided ‘as is’, with all faults and without warranty of any kind,
and Apple and Apple's licensors ... hereby disclaim all warranties and
conditions with respect to the Apple software and services, ..., including
... satisfactory quality, .... Apple does not warrant ... that the operation
of the Apple software or services will be uninterrupted or error-free,
or that defects in the Apple software or services will be corrected (the
text has been changed from uppercase in the original to make it more
readable) (APPLE INC, 2008).

The above disclaimer makes it clear that no responsibility is taken for faults
in software. It is common for new cars, vacuum cleaners and so on to be
faulty, but we expect that the warranty will cover their replacement or repair.
Responsibility is taken for those products. It is true, of course, that thorough
software testing is difficult. It is true, too, that where a problem arises it could
be caused by the operating system or the hardware on which the purchased
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software is running. Nonetheless, these disclaimers, which are the norm rather
than the exception, do suggest that the ICT industry as a whole does not take
responsibility as seriously as it could, and taking responsibility is, as we have
argued, part of professionalism. The commitment to professionalism in the sense
of having a professional attitude as defined earlier, does not appear to be as
strong as is desirable.

Conclusions

We have argued here that ICT is not a profession, in any significant sense, for
a number of reasons, but, primarily, because the notion of a profession itself
is not important or useful. What is important is having a professional attitude
and all that that entails, particularly a willingness to take responsibility for
one’s actions. Encouraging such attitudes should take precedence over efforts
to make ICT a recognised profession. ICT practitioners play an essential role in
many aspects of modern life — their work has major impacts on the economy
and, in the case of safety-critical systems, their decisions can have life and
death implications. Having a professional attitude in the ICT industry is equally
important as in medicine and law.
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7. Being a good computer
professional: The advantages of
virtue ethics in computing

Richard Volkman
Southern Connecticut State University

Introduction

When smart and well-educated professionals misbehave, ethicists have to
wonder if we could have done anything to prevent it. After all, while it may
be morally satisfying to simply assign full blame for the woes of Enron, Tyco,
Worldcom, and others, to corrupt corporate leaders, such an analysis begs the
further questions: Why did morally deficient actors rise to such prominent
positions in the first place? Why were the prevailing standards, policies, and
practices of professional ethics — embodied in implicit and explicit ethical
controls — so unable to regulate conduct that in hindsight seems obviously
beyond the pale? One plausible answer has to do with the impotence of standard
utilitarian and deontological styles of reasoning, in the face of prevailing
uncertainty about values and outcomes in the context of the ‘new economy.’
These concerns are especially acute in computer ethics; while change and
uncertainty is a problem in business, it is at the very heart of computing and
the circumstance that gives rise to computer ethics (Moor, 1985). In general, if
one cannot rationally determine the outcomes of action or how to evaluate those
outcomes, then utilitarian and deontological reasoning cannot guide action, and
this leaves ample room for rationalisation, and this undermines the efficacy of
these approaches to computer ethics.

In contrast, principles of good character do not derive from statements of eternal,
universal values or fortuitous outcomes; a virtue is a trait of character that is
good for the person who has it, where the value of good character derives from
the agent’s own commitments. It follows that virtue ethics is not susceptible
to rationalisations based on extrinsic rewards, which are made uncertain by a
prevailing relativism about values or by a volatile economic environment. An
analysis of the culture of computing grounds the classical virtues of integrity,
honesty, courage, and good judgement in the antecedent beliefs and values
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typical of those entering the profession. Virtue helps to flesh out the spirit of
the profession, as this stands behind professional codes and other artefacts of
professional ethics.

The principle aim of this paper is to introduce the educated lay reader, especially
current and future computer professionals, to the basic advantages and strategies
associated with the use of virtue terms in the description and prescription
of ethical conduct. In light of this goal, the essay seeks to capture the main
ideas that motivate a virtue- or character-centred approach to ethics, while
remaining uncommitted with respect to a number of interesting theoretical and
philosophical matters, including even the question of whether the thoughtful
application of virtue terms to practical reasoning should be conceived as any
kind of theory at all. An applied ethics of virtue is found in thinkers as diverse
as Aristotle to Nietzsche, and it is not the aim of this essay to advance one or
another particular approach or to address the metaphysical or epistemological
doctrines that distinguish them. Virtue discourse works as a guide to action, no
matter how these foundational questions should turn out, and that may be the
principle advantage of the virtue ethics approach to applied ethics. If this essay
succeeds in showing that there are good reasons to become fluent in the language
of virtue, then a further examination of the particular accounts of virtues, and
whether virtue ethics is an alternative ethical theory or an alternative to ethical
theory, can be fruitfully explored.

Problems in applying an ethics of rules and
outcomes

At least when applied to the contexts of professional ethics, utilitarian and
deontological ethics generally boils down to a concern for good outcomes, on
the one hand, or obedience to good rules on the other. This way of thinking
about ethics is problematic, however, especially in a cultural and economic
context characterised by relativism and uncertainty. Relativism about values
and uncertainty about outcomes straightforwardly undermine any utilitarian
calculus as a guide to action. One cannot choose the course of action that will
generate the best outcome if one has no standard for evaluating outcomes and
no means of predicting outcomes. The situation is little better for deontology.
If morality is ultimately about acting on the right rules of conduct, then one
cannot figure out how to behave morally unless one is able to determine what
the right rules are and how they apply to a given circumstance. But conditions
of change call established rules into question and can blur the lines between
appropriate and inappropriate application of the rules. To offer a concrete
example, no deontologist (except perhaps for Kant himself) would maintain that



7. Being a good computer professional: The advantages of virtue ethics in computing

it is always wrong to lie. In the context of a perceived new economy’, it is a
short leap to the view that ‘creative’ accounting is not really lying, or, if it is
lying, then it is not a case where lying is wrong. After all, the stock just keeps

going up.

Of course, this is plainly mere rationalisation. Utilitarian and deontological styles
of reasoning, however, invite this sort of rationalisation. In both cases, an illusion
of ethical precision combined with the notion that ethics is a constraint on one’s
self-interest creates an incentive to find ethical loopholes. Even if professional
philosophers can discern something amiss in this characterisation (and I do
mean if), it is plain enough that business leaders and other professionals could
get this impression. Whatever one thinks about the ultimate grounds of ethics,
the point here is that ethicists need to talk about and emphasise something
more than rules of conduct and calculations of the overall good. If morality
seems to be nothing but a bunch of rules or calculations that operate against
what I would really like to do, and if certain clever considerations seem to show
that a given rule does not apply in this particular case, then there is a strong
incentive to be overly clever. This encourages a lawyerly approach to ethics
that is quite at odds with the spirit of utilitarian or deontological morality, but
entirely predictable if morality is reduced to good outcomes and right rules. If
one tinkers with the calculation or evaluation of outcomes, or if one fuzzes the
rules or their application, then just about anything goes. And the tinkering and
fuzzing do not require willful fudging by the agent. In our current cultural,
economic, and technological circumstance, transformative change does this all
by itself.

Of course, all this applies to the world of computing even more plainly than
the world of business. Jim Moor’s seminal “What is computer ethics?” identifies
the field with ‘conceptual vacuums’ that give rise to ‘policy vacuums’ as a
consequence of ‘the transformation of social institutions” attributable to the
introduction of computing (Moor, 1985). Against this, Don Gotterbarn has
argued that an overbroad conception of computer ethics is ‘unmanageable’
and that it makes for ‘unsolvable problems’, while appealing to the uniqueness
or transforming effect of computing distracts the field from its proper focus
on professional ethics (Gotterbarn, 1991). In this connection, Gotterbarn and
others have emphasised the importance of articulating the nature and morality
of computing as a profession, culminating in the drafting of the ‘Software
Engineering Code of Ethics and Professional Practice’ by a joint task force of the
IEEE and the Association for Computing Machinery (ACM).

But it has to be acknowledged that the difficulties noted above for utilitarian
and deontological ethics apply to the creation and application of a code of ethics
(which is, after all, an essentially deontological enterprise). If a code of ethics
encourages professionals to think of ethics as reduced to a collection of rules,
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then lawyerly rationalisations are encouraged, especially insofar as relativism
and change undermine the authority of any particular rule or its application. In
this vein, John Ladd worries that, ‘a code of ethics can be used as a cover-up for
what might be called basically “unethical” or “irresponsible” conduct’ (Ladd,
1980). In anticipation of this concern, the IEEE/ACM code explicitly rejects
reading the code as a moral checklist. The preamble asserts:

Itisnot intended that the individual parts of the Code be used in isolation
to justify errors of omission or commission. The list of Principles and
Clauses is not exhaustive. The Clauses should not be read as separating
the acceptable from the unacceptable in professional conduct in all
practical situations. The Code is not a simple ethical algorithm that
generates ethical decisions. In some situations, standards may be in
tension with each other or with standards from other sources. These
situations require the software engineer to use ethical judgment to act
in a manner that is most consistent with the spirit of the Code of Ethics
and Professional Practice, given the circumstances.

Of course, this leads one to wonder how to identify the ‘spirit” of the code. The
answer seems to lie in the genealogy of the code itself: ‘As this Code expresses
the consensus of the profession on ethical issues, it is a means to educate both
the public and aspiring professionals about the ethical obligations of all software
engineers’ (IEEE/ACM Joint Task Force, 1999).

This suggests that the spirit of the IEEE/ACM code can be understood as the
consensus of the profession on ethical matters. Before joining the task force,
Michael Davis had argued ‘a code of ethics is primarily a convention between
professionals. According to this explanation, a profession is a group of persons
who want to cooperate in serving the same ideal better than they could if they did
not cooperate’ (Davis, 1992). The moral force of the code, in this view, comes from
its being the articulation of the considered judgement of those in the profession
about the best way to achieve the values that define the profession. Engineering,
for example, is about ‘the efficient design, construction, and maintenance of
safe and useful objects,” and the values embedded in this description of what
engineering is about characterise what it means to be ‘thinking like an engineer’
(Davis, 1992). The code of ethics expresses the culture of the profession, and
the process whereby that culture is articulated in a written form is normatively
more important than the precise articulation of the rules or values in the artefact
itself. The culture that animates the code identifies the ‘spirit” of the code.

This account goes a long way towards resolving the main problems, noted above,
for utilitarian and deontological ethical approaches. But one needs to see that the
solution is the result of abandoning stereotypical deontological and utilitarian
modes of thinking in favour of ‘thinking like an engineer’. Instead of specifying
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the rules of right conduct, the antecedent culture identifies values that generate
reasons for action, even in the absence of clear rules of conduct. Moreover,
the authority of the culture need not be asserted as expressing categorical
judgements of value. Relative assertions will do just fine. The normative force of
the code is settled, at least within the practice of engineers, by correctly noting:
‘This is who we are; this is what we value; this is how we achieve our goals.

This, however, raises a number of questions. Some have to do with making the
account more clear: Where the particular principles and clauses of the code
break down, how does one guide action? That is, how can one articulate the
spirit of the code when its deontological formulation is questioned? What are
the units for such an analysis? What are the terms of debate when the spirit of
the code is itself in dispute? Other questions have to do with the evaluation of
the written code: Does this code actually express the culture of the profession?
Is that culture worthy of expression in a code? Some of these issues turn on
an empirical description of the culture, while others demand normative and
conceptual clarification. Both sorts of concerns will be addressed below with
respect to the profession of computing. What we find is that the space ‘between
the lines’ of the code is populated by virtue, and that virtue terms can adjudicate
and articulate moral debate without the problems identified for utilitarianism
and deontology.

The culture of computing

By a culture, I mean ‘the values, attitudes, beliefs, orientations, and underlying
assumptions prevalent among people in a society’ (Huntington, 2000). The
relevant ‘society’ in this context consists especially of those ‘involved in the
design and development of computer artifacts’ (Gotterbarn, 1991), but it also
extends to those consumers of computer artefacts who identify with technology
as an integral part of their lives. In short, I hope to identify something of
the culture of ‘computer geeks. That there is such a culture, antecedent to
philosophical theorising about professional ethics, is indicated by the fact that
everyone has a sense of who the ‘computer geeks’ are, just as surely as one has
a sense of who is meant by ‘hippies’ or ‘Bible-thumpers’. It is significant that
there is no similar sense of who is picked out by ‘telephone enthusiasts’ or “pea-
lovers.” While plenty of people like telephones, no-one seems much interested
in evangelising for them, and people who like telephones probably have very
little else in common. This explains why there is no such thing as ‘telephone
ethics’, despite the transforming effect of telephones on society. Telephones
do not represent a way of life. Things differ in important ways in computing.
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Computer technology does have evangelists, and those who embrace computing
sufficiently share values and beliefs such that they represent a coherent social
unit.

On the other hand, as with hippies or Bible-thumpers, there are a host of
subcultures and competing assumptions among computing enthusiasts.
Furthermore, social categories routinely overlap. Some computer geeks are
Bible-thumpers, and some computer geeks are hippies. Fortunately, it turns out
that these complications have very little impact with respect to the main thesis
of this essay. If an appeal to the core values of geek culture is sufficient to ground
the virtues, then it is proved that geek culture combined with Evangelical
Christianity or tree-hugging environmentalism is sufficient to ground the virtues.
It is left open whether these combinations can be coherent and sustained. While
I am sure there is good reason to have other commitments as well, the purpose
of this essay is simply to see how much ethical content can be gleaned from the
culture of computing by itself. For that purpose, what matters is whether the
spirit of professional ethics can be articulated in terms any computer enthusiast
would have to grant simply in virtue of being a computer enthusiast.

The reason for focusing on the culture of the enthusiast instead of what might
be the more enlightened or elevated culture of mature computer professionals
stems from the educational function of professional ethics, and especially the
IEEE/ACM code. (IEEE/ACM, 1999) Appealing to the judgements of mature
members of the profession amounts to little more than preaching to the choir,
unless it can be shown that these judgements are implied by the antecedent
aspirations of the intended audience. Insofar as professional ethics is for the
enculturation of new members to the profession, arguments for more mature
attitudes must appeal to attitudes already consonant with those of prospective
professionals. Students who aspire to become computer professionals are
typically motivated by either the promise of a lucrative career in computing,
or an antecedent enthusiasm for technology (or both). Enthusiasm for money
has little to do with computing, per se; enthusiasm for technology, however,
obviously does. As we shall see, an analysis of the virtues (especially integrity)
shows that mere enthusiasm for wealth is problematic as a way of life, even on
its own terms; but if it is demonstrated that the values of the profession can
be conceived as the mature expression of enthusiasm for technology, then one
important category of serious students can be motivated to think professionally.
The bottom line is that a successful education needs to start where the students
are, and an important category of students has already embraced geek culture.

It may seem that mere enthusiasm for technology is too squalid as a way of life
to ground ethical judgements. A closer look at the cultural artefacts and self-
reflecting essays of geek culture, however, reveals values that amply serve as
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raw material for a more substantive ethics. The assertion that ‘Technology is
cool” expresses an evaluation that connects with a wide range of other values
and ultimately grounds a coherent conception of the good life.

Wired magazine features a monthly department titled, ‘Fetish: technolust’. In
this department, cool new gadgets and technologies are described alongside full-
colour glossy photos. Sometimes the descriptions make it clear why the editors
believe a featured device is desirable enough to be compared to the erotic, but
most of the time it suffices to simply describe what it does. The audience of
Wired does not need to be told what makes something cool. However, such
judgements need not be inarticulate. In fact, just the opposite is the norm.
Product reviews are surely among the most ubiquitous of written artefacts in
geek culture. They are found in magazines like Wired, MacWorld, SysAdmin,
PlanetPDA, and PCWorld; they are the foundation of huge and famous websites
like Tom’s Hardware Guide, and they are regular subjects of debate on Slashdot.
For the ethicist or cultural anthropologist, what is significant about product
reviews is that they express evaluations based on the common values that help
to define the culture. In this context, the fact that Wired can simply display
certain items as obviously worthy of technolust demonstrates the extent to
which these values can be taken for granted, at least among members of the
culture. The coolness of some objects does not need to be demonstrated; it is
observed.

Judging that a gadget is cool is in large measure an aesthetic judgement. This
aesthetic is exemplified in the behaviour of a high-school friend who used to
compete in computer programming contests at a nearby engineering college.
These events were typically followed by a small trade show where technology
and engineering companies would display their latest work in the hopes of
attracting future employees. (Note, they displayed their works; they did not
advertise salaries). My friend discovered at one of these shows a mini-switch
that completely captivated him. These switches were nothing special to look
at, but he loved the solid, sturdy feel in such a small device, and especially the
tactile and auditory feedback it gave the user. When one clicked the button,
one knew instantly whether the thing had switched. Clickety-click. He handed
one to me, beaming with the same expression a singer friend wore at his first
Broadway musical. Clickety-click. ‘This is a nice switch,” he gushed. Clickety-
click. For weeks after, he carried a pocketful of these switches with him,
absentmindedly clicking them in satisfaction as he worked and played. Like
most aesthetic judgements, it is hard to convey the meaning of this experience
to anyone who does not already get it; it is not merely to recognise but truly
to appreciate quality craftsmanship and clever technical solutions to ordinary
problems, the way one might appreciate a painting in a museum or a music
performance.
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I submit that this appreciation reflects a judgement — experienced by the
initiated as an immediate observation — that the object of appreciation is a
clever, elegant, well-designed, efficient, or otherwise powerful solution to
some technical puzzle. It is in these terms that product reviews tend to extol or
disparage their objects, and it is in these terms that debate rages about the merits
and demerits of competing operating systems, chip architectures, or industrial
design solutions. To be a computer geek is to be fluent in this language, and it
is a language of values with implications beyond what kind of computer to buy.

Many of these enthusiasts aspire to go beyond being connoisseurs of technology
and to design and create their own solutions. These are the students we are
trying to reach in courses about professionalism in computing, and it is
fortunate for us that they are already embedded in a way of life receptive to talk
of objective evaluations. From this commitment stem the other main hallmarks
of geek culture, especially their commitment to reasoning and justification.
In the world of technology, reasoning and know-how matter; mere appeals to
authority are worthless. This is evident in any serious debate on Slashdot, where
the argument is not settled until detailed references are provided. Usually, this
takes the form of links to other sites, so each participant can be satisfied about
the validity of the claims. As in academic debate in other venues, however,
these discussions usually are not settled but are met with competing arguments
and data, similarly referenced.

This commitment to reasoning and justification in debate also indicates that
members of the community are generally self-navigating and resistant to
leadership or indoctrination. To substantiate one’s case by linking to external
documentation so anyone can examine the data for herself only makes sense in
a community whose members insist on thinking for themselves. As Jon Katz
has amply documented, the online community does not tolerate self-proclaimed
leaders and does not promote leaders of its own. For geeks, mainstream symbols
of authority and prestige are suspect, while scientists, technologists, and others
who routinely defend their claims against invited criticism, are revered (Katz,
2000). Instead of appealing to the authority of tradition or position, arguments
are expected to stand or fall on their own merits, with the further expectation
that the very best arguments will withstand withering criticism and scrutiny
from the community at large and ultimately emerge as the prevailing view.
Geek culture thus embodies an instinct for Popperian scientific method and the
marketplace of ideas. In contrast to following authoritative leaders, the geek
community sees itself as tracking truth, guided by the invisible hand of reason.
There is a palpable and sometimes snide impatience with those who will not or
cannot justify their claims, as one Slashdot article makes explicit: ‘“This is the
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story of one computer professional's explorations in the world of postmodern
literary criticism. Wouldn't it be nice to work in a field where nobody can say
you're wrong?’

The idea that there is a best way of doing things and that we can learn what it
is through a process that rationally filters and evaluates distributed knowledge
grounds an optimistic belief in technological progress. The notion of progress
is controversial among some social scientists, but progress is obvious to tech
enthusiasts because they experience it daily. It is manifest that the computers,
cell phones, cameras, and other gadgets they work and play with today are
much better than the ones they worked and played with just a few years ago.
Everything has gotten faster, more powerful, smaller, cleverer, more efficient,
etc. Clickety-click. If things outside of technology and engineering have not
been improving at the same rate, it is because ‘they’ (the non-geeks who
dominate mainstream society) are too stupid, cowardly and sheeplike to submit
their ideas to the processes of rational scrutiny and justification that generate
real progress. This commitment to progress implies an embrace of change that
is nicely captured by the conclusion of Wired’s montage, ‘Change is good’: next
to a photo of burning man reads the caption, ‘The future is in Beta’ (Rossetto
et. al., 1998).

This commitment to progress helps to ground a coherent and ethical way of
life in geek culture because it permits members of the community to conceive
of their lives in the manner of a ‘quest.” Practical optimism and progress imply
that things can be made better and that technologists are on the front lines of
making it happen. They are the solution to whatever might be the problem.
Moreover, those who participate in the tech community are each playing a role
in making things better simply by actively participating in the process that
generates and regulates technological change. This notion that embracing the
process of technological change can ground a coherent life plan is perhaps best
illustrated by Steve Jobs’ legendary wooing of Pepsi CEO John Sculley to serve
as CEO of Apple: ‘Do you want to sell sugar water for the rest of your life, or
do you want to change the world?” Geek culture wants to change the world, or
at least surf the wave of technological change to a better life. This is the quest
of geek culture and, as Alasdair MacIntyre notes, making sense of one’s life
in terms of a quest is the hallmark of a way of life that can ground the virtues
(MacIntyre, 1984).

The analysis of character

To speak of one’s character is to talk about who one is. Describing a person’s
character identifies him or her in terms of the values, beliefs, projects,
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commitments, and ordinary ways of reacting to the world that explain and
justify his or her behaviour. We routinely rely on traits of character to predict
behaviour and to thereby justify reliance. For example, we say, ‘He is a hard-
working fellow. I'm sure he'll get the job done.” And to be sure, the fact that he
is a “hard-working fellow” is among the reasons he was entrusted with the task
in the first place. Evaluations of character are standard practice in everyday life
— probably more common and useful than evaluations of action. Both positive
terms like ‘sweety’, ‘cool’, and ‘upbeat’; and epithets like ‘creep’, 'jerk’, ‘putz’,
or ‘bonehead’ are all evaluations of character in the sense that they speak to
the being of the person evaluated rather than his or her actions. The ethical
terms of everyday life — in contrast to the stuffy and stilted evaluations of
academic philosophy — are aretaic, not deontic. Notice that these evaluations
and our reliance on them to predict and explain behaviour assume that traits of
character are relatively immutable and deep. For this reason, any agent will have
to take evaluations of her own character very seriously, whatever her particular
projects and other pursuits might be.

Character is typically analysed and evaluated in terms of the virtues. By a virtue
is meant any trait of character that is good for the agent who manifests it, while
a vice is a character trait that is bad for the agent. To say that a person manifests
or lacks a virtue is both to describe and evaluate that person at the same time,
and the description and evaluation cannot be separated without distorting the
meaning of the term. As Philippa Foot notes, virtue terms are not unique in
this respect. For example, one cannot understand what an ‘injury’ describes
without also understanding that it is bad to be injured. The surgeon does not
‘injure’ a patient in the course of performing needed surgery, even if her actions
are accurately described as ‘cutting someone with a sharp knife, leaving a
wound’ (Foot, 1978). Similarly, one cannot gloss the descriptive meaning of a
virtue or vice without understanding the normative context that would make
the designation appropriate or inappropriate. For example, while honesty is the
virtue related to truth-telling, it would be wrong to say a person is dishonest
because he told a client that last minute changes to a project will be ‘no problem’”.
It is surely not a mark of bad character that a person takes challenging clients
in stride. Even though his utterance is not the whole truth, dishonesty does not
describe everyone who makes an untrue statement. For proper use of the term,
the evaluation matters as much as the description.

So we need to get clear about the evaluative content of the virtues as well as
their descriptive components. In the Aristotelian tradition, when thinking of
the virtues it is helpful to put things in terms of the Doctrine of the Golden
Mean, which is a sort of heuristic for understanding the way virtue terms
typically work. It must be emphasised that the Doctrine of the Golden Mean
is not a principle for deducing the nature of a virtue, nor is it the last word
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in an analysis of virtue. Indeed, it is hardly the first word. It is, however, a
good first step to take in organising one’s thoughts about the content of our
virtue terms. On the Aristotelian view, virtues describe the character of one
with just the right amount of concern for some good, where the evaluative
component of the virtue is unpacked in terms of the ‘right amount” of concern
for that good. Failures of character (vices) typically result from having either
too much or too little concern for some good, and virtue is the mean between
these vices of excess or deficiency. To pursue the example of honesty, truth-
telling is a good. Too much concern for truth-telling, however, makes one a
stickler. Being a stickler will make it hard to get along with others, thereby
undermining one’s pursuit of other goods like friendship or wealth. Even worse
than being a stickler, however, is being dishonest, which is an even greater
threat to friendships and trade relations. Even if one could be dishonest but
appear honest (which is unlikely in any event), such a character could never be
a good friend. Thus, anyone who recognises the value of real friendship and the
relative immutability of character will have to admit the value of honesty.

While relativism about value and uncertainty about outcomes can undermine
utilitarianism and deontology as guides to action, virtue terms do not derive their
normative force from asserting that any particular state of affairs is categorically
good. Instead, virtues relate to things that are more-or-less obviously good for
me (and good for you). While there is endless debate about what is ‘really” good,
and what rules if any ‘really’ count as the categorical command of reason (or
even whether there are any such rules), and while these debates are exacerbated
by the various transformations wrought by the computer revolution, there is
nothing mysterious or controversial about the claim that my own safety is good
for me; at least, no-one generally has to be persuaded of such a claim. If T admit
that safety is good for me, then I have a clear reason to manifest some concern
for my own safety, and if I admit that there are other things that are also good
for me, then I have a reason to manifest just the right amount of concern for
safety — no more and no less. That is, I have a reason to manifest courage and to
avoid being rash or cowardly. Instead of endless debate about categorical goods
or uncertain outcomes, a substantive ethics emerges once one identifies the ends
to which one is actually committed. Hence the Socratic dictum, ‘Know Thyself!’
and the Nietzschean imperative, ‘Become Who You Are!’.

At a more practical level, an emphasis on character that starts from one’s present
commitments does not invite overly clever or lawyerly rationalisations of actions
that are contrary to the ‘spirit” of morality. Only a fool would expect (or try to
provide) a rigorous refutation of the whole of deontological or consequentialist
thought in a single paper, but it should be plain that an ethics of character enjoys
very real advantages in the sphere of applied ethics. The virtue ethicist is not
trying to convince anyone to abandon or limit the pursuit of her commitments
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in the name of some abstract notion of the ‘moral law’ or ‘maximum overall
net utility’. Rather, virtues are an indispensable means to success in one’s own
pursuits. Who does one intend to convince with lawyerly and overly clever
defences? Talking one’s self into bad character does the gravest harm to one’s
self, on one’s own terms. When the ultimate judge and jury consist in the values
to which one is already personally committed, the notion of ‘getting away with
it’ loses all meaning. Getting away from whom? Yourself? How could that be a
victory? Once this is understood, the more abstract and theoretical concerns of
moral philosophy no longer stand in the way of applied ethics. This is especially
valuable in the context of professional ethics, since an analysis of the culture
and values that define the profession reveals the relevant commitments (and the
ongoing terms of discussion about them within the tradition), such that ‘Know
Thyself!” becomes a tractable imperative.

As for guiding action, one must not misunderstand the sense in which attention
to one’s own character serves as a guide to action. Sometimes, utilitarian and
deontological ethics have encouraged scholars to mistakenly think that a good
guide to action will churn out a precise list of dos and don'ts. Against this,
and echoing the IEEE/ACM code cited above, Rosalind Hursthouse notes the
absurdity of thinking that ethics can be reduced to a simple algorithm that
can be mastered by ‘any clever adolescent” (Hursthouse, 1991). Ethics involves
reflecting on the nature and meaning of life itself. It is preposterous to suppose
this can be accomplished by simply doing the maths, or that it can be reduced
to one or several simple rules.

Virtue ethics ‘guides action’ by focusing one’s attention on one’s striving to be
the sort of person one wants to be. It asks one to reflect on who one is, and to
evaluate one’s own way of life in light of the sum total of one’s commitments
and values. Of course, not all ways of life can withstand this scrutiny. While
desirable ways of life will ground virtues that form a coherent whole and confer
direction and meaning to one’s life, ways of life that do not imply the classical
virtues are generally incoherent or otherwise undesirable. Acknowledging this
presents one with an opportunity to revise one’s conception of the good life
and to become the sort of person one wishes to become — a person of good
character, on one’s own terms. When a person manifests good character, her
actions flow immediately from her character in a manner akin to instinct or
habit. The ‘spirit” of ethics guides her action, not the letter of the law.

Good character matters in the culture of
computing

Virtue ethics is illustrated by showing how the way of life associated with the
culture of computing generates the virtues while close alternatives do not. As we
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shall see, this analysis makes it clear that those living by the close alternatives
have good reason to adopt the culture of computing instead. As it turns out, the
failure to support virtuous conduct creates serious obstacles to leading the good
life, even if the good life is conceived solely on one’s own terms. In contrast,
the culture of computing does support virtuous conduct leading to a coherent
and defensible conception of the good life. In short, advocates of the values that
define the technological enthusiast will be better able to succeed in the pursuit
of these values if they manifest the virtues of integrity, honesty, courage, and
good judgement.

Integrity is the virtue associated with the right amount of steadfastness in
one’s defining values, goals, and other commitments. Just as the integrity of
a building is given by its structural soundness, the person of integrity stands
firm and true. Being pig-headed, narrow, or stubborn are vices of excess with
respect to steadfastness, while one who is flighty, unserious, or inconstant is
deficient in this good. In contrast, the person of integrity is open to criticism
and will change her course as necessary, but only in light of good reasons and
due deliberation. The person of integrity can be relied on to be who she is in
spite of temptations or distractions. As one slogan has it, ‘Integrity is doing the
right thing even when no-one is looking.” The person of integrity does what she
does because that is what she is all about, not because somebody might or might
not be looking.

For the culture of computing, integrity involves conceiving one’s life as a quest
in pursuit of technological progress and embracing the practices and social
institutions necessary for that pursuit. One does not manifest integrity if one
behaves in a manner that will undermine the success of one’s core projects. In
light of this, teaching new members of the profession to value the profession
itself can be cast in terms of integrity. As scholars of technology routinely
emphasise, and as contributors to Slashdot often assert, technology is a social
endeavour. ‘“Technology consists not only of artifacts and the tools and processes
needed to produce them, but also of the entire social organisation of people and
materials that permits the acquisition of the knowledge and skills needed to
design, manufacture, distribute, use, repair, and eventually dispose of these
artifacts’ (Winston, 2003). Commitment to the technological project therefore
issues in a commitment to the whole set of social institutions presupposed by
that project. Thus, even for a computer professional who starts with nothing
but an appreciation of cool technology, being true to his conception of the good
requires a commitment to, among other things, the profession itself. The virtue
of personal integrity hereby stands behind the IEEE/ACM code’s declaration
that, ‘Software engineers shall advance the integrity and reputation of the
profession consistent with the public interest.
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Less obviously, the integrity of a computer professional also requires
commitment to the wellbeing of end users. After all, they are an indispensable
part of the social milieu of technological progress. This responds to Gotterbarn’s
worry that a puzzle-solving culture does not sufficiently take users into account
(Gotterbarn, 1991). As conceived here, concern for the user isnot an extra burden
for the software engineer but an integral part of the whole pursuit. Gotterbarn
is surely correct to note that those who focus on puzzle-solving are prone to
overlook this. Moreover, the elitism of computer culture tends to exacerbate the
problem by inspiring contempt for the ignorance and irrationality of the lowly
end user. At least for those already embedded in the culture of computing,
however, demonstration of the integral relation between end user satisfaction
and technological progress will do more to address these concerns than any
amount of finger wagging about ‘service’ or ‘public interest.’

Honesty is closely related to integrity. Asnoted above, it is associated with truth-
telling, and it is necessary for trade relationships and friendships of all sorts.
The dishonest computer professional not only brings shame to the profession,
thereby revealing his failure of integrity, but also undermines the general social
circumstances necessary for the creation, implementation, and dissemination
of technological solutions. Hype and marketing are not necessarily dishonest,
even where such communications are not entirely frank. However, when the
vague boundary between hype and fraud is crossed, progress suffers. Similarly,
disseminating FUD (fear, uncertainty, doubt) about a competing product or
announcing vaporware in the hopes that a potential competitor will never
come to market, plainly stands in the way of technological progress. The whole
point of these practices is to protect or gain a market advantage that is out
of proportion to the merits of one’s technology, and that plainly subverts the
market’s ability to adjudicate competing technologies in favour of the best
solution. This analysis helps the new professional to understand why such
dishonest actions are rightly denounced in the IEEE/ACM code, helping to flesh
out the ‘spirit” of the code.

Courage is also a virtue of the good computer professional. The willingness to
embrace innovation and change is not characteristic of the coward; nor does
one who is over concerned with safety submit beliefs and ideas to the rough
and tumble of rational debate. On the other hand, the rash inventor or engineer
will tend to make sometimes-tragic mistakes and, therefore, fail to advance
technology. In geek culture, success requires real courage. In the day-to-day
affairs of the good computer professional, courage reveals itself in standing
up for one’s ideas while submitting them to rational scrutiny. In more extreme
cases, the computer professional may need the courage to blow the whistle or
walk away from a project that directly or indirectly conflicts with the integrity
of the profession. For example, a database of medical records that is deficient in
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security undermines the advance of technology, since any harm to the public
will engender fear of similar projects in the future. Especially when money is
tight or when managers do not comprehend the possible consequences of shoddy
work, it can take real courage to maintain one’s integrity and the integrity of the
profession.

After integrity, good judgement may be the most important of the virtues since,
without good judgement, the other virtues cannot be relied on to secure one’s
goals. If one mistakes technology for the gadgets it produces, or if one does
not accurately foresee how a project might advance or undermine the goal of
technological progress, then one’s bad judgement will undermine one’s integrity.
Good judgement is difficult to characterise without circularity; one cannot
merely describe good judgement in terms of getting right results, since that
would leave evaluations of character hostage to fortuitous outcomes. Instead,
good judgement needs to be conceived in terms of a method for arriving at
right answers, and this suggests having the right amount of concern for both
rational rigour and educated perception in fixing belief. Reasoning that is
shallow, narrow, or short-sighted will not advance technological solutions, and
may actually retard the progress of technology. On the other hand, pessimistic
scepticism is directly contrary to the ethos of innovation and progress. To avoid
either extreme, the good computer professional needs to develop a fine aesthetic
sensibility for good design and a habit of working out problems through rational
debate within a wider community. Fortunately, the resources of good judgement
are at the very heart of geek culture’s embrace of rationality situated in a critical
community of debate and justification.

So it seems that the classical virtues can be grounded in the values of geek
culture. While our discussion has only addressed a handful of the classical
virtues, and only in a cursory way, it should be clear how further discussion
might proceed. In general, once one has uncovered a set of values and beliefs
sufficient to ground a way of life as a quest, showing how the virtues emerge
from such a way of life is a trivial matter. Success in any quest will require
integrity, and integrity will demand coherence and richness in one’s conception
of the good such that honesty, courage, good judgement, and the other virtues
more or less immediately follow.

To see this, it helps to contrast the way of life of the good computer professional
with close alternatives. For example, consider the way of life of the ‘script kiddie’.
Folks who get their kicks out of exploiting online security vulnerabilities may
have a lot in common with computer geeks, and their actions may be dimly
inspired by the same cultural background. It is clear, however, that script
kiddies lack integrity. As the term ‘kiddie’ suggests, these people do not have
the technological sophistication to really understand what they are exploiting.
This reveals that they are not motivated by the technological aesthetic, at least
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not in any mature form. Instead, they seem to be operating on the same base
motives as common vandals. Getting kicks from destroying things fails, not only
in terms of geek culture, but on its own terms. The purely negative aim of
destruction depends for its meaning on the work of those who create what is
to be destroyed. But without some positive agenda, it is impossible to conceive
one’s life as a quest for something, or to evaluate one’s progress with respect to
what is valuable. Because their actions are entirely parasitic on the discoveries
and creations of the geek community, the way of life of the script kiddie has no
intrinsic meaning, and will fail as a way of life. Much the same can be said of
‘crackers’, who make it their business to defeat intellectual property protections
and distribute expensive software packages without compensation for the
authors. While this may require some technical knowhow and sophistication,
‘crackers’ are nonetheless parasites on the body of good computer professionals.

These failed ways of life might be contrasted with the info-terrorist or
technological civil disobedient. Those who conceive themselves as fighting a
guerrilla war against the perceived injustices of intellectual property rights,
dangerously sloppy computer artefacts, or even the whole technological
worldview might very well be on a quest. Indeed, they might even defend their
actions in terms drawn straight from computer culture. ‘Information wants to
be free,” they might say, or, “We exploit security flaws in technology in order to
reveal them and make the technology better’. These attempted justifications of
unethical conduct reveal a commitment to the values that guide the computer
profession itself, and the debate is now simply about means. The consensus view
among computer professionals is that civil disobedience is not the best means
for advancing technology. For those who oppose the hoarding of intellectual
property, participation in the creation of Free Software alternatives like Linux
or OpenOffice is a more constructive and rewarding path. Security flaws can be
revealed without handing the exploits over to script kiddies. The justifications
of technological civil disobedience are either short-sighted or they reveal an
arrogance with respect to the considered judgements of the profession and
computing culture. Either way, they reflect bad judgement.

More dangerous and troubling are those who do not embrace technological
culture, but who use technology as a means for other ends. Technology creates
powerful tools that may be put to immoral or selfish purposes. With technical
skills, con artists and other thieves can perpetrate crimes of a scale and breadth
that was previously unthinkable, while maintaining an invisibility or anonymity
that conceals the perpetrator or even the crime. Clearly, such crimes constitute
real obstacles to the advance of technology, and it is the responsibility of the
computing profession to mitigate the risks posed by those who would misuse
technology. Clearly, these behaviours are not an expression of geek culture.
Showing the ethical bankruptcy of the base hedonism that usually motivates
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these alternatives to computing culture is relatively straightforward. How can
the hedonist, the con artist, or parasite conceive of life as a quest? Answering
this question is beyond the scope of this essay, but the analysis here should
indicate how reflecting on the role of character and integrity in pursuit of the
good life already sketches the case to be made against those who would misuse
technology, even as it fleshes out the spirit of those who create and discover it.
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8. Informed consent in information
technology: Improving end user
licence agreements
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Information technology suffers from a distinct lack of care with respect to
adequate informed consent procedures. Computer users are commonly asked to
consent to various things that could threaten their personal identity, privacy,
and property, yet little care is taken in assessing whether the consent is truly
informed. Some software even takes advantage of the confusion rife in informed
consent procedures in order to install otherwise unwanted software on users’
computers (such as adware or spyware). End user licence agreements (EULAs) are
a common example of these poorinformed consent procedures, which have their
basis in the inappropriate use of medical informed consent procedures, instead
of being based on concepts that have been developed specifically for IT. In this
paper, I outline some of the problems that need to be overcome in informed
consent in IT, and present a more appropriate theory for informed consent
(based on the Manson and O’Neill waiver of normative expectations theory).
I will then look at some current and recent suggestions for improvements or
practical implementations of mechanisms to deal with informed consent. Then,
in the third section, I will firstly identify the normative expectations, establish
a communication framework, and then suggest an agreement mechanism that
greatly improves the potential for informed consent decisions for EULAs.
Examples will be used to illustrate the process, but will not cover the details
of the actual legal agreement. It will, instead, focus on delivering the content
of this agreement in a way that improves the user experience and focuses on
changing the approach for informed consent in EULAs. Finally, I demonstrate
two models that show examples of practical implementation of these concepts
and make some conclusions about their feasibility.

The problems

The problems we wish to solve in this chapter are those of informed consent in
EULAs. Currently they focus on a disclosure and effective consent approach to
informed consent: an EULA will (usually) be presented as a text box containing
a large amount of legal text, with a scroll function to enable reading the entire
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document. Typically, a check box is placed at the bottom of the window that
the user is required to tick if they have read and understood the agreement,1
after which, if the response is positive, the software will install. An example is
given in Figure 1.

iF Microsoft Office XP Setup

Microsoft Office XP Professional with FrontPage

End-User License Agreement

To continue with Office installation, you must accept the terms of the End-User License
Aagreement. To accept the agreement, click the check box below.

END USER LICENSE AGREEMENT FOR MICROSOFT SOFTWARE. ~

IMP ORTANT-READ CAREFULLY: This Microsoft End-User License
Agreement ("EULA") is a legal agreement between you (either an individual
person or a single legal entity, who will be referred to in this EULA as
"YTou") and Microsoft Corporation for the Microsoft software product that
accompanies this EULA, including any associated media, printed materials
and electronic documentation (the "Software Product"). The Software
Product also includes any software updates, add-on components, web
services and/or supplements that Microsoft may provide to You or make
available to You after the date You obtain Your initial copy of the Software
Product to the extent that such items are not accompanied by a separate
license agreement or terms of use. By installing, copying, downloading,
accessing or otherwise using the Software Product,
m. f You do not agree to the terms of this EULA, do

RSt e e e it

v

[RURECTRRFORE SRR I 7 U R (L [

[C]1 accept the terms in the License Agreement

Figure 1: Microsoft Windows XP Service Pack 2 EULA screenshot

Source: http://www.microsoft.com

This disclosure approach makes no attempt to check to see if the user understands
the agreement, often contains ‘hidden’ text (text deep within a long agreement
that users would not generally read) that allows the software to perform tasks
that may not be acceptable to the user, such as pop-up advertising, or which
would violate the expectations of the user, such as privacy or security issues.
These sorts of agreements are also prevalent in everyday use of computers,
since each piece of software installed will generally require consent to an
agreement similar to the one illustrated above. Typically, computers will have a
number of pieces of software installed, which means that users have to consent
to many such agreements. This process is repeated, often to the point where
users know that it will be tedious to read all the material and skip through the
stages without concentrating on the detail of the agreements. This ‘numbness’
is a serious problem that needs overcoming before we can claim to have a good
informed consent procedure.

1 Whether or not they have read the agreement, ticking the box entitles the requester to assume it has been
read and understood.
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Thus, we have two sets of problems: one being the content of the agreement, and
the other the display of the agreement (and acceptance mechanism). The content
of the agreement, mostly legal text, is difficult to read, difficult to understand
and, in some cases, almost deliberately obscure in order to dissuade users from
reading it or to make it ambiguous in its meaning. The display of the agreement
does not encourage a thorough reading of the agreement, even if it were easy
to read, with the tiny text box holding thousands of words of text, often in
all-capital letters, which can be difficult to read and comprehend. The consent
mechanism in place (sometimes ticking a box, many times simply clicking ‘I
agree’) is rudimentary at best, but coupled with the poor quality of the licence
display, it is insufficient for the consent process to be considered informed. In
order for this to improve, either the agreement mechanism needs to be changed
(the more difficult route, since it could require some sort of randomness such as
changing button locations to be introduced so that a new numbness’ doesn’t
eventuate), or the preceding communication framework (detailing the contents
of the agreement) needs to be improved (a more attractive route, since it would
more easily fit within the current paradigm, giving a much better cost-benefit
ratio), or both.

The theory

The current theories used for informed consent in the medical and research
fields comprise theories based on autonomy such as Faden and Beauchamp’s
autonomous authorisation and effective consent models, or the general
autonomy-based theory of Appelbaum et al (1987), yet both are insufficient
(as is obvious from the current practice) for use in IT due to the high levels
of expertise and face-to-face discussion interactions that need to take place in
order for fully informed consent to take place. The current approach used for
informed consent in IT is more closely aligned to the Faden and Beauchamp
effective consent model than an autonomous authorisation approach or that of
Appelbaum’s.

The effective consent model involves sets of policy rules that aim to regulate
the consent-seeker in order to protect the consenter. It does this by utilising
disclosure and competence tests that conform to a legal or generally accepted
standard framework suitable for the context. It often uses appeals to autonomy
as its justification, but requires little evaluation of any sort of autonomy on the
part of the consenter (Faden & Beauchamp, 1986). This is particularly obvious
in the case of EULAs which default to a de facto standard that was developed
by the same set of people who also commonly act as the consent-seekers, or
are closely aligned with other consent-seekers, and thus are more interested
in providing the bare minimum for legally sufficient informed consent so that
they are protected from liability. In doing this, they present a bare-boned
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version of effective consent, which centres on disclosure yet provides almost no
competence testing. This is an unacceptable approach for informed consent in
EULAs, since it offers almost no attempt to inform the user of simple disclosure,
which, as discussed, is presented in such a way that it is almost always ignored.
This definitely benefits the consent-seeker over the consenter, and shows the
need for an overhauled informed consent system for EULAs. On a theoretical
level, it shows the need for rethinking the approach to informed consent in IT,
since the situations found in IT are very different from those in the medical and
research fields. T have therefore adopted Manson and O'Neill’s objections to the
basis of informed consent on justifications of autonomy, and their revised theory
that relies on the establishment of informed consent as a waiver of normative
expectations.

Informed consent as waiver shows how the identification of normative
expectations, coupled with a good communicative transaction framework,
can improve informed consent procedures in computing situations. Choosing
normative expectations needing to be waived restricts the scope of the informed
consent procedure to the values considered important by the users of the
software, rather than the more abstract and idealised values of the autonomy-
based theories. A good communicative transaction framework allows for more
direct disclosure of information that is relevant and accurate, rather than a
general full disclosure that could easily flood the user with too much information,
resulting in a confused or ignorant decision rather than an informed one.

The practical implementations and improvements discussed in this paper aim to
not only provide an example for the application of the above theory, but also to
demonstrate ways of overcoming developer and vendor apathy toward change.
It does this by recommending a third-party mediation group that handles the
development of new EULAs through an easy-to-use interactive interface. This
group would provide a modular licence builder for simple and standard licence
agreements waiving common normative expectations. These expectations
would be standardised into language that can be easily understood, yet legally
enforceable.

Some recent suggestions for improvements
and practical implementations

The problem of informed consent in IT is not a new one. There have
been several suggestions for improvements, including some user-tested
implementations of these recommendations, such as with cookies in the Mozilla
web browser (Friedman et al, 2000, 2002). Here I will look at some suggestions
and implementations of solutions for the problem of EULAs, as well as some
suggestions for how to encourage uptake and use of a revised system. These
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examples were found through an extensive Internet search for suggestions
for solutions to this problem (such as editorials calling for changes to EULAs),
as well as actual solutions that have been developed (software, development
frameworks), along with tools used for similar areas (such as copyright and fair
use, certification for privacy or security) with the analysis concentrating on the
benefits and limitations of each proposal or solution to the particular problem
of informed consent in EULAs. Any proposal or solution that showed any sign
of motivating improvements to EULAs (such as EULAlyzer) or informed consent
decisions by users (such as Creative Commons, TRUSTe) was examined. Also
discussed are the potential ways in which a trusted, third-party medium could
enter the picture in order to attempt to regulate and standardise a system of
licence agreements to make it easier for users to give more informed consent
decisions.

The ‘Pure Software Labelling Act’

Simson Garfinkel compares the current situation with spyware and adware with
the problems of patent medicines before the United States” Pure Food and Drug
Act of 1906 was passed (Garfinkel, 2004a). With the introduction of the Pure Food
and Drug Act, ‘... with the knowledge of what they were to ingest, consumers
were able to identify and avoid (if they wished) consuming potions that were
“habit forming”’. Garfinkel claims that this could be a useful way to approach
the problems of ‘overly- broad and turgid click-through licence agreements’
(Garfinkel, 2004a). Garfinkel specifically suggests using icons on a label at the
top of licence agreements, and in other visible places, such as on install screens
and in the Windows ‘Add or Remove Programs’ area of the operating system
user interface. Software that displays such icons is not necessarily engaging
in user-hostile practices, but the aim is to make it easy for consumers to easily
identify which software displays which behaviour.

The icons he suggests are shown in Figure 2. They cover a few possible issues
that users encounter in software, and which could be considered violations of
normative expectations.

Hook \ Modify Monitor Pop-up

Hooks itself so that it > Modifies your comput- Monitors what you are Displays pop-up

runs at boot. er's operating system. doing even when not the windows, even when
active application. not active application.

Self-updates = Dial — | Sticky &, |Remove

Downloads code from Can dial a phone Cannot be uninstalled. . Application allows others
the net that could (and spend your money!) to remote-control your
change its behaviour.* computer.

Figure 2: Label icon suggestions by Garfinkel (2004a) for software licence
agreements

Source: Garfinkle, 2004a
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One of these issues is software that modifies the operating system, usually to
access pieces of hardware by installing drivers, or to access some of the lower-
level functions of the operating system, such as manipulating the system
memory used by other applications. Another is the issue of monitoring, such as
in the example of keystroke logging, where a piece of software keeps a record
of every keystroke made on the keyboard (this is often used by malicious
software aiming to access usernames and passwords to websites and other
services and information contained in private files), or software that tracks
what websites the user visits from their web browser. Pop-up windows are also
addressed, as is software that downloads updates for itself ‘that could change
its behaviour’. Although diallers have become outdated, since many Internet
connections are no longer directly through a phone line, they used to be a major
issue, because the software would hijack the phone line and make expensive
phone calls (often overseas!) without the knowledge of the user. Another issue
Garfinkel recommends highlighting is the problem of software running at
start-up. Software that loads its core functionality when the computer starts
up appears to load faster when the application icon is later clicked by the user,
but, ultimately, it makes the computer run slower, even when the application is
not being used. When many applications use this functionality, the slowdown
becomes noticeable, especially when the computer starts up. Also, software that
allows others to control the computer remotely (I believe the intention of the
author is to call that label ‘Remote’ rather than ‘Remove’), such as with the
popular software program called VNC, often used in company technical support
situations, and software that does not allow itself to be easily uninstalled would
get their own label under Garfinkel’s scheme.

One requirement of Garfinkel’s idea is that the labelling be mandatory and
legislated by government. In this he appeals to the Pure Food and Drug Act's
success in giving people the knowledge of a food product’s ingredients in order
to effect changes in peoples” decisions regarding their consumption of food items.
Such mandatory labelling would also cause companies to change the inclusions in
their products, in response to public acceptance or rejection of those inclusions.
At any rate, Garfinkel’s idea is worth considering, given not only the success of
the Pure Food and Drug Act, but the appealing nature of labelling things simply.

The benefit of this sort of system lie in the fact that it would be immediately
obvious what norms would potentially be violated should the user install the
software. A standard set of icons for the label would be available for software
manufacturers to describe the activities of their software, and an external group
would have jurisdiction over the use (and misuse) of the labels. It would have
the potential, if fully enacted as Garfinkel proposes, to change the behaviour
of software manufacturers, that is, some mechanisms would no longer be used
because they would be considered detrimental if obviously part of the software
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(such as pop-up advertising or hijacking the telephone line). Overall, users
would have significantly more control over their software through market force,
and would appreciate the easy way to determine what sort of behaviour is
intrinsic to their software.

Of course, there are (somewhat unfortunately) obvious problems with this
approach. For one, unlike the importation and buying and selling of food and
drugs, software is not physically restricted within a particular jurisdiction. The
availability of software on the Internet makes it difficult to require mandatory
labelling, since software companies could easily set up in a location that doesn’t
require this standard, especially companies that rely on expectation violations
to make money, such as advertising software companies. The market forces at
work here mean that there is a lot of momentum required to change procedures,
since markets only improve products under competitive conditions. This doesn’t
make the idea unviable, however, because ideally the companies that work out
of that jurisdiction would be able to establish that use of the labelling system
would have advertising, and therefore revenue, merit as well as inherent moral
worth. This sort of marketing strategy could improve both the company brand
and the view of the licensing scheme, with a labelling culture eventually seen
as a competitive status symbol.

Garfinkel points out another issue, in that it would be difficult to decide what
sorts of potential expectation violations should be labelled.

The more information required on the label, the more expensive it will
be to produce, and the less likely that consumers would be to actually
pay attention to the information. Any regulatory body implementing
this policy will need to avoid icon creep — having 23 different icons on
each piece of software won't serve the needs of consumers, it will just
cause confusion. (Garfinkel, 2004b)

This is an important point, and one that would have to be dealt with
comprehensively, since it is clear that there would not only be potential creep
but also the requirement to deal with old and outdated labels as well (such as in
the case of the dialler).

This could be overcome, however, by developing icons that can encapsulate at
least the essence of the issue, thereby allowing users to acquire a reasonable idea
of the software contents. This would still be preferable to the computer user
having to wade through 5000 words of legalese, as is the current expectation.

Overall, Garfinkel’s proposal is an interesting approach to solving the problem
of difficult-to-read licence agreements. Unfortunately, it is unlikely to work in
its current incarnation, since there is little momentum behind it (little active
advocacy or any real attempt to institutionalise it) and it requires government
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legislation to be fully effective, which requires lobbying and probable industry
backing, or other critical mass elements. It also ideally requires global acceptance
and institution in order to become the dominant culture in the Internet-enabled
market. This problem, as well as some of the other limitations discussed above
shows that, although this idea does not fully solve the informed consent
problem, it certainly is a step in the right direction.

StopBadware

StopBadware is a database of known ‘badware’ (such as Trojan horses,” or viruses
that exploit web browser vulnerabilities) and badware-serving websites. Some
large companies and popular software, such as Google and Mozilla Firefox, use
this service to help protect their users against malicious software.

StopBadware is not specifically aimed at improving informed consent, but it
provides a service that shows how dissemination of information about the
importance of informed consent in IT situations can be achieved and, ultimately,
identify improvements to the quality of software to help to improve informed
consent. StopBadware’s mission statement declares that they are ‘... committed
to protecting Internet and computer users from the threats to privacy and
security that are caused by bad software’ (StopBadware, 2008b). They do this by
maintaining a database of badware, that is, software that violates their guidelines
for good software design. In general, their definition of badware is this:

An application is badware in one of two cases:
1. If the application acts deceptively or irreversibly.

2. If the application engages in potentially objectionable behaviour
without:

* First, prominently disclosing to the user that it will engage in such
behaviour, in clear and non-technical language, and

* Then, obtaining the user’s affirmative consent to that aspect of the
application.’

(StopBadware, 2008b)

There are specific references to informed consent within the guidelines, with
StopBadware requiring applications to disclose the installation, origin, function,
and any potential ‘unexpected or unwelcome’ behaviour of the software, and
then seek consent for these. This, indeed, is a very specific example of Faden

2 Malicious software that ‘hides’ inside legitimate-looking software, installing invisibly when the legitimate-
looking software is installed. The ‘rootkit” is also a type of Trojan horse.



8. Informed consent in information technology: Improving end user licence agreements

and Beauchamp’s effective consent model, that is, the requirement of disclosure,
and then the consent to the terms disclosed (although there are no tests for
understanding on the user’s behalf). It is with this in mind that I discuss this
example because, although it has a large amount of focus on informed consent,
it doesn't actually take any steps to improve the current flawed consent model.
Instead, the StopBadware model simply requires an EULA and privacy policy to
be present and ‘written in as understandable a manner as possible’.

Thus, I use this example as a general illustration of how a better model of
informed consent could be instituted: the StopBadware database of badware
is highly regarded and successful, and the organisation has some powerful
industry backing, with the likes of Google, Mozilla, PayPal, AOL, VeriSign,
and Trend Micro among its partners. The reason it is so successful is because
of its integration into Google and Mozilla Firefox. By accessing Google, the
most popular Internet search engine, and Mozilla Firefox, one of the more
popular web browsers, many users encounter the work of StopBadware. The
StopBadware process works as follows: if a website is reported to StopBadware
as distributing (knowingly, or unknowingly due to being hacked, for example)
badware, its details are entered in a database which is checked by Google before
it displays Internet search results. Google then displays a warning to the user
before the user clicks through to the reported website, stating that ‘this site
may harm your computer” (Google, 2008). Firefox will also display a warning
before loading the website (StopBadware, 2008a). Because companies rely on
Google placement in search results, the detrimental effect of having a warning
placed on their website impacts their business, and thus effects change in their
behaviour. StopBadware has a ‘clearinghouse’ of many software applications
and websites that have improved as a result of this (StopBadware, 2008b).

This shows that there is certainly a way to encourage software vendors and
manufacturers to change their behaviour without legislative requirements or
the need for a critical mass. Instead, social pressure can be placed on companies
through negative publicity, with companies eager to be determined suitable for
exclusion from the badware list. StopBadware, Google, and Firefox thus have a
significant ability to effect change and, although they mostly target dangerous
software, they also require that software display certain positive behaviours
through disclosure of information through an EULA and/or a privacy policy.
This could potentially go further by requiring certain ways of displaying
agreements and policies, or including a labelling scheme similar to Garfinkel’s.
It should be noted, however, that excessive regulation could be detrimental to
the project, or that this could be seen as an abuse of power (to negative effect) or
as a ‘slippery slope’ to other requirements for warning-free display on Google or
Mozilla Firefox. So long as it is simply a warning and not a complete restriction
mechanism, the potential good should outweigh the slight inconvenience
for non-conforming software websites. Overall, it is a considerably effective
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delivery mechanism for protection of users from potentially dangerous software
on the Internet, and could be used for further improvement of informed consent
procedures beyond immediate jurisdictions.

EULAIlyzer

EULAlyzer (Javacool Software, 2007) is a piece of concept software that takes any
EULA and analyses it for particular words and phrases considered ‘interesting’.
These include words and phrases involving advertising, third parties, changes
that may be made without notifying the user, or privacy information. When a
user installs a new piece of software, they can use the EULAlyzer software to
copy an EULA into the analysis tool, which EULAlyzer scans for terms of interest,
displaying the results in a window for the user to easily scan through the pertinent
phrases and work out if they are important. A screenshot of its operation can
be seen in Figure 3. In this figure, the software licence agreement for Download
Accelerator Plus (SpeedBit, 2008) has been analysed. In the upper screen, a list of
suspect text is shown (‘Flagged Text’); this shows the word as well as the context
of the word as it appears in the EULA itself. The user can then click on the green
arrow beside it to go straight to the pertinent spot in the EULA on the bottom half
of the screen, where they can read more of the surrounding text. The ‘interest
level” shows how likely it is that the user would be interested in those pieces of
text. I found that gauge unhelpful, since I was interested in seeing what all of the
flagged text was, rather than selectively looking at or ignoring other phrases. The
user interface screen for choosing the EULA to read was a difficult to use, since
the window of the EULAlyzer couldn’t be resized easily and the program requires
the user to drag an icon from the EULAlyzer program to the text box of the licence
agreement on the installation screen of the software in question.

The difficulty of dragging the icon and completing the procedure is likely to
be discouraging for users of the free version of the program. Since the point
of such a program would, ideally, be to encourage use and therefore improve
understanding and knowledge of the contents of EULAs, the free version of
EULAlyzer is not the best solution to the problem of EULAs.

There is a more advanced version of the software (which requires payment;
the simpler version is free) that runs continuously in the background, and
analyses any licences that the user encounters when installing software. This is
much easier to use, since the user doesn’t have to open the program to run the
EULA through it each time that they install software (which would mean they
could easily become lazy and not bother to actually do it). It also only runs on
one platform (Microsoft Windows) and this limits its usefulness. It would be
beneficial if this, or a similar program, became standard on all operating system
platforms, but, as it is, it is simply a niche market application that appeals to the
more privacy and security-conscious computer users.
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(@ EULAlyzer I LJ':.;
E U LAIyzer Personal

e () License Agreement Analysis *Submit Online* I [ < Back ]

EULA Interest ID: 864-1D
Analysis Results
. Flagged Text Interest Level Goto ~
Statistics = =
[# Advertising ‘E
# Promotional Messages
Saved EULAs B |
third party IIT 5 J
...has no responsibility to you or to any third party for) any breach of your obliga...
Settings third party - ) IEITIDs J
...has no responsibility to you or to any third party for) any Content that you crea...
third party IIEITIDs J
EULA-Watch v arant ar nirnart e arant ta any third narky any rinhte ar immionitiss nndar

License Agreement Text
Google Chrome Terms of Service -

These Terms of Service apply to the executable code version of Google Chrome. Source code for Google A
Chrome is available free of charge under open source software licence agreements at
http://code.google.com/chromium/terms.html.

Details: The license agreement above has a high calculated Interest ID. ‘:’

It's extremely long, and there were a high number of detected

‘interesting' words and phrases.

Figure 3: A screenshot of EULAIlyzer, showing some analysis results

Source: http://www.javacoolsoftware.com/eulalyzer.html

EULAlyzer is essentially a patch approach to the systemic problem of informed
consent in EULAs and, although it is useful, it doesn’t attempt to change the
poor behaviour of companies, but simply provides an option for users who are
concerned about their computer and data’s welfare. Since it is also analysing
the EULA documents by scanning for certain words, it could also ultimately
be a reasonable expectation that software wishing to avoid clauses being
flagged by the analysis could rewrite their EULA to use words that do not
trigger an alert in the software. EULAlyzer would then give a false sense of
security, and could ultimately be more dangerous than not having the analysis
tool at all.

TRUSTe

TRUSTe is an independent body which provides a service certifying that a
website or other Internet service (including email lists), or software conforms
to their best practices with regard to privacy. I am interested in the ‘Trusted
Download Program’, since TRUSTe makes the claim that, with their certification,
the software cleared by the program has been proved to be spyware free, and
that they can ‘build [their] reputation and increase consumer confidence’,
‘open doors to major advertisers and partners’, ‘reassure distribution partners
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and increase downloads’, and ‘join the only industry-recognised safe-software
whitelist” (TRUSTe, 2008b). TRUSTe go on to state that the software certified
by them ‘directs software distribution opportunities and advertising dollars to
programs and affiliate networks that respect consumer choice’. Essentially, it is
a middleman between software companies and advertising companies, with a
degree of respectability brought on by the standards that they require of the
software, which provides a certain exclusivity. The requirements of software
for compliance with the program are for ‘transparent distribution practices’,
‘clear disclosure and informed consent prior to download’, ‘clean uninstall’ and
‘respect for the end-user’ (TRUSTe, 2008b).

The organisation has close ties to advertising companies and download websites
that subsist on advertisements (through both adware and website advertising)
for their income, which raises questions as to their integrity. They do, however,
have a very comprehensive list of specific policies that the software must abide
by (and be subject to audits on), and the penalties are reasonable (consisting of
being removed from the program, possibly with public advertisement). They also
have strict requirements for EULAs and consent, including that on installation,
the software displays a primary notice of functionality that could impact the
user, and that an EULA (or opt-out mechanism) is ‘insufficient for providing
such notice or obtaining consent’ (TRUSTe, 2008b). These are, for the most
part, excellent policies, however, looking at the published ‘whitelist” (TRUSTe,
2008a), there are a large number of questionable pieces of software, especially
the advertising and tracking software listed, which includes some software with
particularly questionable activities. One such example is the software WhenU
Save/SaveNow, which is listed as generally unwanted adware by many anti-
malware programs (Healan, 2005), and which is often packaged as a third-party
piece of software along with other ‘free” software, such as the aforementioned
screensavers or movie players. Perhaps TRUSTe’s for-profit status, and reliance
on companies to pay subscription fees to display the certification seals, means
that it needs to form working relationships with these companies in order to
work out any potential difficulties rather than simply offering the service as a
simple ‘tick or cross’ system. According to Hansell (2008), TRUSTe has a record
of questionable toughness on its clients:

. it does not always tell the public if it discovers violations of its
principles, even if the violations are so egregious that it kicks a site
out of its program. Last year, it ejected three of the 1500 companies in
its certification program, and three more chose not to continue because
their business models no longer complied ... The organisation declined
[-..] to name those six companies, saying it only makes public cases of
‘blatant violations with probable consumer harm’.
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It also encountered image problems with its approval seal for certified websites
being targeted in cross-site scripting attacks, which allowed spamming
websites to illegally display the image in order to lull the consumer into false
confidence about its activities. Worse, these attacks tricked the TRUSTe server
into confirming these websites as legitimate, thus misleadingly approving
them. This was more destructive than a simple re-using of the seal image to
instil a false sense of security in users, because it returned results that said the
use of the seal was legitimate (Wagstaff, 2004). This problem undermined the
system for TRUSTe and, although the issue was resolved, it was damaging to
their image as a trusted third party. A similar issue occurred when the lists of
TRUSTe-certified websites was correlated with McAfee’s SiteAdvisor, a service
that tracks websites that have viruses or other problematic exploits, and there
was a number of TRUSTe certified sites on the SiteAdvisor list. This, too, was
problematic for TRUSTe’s image, since its aim is to certify a website as free of
these sorts of exploits and viruses (Leyden, 2006). While these problems are not
unique to a service like TRUSTe, the fact that their auditing process was flawed
is of note, since it would seem obvious that a website operator could set up a
site that conforms to the TRUSTe guidelines then, using the respectability that
comes with the TRUSTe label, gain trust of its own. The operator could then
start to take advantage of that trust by introducing viruses or exploits on the
site, taking as much advantage of it as possible before TRUSTe investigated the
breach of its policies.

This sort of approach is attractive to software companies that are engaged in
creating and promoting software that requires more credibility than usual:
makers of advertising software or software that includes some other feature
which may be considered unwanted or violating major expectations of a
user, such as a keylogger or a client for a remote access server. These sorts of
applications already have a certain stigma associated with them; recognition by
a service such as TRUSTe is one way to gain respectability. Thus, it seems that it
is unlikely that this sort of approach will eventually encourage a critical mass of
software manufacturers, since many, like Google, like to at least claim to ‘keep
good company’ (Google, Inc., 2006), and not taint their brand with association
with these companies and their software.

This is not to say that all third-party certification is a bad thing: becoming
certified as conforming to ISO standards or Hazard analysis and critical control
points HACCP standards for food safety, for example, is widely regarded amongst
the relevant industries. TRUSTe, unfortunately, does not have the reputation
of these standards organisations. Ultimately, a reputable, third-party standards
organisation can enhance the reputation of software, but, until standards are
developed that are well-balanced and focus on identifying values and setting
up frameworks for dealing with user and company expectations, this remains
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a problematic process. The guidelines discussed here could be used to develop
such a framework for independent, third-party standards assessment, and could
be used as the ethical basis for a legal regulatory framework that would support
such a standards organisation.

Creative Commons

Creative Commons is a non-profit organisation that provides licences for use
of creative works; licences that span a variety of different restrictions and
freedoms in an easy-to-access model allowing users to easily licence their work.
Their work is based on the idea of a ‘commons’, ‘resources that are not divided
into individual bits of property but rather are jointly held so that anyone may
use them without special permission. Think of public streets, parks, waterways,
outer space, and creative works in the public domain’ (Creative Commons,
2008b). Thus the licences allow the holder to retain their copyright, but allow
people to distribute, modify, and/or copy the work, providing that due credit is
given (depending on the specifications chosen by the user).

The website allows users to choose a licence after answering a series of questions,
such as whether to allow commercial uses or modifications of the work, and the
jurisdiction of the licence, and then presents it simply, as is illustrated in Figure 4.

Note the use of icons, similar to the type Garfinkel proposes, to allow for an
easier understanding and a more immediate recognition of the requirements of
the licence. The standardisation of the licences, too, makes it easy for people
wanting to use the work to know what requirements they need to fulfil. The
third-party nature of the Creative Commons organisation means that it is not
simply acting on the copyright holder’s behalf, but has sought to make the
licences and licence procedures understandable and fair to the user.

Another positive side to the Creative Commons approach is the easy-to-use
form. Within a few minutes, a copyright holder can have a socially acceptable
licence drawn up that has a solid legal foundation. This independent, non-profit,
unbiased third party runs from donations and is part of a grassroots advocacy
organisation with a large support network (Creative Commons, 2008a). In this
way it has attracted many of the newer websites, particularly social networking
and media sites such as Flickr, Google, Yahoo! (Creative Commons, 2008b) and,
with them, many users of the Creative Commons licensing system. With this
large industry backing, Creative Commons is a good case study for reasonable
ways to approach change in culture within the IT industry.

Although there is the potential for misuse of the Creative Commons labels,
similar to the issue face by TRUSTe, because the use is within copyright and
contract law, misuse could be opposed by legal action. The situation is different
with TRUSTe, which has no legal backing beyond striking a certificate from
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its list. What Creative Commons does differently is not simply act as a third-
party auditor, but provide a service with which users and companies can create
licences with which to claim their own legal rights.

It is with this in mind that I move on to my recommendations for practical
implementation of informed consent reform within EULAs.

You are free: *

to copy, distribute, display, and perform the work

to make derivative works

Under the following conditions:

® Attribution — You must give the original author credit.
@ Non-Commercial — You may not use this work for commercial purposes.

With the understanding that:

Waiver — Any of the above conditions can be waived if you get permission from the copyright holder.

Public Domain — Where the work or any of its elements is in the public domain under applicable
law, that status is in no way affected by the licence.

Other Rights — In no way are any of the following rights affected by the licence:

e Your fair dealing or fair use rights, or other applicable copyright exceptions and limitations;

e The author's moral rights;

* Rights other persons may have either in the work itself or in how the work is used, such as
publicity or privacy rights.

Notice — For any reuse or distribution, you must make clear to others the licence terms of this work.

Figure 4: An example of a Creative Commons license, with simple
icons and explanations: The licence illustrated here is the Attribution-
Noncommercial-Share Alike 2.5 Australia licence

Source: Creative Commons, 2008

Recommendations for practical reform of EULA
informed consent

Having analysed the current approaches to dealing with informed consent
issues in IT, it is clear that there are several different ways of, firstly, appealing
to the industry and, secondly, making these consent issues meaningful for
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both users and manufacturers, thereby improving the overall level of consent.
TRUSTe and Creative Commons are (currently) both non-profit organisations,
yet one attracts a particular market (software requiring certification in order to
gain a certain amount of respectability), whereas the other has a much wider
base, with a highly respected group of industry links that use their system, and
considerable respectability attached to it. The difference between them is that
one requires end-user trust in the label and protection of that label, whereas
the other requires trust in the system in order to obtain a legally backed and
protected label. It is obvious, also, that a common suggestion for improvement
of ease-of-use for users of such systems is by employing icons to allow for easier
identification of important information. Also important are ways for industry
to incorporate the system into their own systems, such as StopBadware and
Google’s approach to improving consumer awareness of potentially dangerous
websites. It is obvious, too, that there needs to be a more basic approach than
the EULAlyzer, which works to reform the system rather than simply deal with
it as it is.

In this way I propose an EULA system by which a genuinely independent,
third-party, non-profit organisation establishes a set of standard agreements,
in a similar way to the standard licences from Creative Commons, coupled with
an iconic labelling system that identifies key aspects of the agreements that
users would consider important, in a way that allows users to waive normative
expectations in order to give proper informed consent.

In establishing this system, I will outline some basic normative expectations that
I would expect to be the main focus of such a system, and reiterate the process
by which to identify the expectations, discuss the merits and potential issues
with a set of standard agreements, along with a process for adding additional
clauses to a standard agreement under this system, and then discuss the method
by which such licences would be distributed, through a Creative Commons-
like, non-profit trusted mediation service.

Choosing normative expectations

The expectations users have of software vary considerably, but there are several
important contraventions of these expectations that can easily be outlined
as being potentially harmful to the user or having a negative impact on the
performance of the computer, or are generally actively avoided by users, such
as advertising.

Some potential activities of software that would generally violate a user’s
normative expectations include (but are not limited to) the following:

* monitoring of user behaviour
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* collection of personal information

¢ sending personal information to a third party

¢ changing the behaviour of other software

¢ changing the behaviour of the operating system
* installation of additional software

* display of advertisements

* requiring extra computing skill to remove

* starting automatically on boot

* running in the background

* automatic upgrading.

A user would need to know if their behaviour is being monitored, such as
through software that monitors keystrokes or captures screenshots, or which
monitors traffic flow over the network. Display of advertisements is another
problematic function. Other activities that affect the user could be the practice
of directing the software to start up when the computer first boots up, and
then running it in the background seemingly invisibly until the user actually
wants to use the application, at which point it loads very quickly because it
doesn’t need to perform all of its start up routines. This is not a bad thing on
its own, and can result in speedier loading times for programs. The problem is
that with many programs performing this activity, the computer starts to take
a long time to start up on boot. This could mean that the computer actually
starts to perform much worse than usual because of all of the programs that
are running in the background, taking up system resources such as memory
and CPU cycles and thus encumbering the computer. Automatic upgrading is
also a potential issue, since, although it is usually welcomed by most users and
recommended for security issues, there are some upgrades that could be harmful
to particular users, especially if the upgrade significantly changes the behaviour
of the software. These sorts of changes could be problematic for users that rely
on a particular feature of the software that is removed by the upgrade, so there
should be at least some sort of notification and re-acceptance of the agreement
before the upgrade is made.

Other things not directly related to software activity that should be considered
for explicit waiving within an EULA include the normative expectations of
merchantability and fitness for a particular purpose, complete termination
and deletion of details of any account information on uninstallation or
unsubscription, the ability to obtain a refund if the terms are not agreed to, and
notification of changes to the terms of the agreement.

Sets of logos or icons would need to be developed in order to best represent
the ideas for waiving. The sorts of things Garfinkel had for his set is a good
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start, but more would need to be developed. The problem of an excessive
number of meaningless icons being displayed could be avoided in several ways.
Accurate and representative graphics that respond with a mouse-over display
summarising the icon’s meaning would be a useful starting point.

Standard agreements

With the normative expectations identified, and mechanisms in place to allow
users to confidently waive them with informed consent, it is important to
look at the other end of the system, that is, the rights and responsibilities of
the software writers and vendors, which were previously the sole focus of an
EULA. To effectively deal with the legal aspects of EULAs, I propose that a set
of standard agreements be drawn up, with the basic legal requirements available
to be added in as ‘modules’, similar to the drop-down menu selection screens
of the Creative Commons website (Creative Commons, 2008b). In this way,
licencers could choose which normative expectations licencees need to waive
in their agreement, with appropriate text and icons inserted into the created
agreement. It would, by necessity, be a more complicated than the Creative
Commons example, but, considering there would be fewer licences compiled
and there are greater ramifications of poor informed consent at stake, this would
be a necessary and reasonable trade-off to make.

License Features @ Selected License
thé;gh;i:;: on this panel will update the other panels Aﬂribution'NoperiVs 3.0
Australia
@ Allow modifications of your work?
() Yes ® No [N
() Yes, as long as others share alike @ @ @
Allow commercial uses of your work? Y
@ Yes No
License Jurisdiction:
Al A This is not a Free Culture License. *

1 T

Figure 5: The Creative Commons licence choice screen
Source: Creative Commons, 2008

The use of modular standard agreements would be a convenient, clear, and
effective way to communicate rights and responsibilities of both the user and
consent-seeker, and to obtain waivers of a user’s normative expectations in
order to install and use the software. Not only would a user be able to predict
the content of the agreement by the icons used to draw attention to potentially
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problematic areas of the agreement, but there would be a greater level of trust
in there being a minimum of the previously identified ‘hidden” or otherwise
ambiguous clauses.

Should any conditions required by the licencer fall outside the provided sets of
modules, a separate ‘additional clauses’ section could be provided, on a second
screen, stating that they fall outside the conditions provided by the standard
licence template. Generally speaking, these instances should be discouraged, or
be considered for module status with appropriate standard wording devised,
but, for more obscure software inclusions, this option should be available.

Trusted mediation

With these sorts of requirements for improvement of informed consent in
EULAs, it would be necessary for an organisation, similar to that of the Creative
Commons, that develops, maintains, and lobbies for the use of the above system.
In particular, the organisation should be non-partisan, resulting in a legally
supported and industry backed mediation group that is trusted by both users
and industry to be working in the interest of all stakeholders.

Such an organisation would instil confidence in the users of software, in line
with John Weckert’s (2005) discussion of solutions to the problems with the
establishment of online trust. In this, Weckert notes the use of certificatory
third-party endorsements by way of ‘seals’, for which a company must satisfy
certain requirements before they can display the seal (Weckert, 2005). Unlike
the TRUSTe attempt, however, there would be no requirement for membership
or licensing fees, thus eliminating the potential to favour one set of stakeholders
over another. The lack of accountability to anyone but the organisation would
only serve to strengthen the trust placed in the organisation by all stakeholders,
since it would act as a mediation between groups with different sets of moral
values. Also, since the licence is incorporated into the installation procedure of
the software, there would be little room to doubt the authenticity of the licence,
as it would have to read and perform the same way as the sample licences, or be
held unconscionable if brought to legal action since outright deception would
be taking place.

Thus, setting up a trusted mediation organisation that is non-profit and
concerned with all stakeholders is the best way to develop, maintain, and lobby
for these improvements to EULA policies.
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Theory in practice: An example

The following example of an EULA, which puts the theory into practice, would
require both legal and user interface design expertise for commercial application.
The system that I propose assumes the oversight of a third party that is trusted
to establish and govern the standard agreements. The situation that I outline
could, however, be used outside of a third party too, given the consent-seeker
is able to derive their own normative expectations from the guidelines and
recommendations outlined previously.

Software background and purpose

The software in question, which is entirely fictional, will be named Admo. Admo
is software that allows content providers, such as video or game developers/
producers to generate an income from their work by way of advertisement
support. For a computer user to view such videos or play games in this scheme,
they will need to firstly install Admo, which will present them with targeted
advertisements once an hour by way of a popup window. The advertising
software will use information gathered from the computer user’s web-browsing
habits to work out what advertisements would be appropriate.

Standard agreement and modules

The trusted third party would ideally provide a basic standard agreement,
which outlines the requirement for the user to accept the agreement before
use, identify the jurisdiction under which the licence is legal, and other legal
requirements that do not involve the software activity or function specifically
(the exception to this is the module requirement for notification of policy
changes). This section would incorporate the traditional first few paragraphs
of EULAs. The standard agreement provided by the trusted third party would
include modules for the waiving of the selected expectations, chosen for a
particular jurisdiction. Each module should be assessed for inclusion depending
on the software’s requirements and purpose. The modules in italics below are
the modules that Admo will need to seek explicit consent for waiving. All
expectations it adheres to would be listed in positive language within the body
of the agreement as well.

These modules include, for the purposes of this example:

* The software meets minimum standards of merchantability and fitness for
the purpose for which it is made (according to law in that jurisdiction).

* The software does not disrupt the existing operation of the computer.



8. Informed consent in information technology: Improving end user licence agreements

* The software does not distract the computer user.

* The software does not track the behaviour of the user when using the software.
* The software does not track the behaviour of the user when using other software.
* The software does not collect personal information for its own use.

* The software does not collect personal information to sell or give to third parties.

* The software allows a user to easily opt-out or uninstall, that decision will
be final and persistent, and result in the removal of all traces of the software
and the user being unsubscribed from the service.

e The software does not install additional software.
* The user may return the software to the place of purchase, unused, for a full
 refund if they do not agree to the terms of the agreement.

¢ The user will be notified of policy or specification changes and need to give
explicit consent to these changes.

These modules (of the software Admo) would be developed by the trusted
third party (not the software company!) from normative expectations about
the particular type of software (downloaded from the Internet, requiring some
Internet connectivity to function, as opposed to being bought from a shop
and not requiring any Internet connectivity to function), based on industry
guidelines and focus groups (or similar). They would have accompanying legally
binding text, such as is seen in current agreements. Admo’s company simply
needs to decide which ones are applicable to their software, which will be
highlighted and indicated plainly on the main window of the agreement.

Communication: EULA design

Once Admo has a set of normative expectations to waive associated with it, an
EULA window for their software will be created to facilitate the communication
transaction that needs to take place to fulfil the requirements of the theory. I
outline here two possibilities for the design of the agreement panel, which would
run on installation or re-request for consent. One is a two-window design, and
the other displays multiple windows depending on how many modules are used
(that is, how many normative expectations need to be waived). It could be that
these are organised hierarchically, or kept separate, but determining this and
which sort of model is suitable for the target audience is best left to further
feasibility studies and trials.

The major problem with designing agreements is the need to balance the
requirement for informed consent with an annoyance factor on the part of the
user at having to perform several minor tasks before installation of the chosen
software is complete. The more detailed the consent process, the more likely it
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is to irritate the user, which is why I propose two slightly different models, one
of which is not as involved as the other. Ultimately, though, I suspect that the
overwhelming desire to install the software would override the annoyance of
the EULA windows, especially if there were obvious benefits to the requirement
of such windows.

Two-step agreement

This model would use a similar style of screen (or window) to the current
generic EULA window , but the user would have more control over the process.
While the user could access the legal document in its entirety if they wish, the
icon highlights would act as signifiers to the user of items for potential concern
within the agreement. Hovering the mouse over the icon would bring up a tooltip
with a short explanation of the behaviour requiring explicit consent. Clicking
on the icon would take the user to the pertinent point in the formal document,
which would be written in plain, yet legally binding, English (or have a plain
English equivalent), and highlight the area of interest. A requirement to check
off each expectation, as encapsulated by its icon, could be built into the screen.
If one or more of the individual expectations are not waived by the user (that is,
the checkbox under the icon is not checked), some more information about each
one could be communicated to ensure that the omission is intentional, with an
explanation that it will mean the software will not be installed. The agreement
also asks for the user’s date of birth and location, as a basic form of competence
testing and jurisdiction identification. A mock up of the first example window
for this style of agreement is displayed in Figure 6.

To address expectations needing to be waived but not present in the collection
of modules, a second step can be optionally added which allows for additional
expectation waiving. Here, any expectation that does not fit under the previously
waived expectations should be listed. An example of the second step window
is in Figure 7. This allows for an element of futureproofing and flexibility for
the scheme. The danger is, however, that with technology changing, new types
of expectations would start to become apparent, and this second window could
become cluttered. It is because of this that the trusted third party should monitor
the sorts of expectations that are outside the standard ones, and eventually
include them in the list of standard expectations, while retiring those that are
no longer necessary. This style of consent window, though, means that consent-
seekers, who might otherwise only see the standard modules as being required
for disclosure and consent, cannot modify the standard agreement to ‘hide’ other
things in it, and so must have a visible second window that draws attention to
additional requirements.
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End User License Agreement

[Jagree [ Agree [ IAgree [ ]Agree [ | Agree [ | Agree
Click the icon for more information.

This End User License Agreement (“EULA” or “agreement”) applies with respect to the Admo
software application provided by Admo Inc. (referred to as “we” or “Admo”).

This agreement sets fourth your rights and obligations with respect to the use of the Admo
software, as well as our rights and obligations to you.

Description of the Software

Admo is software that allows content providers such as video or game developers/
producers to make some money from their works through advertisement support.

Lorem ipsum dolor sit amet, adipiscing elit. metus nunc, viverra sit amet
urna eget, semper pellentesque tortor. Vestibulum sapien elit, eleifend sit amet risus et, euismod sus-
cipit mi. Aenean egestas nibh vl arcu fringilla egestas. Nullam condimentum turpis in dolor lobortis,
in ullamcorper nisl accumsan. Aliquam libero ante, accumsan sed augue sed, semper auctor odio. In
elit est, venenatis eu feugiat quis, gravida non elit. Maecenas pharetra neque neque, nec ultrices risus
tempor non. Nulla facilisis risus ac eros placerat tristique. Suspendisse ac justo non erat bibendum
varius. Cras aliquam sapien a justo. vulputate interdum.

Lorem ipsum dolor sit amet, adipiscing elit. isse metus nunc, viverra sit amet
urna eget, semper pellentesque tortor. Vestibulum sapien elit, eleifend sit amet risus et, euismod sus-
cipit mi. Aenean egestas nibh vel arcu fringilla egestas. Nullam condimentum turpis in dolor lobortis,
in ullamcorper nisl accumsan. Aliquam libero ante, accumsan sed augue sed, semper auctor odio. In | a]
elit est, venenatis eu feugiat quis, gravida non elit. Maecenas pharetra neque neque, nec ultrices risus | v,

[T] lagree to the End User License | also and the effects the
software may have on my computer.

Iwasbonin [ 02/1982 4] and|live in
Cancel Installation Accept and Continue

Figure 6: Two-step agreement, first window, showing main standard

information and modules

Source: Author’s research

End User License Agreement

Admo End User License

These additi i are additional to the standard agreement
agreed to on the previous screen. Please read carefully.

Runs on Boot

To ensure that Admo can keep you up to date with the most recent offers and deals
from our sponsors, the software will run when your computer starts up. The software
continues to be active while you are using your computer, even if you are not
explicitly using the software.

m | agree to this additional requirement

Adds Links to Desktop

Admo adds a link to the Admo Website on the Desktop.

[1 | agree to this additional requirement

Additional Requirement

Lorem ipsum dolor sit amet, adipiscing elit. metus nunc, viverra
sit amet urna eget, semper pellentesque tortor. Vestibulum sapien elit, eleifend sit amet
risus et, euismod suscipit mi. Aenean egestas nibh vel arcu fringilla egestas. Nullam
condimentum turpis in dolor lobortis, in ullamcorper nisl accumsan. Aliquam libero ante,

Cancel Installation Accept and Continue

Figure 7: Two-step agreement, second step, showing extras

Source: Author’s research
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Multiple-step agreement

The second option I present is a more thorough attempt to inform the user
before seeking consent. It starts with the standard basic agreement and then
moves on to a single window per expectation module (or group of expectations).

Figure 8 illustrates a similar window to Figure 6, except it presents only the
basic agreement. The same basic competence test is set out (asking for date of
birth and jurisdiction), and the language is simple. Accepting this window of
the agreement would bring the user to the next step in the agreement.

800 wirdow

End User License Agreement

Admo End User License Ag| t: Agl t

This End User License Agreement (“EULA” or “agreement”) applies with respect to the Admo
software application provided by Admo Inc. (referred to as “we” or “Admo”).

This agreement sets forth your rights and obligations with respect to the use of the Admo
software, as well as our rights and obligations to you.

Description of the Software

Admo is software that allows content providers, such as video or game developers,
producers to make some money from their works through advertisement support.

Lorem ipsum dolor sit amet, consectetur adipiscing elit. Suspendisse metus nunc, viverra sit
amet urna eget, semper pellentesque tortor. Vestibulum sapien elit, eleifend sit amet risus et,
euismod suscipit mi. Aenean egestas nibh vel arcu fringilla egestas. Nullam condimentum
turpis in dolor lobortis, in ullamcorper nisl accumsan. Aliquam libero ante, accumsan sed augue
sed, semper auctor odio. In elit est, venenatis eu feugiat quis, gravida non elit. Maecenas
pharetra neque neque, nec ultrices risus tempor non. Nulla facilisis risus ac eros placerat
tristique. Suspendisse ac justo non erat bibendum varius. Cras aliguam sapien a justo
vulputate interdum.

[ I'agree to the End User License Agreement.

Iwasbornin [ 02/1982 4] andllivein
Cancel Installation Accept and Continue

Figure 8: Multiple-step agreement, first window, showing standard
information (no modules)

Source: Author’s research

The following step is where the bulk of the expectation waiving is done. Each
expectation module, possibly encapsulating related expectations, shows a set of
icons identifying the expectations, and a summary of the effect of waiving those
expectations (shown in Figure 9). Below the summary, the effects are explained
in full, with a checkbox for the user to agree to each section, and identification
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of how many steps remain in the process. After agreeing to a module, the next
module appears, until all modules have been agreed to. In this way it is much
easier for the user to see more information about the potential issues that might
affect them. Finally, following the module acceptance, an extras window, as
shown in Figure 7, would be presented, with the same potential benefits and
drawbacks as discussed in the two-step agreement, above. Only after accepting
every step in the agreement would the installation of the software continue.

200 windon

End User License Agreement

Admo End User License Agreement: Collection of Personal Information

This End User License Agreement (“EULA” or “agreement”) applies with respect to the Admo
software application provided by Admo Inc. (referred to as “we” or “Admo”).

This is a secondary agreement covering a particular area of concern for consent.

Summary of effects:

miﬁ V2
VAN le
Admo collects personal information from your Web browser, allowing it to serve pertinent

advertisements. The personal information it collects is: browser history, IP address, email address.
(Click here for more details...)

Admo shares this information with advertisers. (Click here for more details...)

Admo collects personal information from within Admo, allowing it to improve its user experience.
The personal information it collects is: IP address, email address. (Click here for more details...)

Details of effects:

1. Collection of personal information from third party applications:

Lorem ipsum dolor sit amet, consectetur adipiscing elit. Suspendisse metus nunc, viverra sit
amet urna eget, semper pellentesque tortor. Vestibulum sapien elit, eleifend sit amet risus et,
euismod suscipit mi. Aenean egestas nibh vel arcu fringilla egestas. Nullam condimentum turpis
in dolor lobortis, in ullamcorper nisl accumsan. Aliquam libero ante, accumsan sed augue sed,
semper auctor odio. In elit est, venenatis eu feugiat quis, gravida non elit. Maecenas pharetra
neque neque, nec ultrices risus tempor non. Nulla facilisis risus ac eros placerat tristique.
Suspendisse ac justo non erat bibendum varius. Cras aliquam sapien a justo. |

[ ] I'agree to this section of the End User License Agreement.

Cancel Installation Accept and Continue

(Page 2 of 5)

Figure 9: Multiple-step agreement, second window, showing information
for each module

Source: Author’s research

It is likely that the uncluttered appearance of the multiple-step example will
meet with more approval. While it gives the user more useful information in
easier to understand short statements, it is more likely to cause annoyance
because of the number of windows requiring the attention of the user. The
annoyance factor may be mitigated by the education of users in the importance
of giving informed consent to EULAs.
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Conclusion

In this paper I have outlined my recommendations for improvement of informed
consent in IT by improving the worst offending area: that of EULAs. In doing
this, T outlined the obvious problems plaguing EULAs, and then outlined some
of the suggestions that have been put forward to improve the situation. Some
of the suggestions were directly related, such as Garfinkel’s labelling system,
whereas others provided examples of trusted third party support mechanisms
such as the Creative Commons and TRUSTe. I evaluated each one in terms of
the problems of EULAs, and then established my own recommendations: a
hybrid system of labelling and trusted third-party mediation and support
that provided a foundation and design paradigm for modular standard license
agreements. In keeping with the normative theory I have adopted for this task,
I identified the normative expectations, discussing them in the context of the
suggestions made in the previous chapter, and then established an effective
communication framework: using trusted third party mediation to develop a
set of modular standard agreements that are easy for users to understand, with
labels identifying the particular normative expectations that would need to be
waived for each piece of software. I discussed the merits and problems of the
system, particularly some places that would need workable trade-offs, such as
the potential problems of crowding of labels on the license window, lack of
label recognition, and complication of license choosing. I also dismissed a few
problems that have plagued similar projects, namely the problem with ‘seals” in
that they are easy to forge. Finally, I demonstrated a practical implementation
of the theory proposed for the case study of EULAs. I offered two models,
each with benefits and disadvantages, and suggested some further research for
trialling these models.

In doing so I have outlined a serious practical application recommendation for
improvement of an example of informed consent in information technology.
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Section IV

ICT governance






What is good governance?

The previous sections have considered aspects of regulation and professionalism.
Both are important in information and communications technology (ICT)
governance. Good governance requires some regulation but, as the Hon Michael
Kirby pointed out, regulation has problems and hence the importance of
professional behaviour in ICT.

ICT governance can be discussed at various levels, for example the global,
national, industry, corporate and project level. These are not wholly distinct,
but it is useful to separate them for clarity. Governance at the global level has
chiefly been discussed in relation to the Internet, but its discussion is outside
the scope of this book. National governance, rarely discussed as governance, is
primarily an issue of national policy regarding ICT, often Internet policy and,
again, this is outside the scope here (see Weckert and Al-Saggaf, 2008, for a
discussion of Internet governance). Corporate governance, which has been noted
by many as having come to the fore after some spectacular corporate collapses,
generally refers to the running of the whole corporation, while corporate ICT
governance is concerned with the role of ICT within the corporation (for a
very useful background discussion of ICT governance see de Cruz (a)). Part of
this is the governance of ICT projects, something that has a close link with
professionalism, as discussed in this book. ICT industry governance is, again,
little discussed as governance, but elements — for example, codes of ethics —
are emphasised by the ACS and other professional bodies. In this section, the
main emphasis will be on ICT corporate governance, although much of what is
said will have relevance for the other levels as well.

What is ICT governance? Standards Australia has this definition (AS8015:2005):

Corporate Governance of Information and Communication Technology
(ICT) is the system by which the current and future use of ICT is
directed and controlled. It involves evaluating and directing the plans
for the use of ICT to support the organization and monitoring this use to
achieve plans. It includes the strategy and policies for using ICT within
an organization. (For a discussion see da Cruz (b))

This definition is clearly focussed on ICT in corporations and on how ICT can
benefit the corporation.

The definition below, from the South Australian Government, contains the
additional feature of encouraging ‘desirable behaviour’.

ICT Governance is a collection of principles and practices that guide the
correct application and delivery of ICT. Components include;
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* Strategy — clear direction statements.
e Policies — clear boundaries are set.
*  Procedures & Guidelines — clear detail as to who, what, how.

* Accountabilities — clarity of roles and responsibilities.

ICT Governance is defined as ‘specifying the decision rights and
accountability framework to encourage desirable behaviour in using IT".

ICT governance is a subset of corporate governance, and models exist such as
that published by the OECD, which defines corporate governance as ‘providing
the structure for determining organizational objectives and monitoring
performance to ensure that objectives are attained” (DECS, nd).

Other definitions are discussed by Richard Lucas and Cecilia Ridgley in this
section, with Ridgley providing critical analyses of a number of them.

A notion that is closely related to governance is that of an integrity system (see
the discussion in the introduction to Section One). A governance system can be
seen as a more formal part of an integrity system. Integrity systems are non-legal
institutional mechanisms that are designed to reduce inappropriate behaviour
and to promote and support an ethical climate. According to Seumas Miller, an
integrity system ‘is an assemblage of institutional entities, roles, mechanisms and
procedures, the purpose of which is to ensure compliance with minimum ethical
standards and promote the pursuit of ethical goals” (Miller, 2010: 354). These
mechanisms might include behavioural codes, unofficial sanctions, meetings
in which ethical topics are raised, education on ethical issues, mechanisms
of accountability and so on. As this suggests ‘integrity ‘systems’ are a messy
assemblage of formal and informal devices and processes’ (Alexandra and Miller,
2010: 39), which are focused on developing and maintaining the individual
integrity of the members of the organisation. For example, codes of ethics include
standards of conduct and occupational ideals to guide members; a statement of
the fundamental goals of the occupation; and the principal rights of members of
the occupation in relation to groups such as employers, peers and clients. These
codes clarify the kinds of behaviours that are expected from members. They can
be used as a resource to help make decisions and guide behaviour (especially in
situations which are not covered by legal regulations), as well as a tool for raising
awareness about particular ethical issues that may not otherwise be obvious.
Unofficial sanctions are a means of punishing inappropriate behaviours. These
may include cautions, reasons for promotion or demotion or other such means
of encouraging or discouraging particular behaviours. They operate as clear
feedback on behaviours. The role of ethical discussions is to raise awareness
of ethical issues and encourage industry members to engage with them. Such
discussions could be structured or informal, and take the form of discussing



What is good governance?

real cases in the industry or introducing hypothetical ethical scenarios. As
can be seen, there is much in integrity systems that is not normally thought
of as governance, nevertheless it is useful to see governance in the context of
integrity systems.'

The two papers in this section take rather different stances on ICT governance. In
the first, Lucas, an academic with backgrounds in both ICT and philosophy and
long industry experience, focuses on the professional, claiming that governance
is a proper subset of professionalism, meaning that full ICT professionalism
includes ICT governance as well as knowledge while, in the second, Ridgley,
an ICT practitioner, argues that an approach that focuses on the individual
is inadequate. Lucas takes as his starting point the relationship between the
professional and virtue (see also Richard Volkman’s paper on virtue ethics). In
general, a virtuous professional is one who promotes human flourishing. But,
he argues, there is an inherent problem with seeing an ICT professional (Lucas
uses IT rather than ICT) in this light because ICT in itself does not contribute to
human flourishing in the way that, say, medicine does. ICT contributes through
its contributions to those other fields. Ridgley agrees that values play a central
role in governance but argues that a systems approach isrequired to overcome the
‘decision disconnect” between various components in the governance structure.
Her main focus is ‘the relationship between ethics, governance, the enterprise,
and information and communications technology (ICT) organisations’. She argues
that value systems are central in governance and provides a detailed account,
using a systems-thinking approach, of how governance can be undertaken
that minimises the risk of decision disconnect arising from the aforementioned
components of ethics, governance, the enterprise and information and ICT.
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9. Virtuous IT governance: IT
governors can't be virtuous!

Richard Lucas
University of Canberra

It is not that IT' cannot (or ought not) be governed,2 but it is rather that, as a
field of endeavour, IT governors have nothing against which to measure their
virtue: nothing against which to measure their governance efforts.

Why should this be so? Well it turns out that the problem is not with IT
governance as such, but in being able to measure governance efforts within
a virtuous framework. To be virtuous there must be an ideal against which
governance efforts can be measured. I will now shift my discussion from
governance particularly to professionalism generally. I do this because the
problem I address is not limited to simply governance: The problem is common to
all aspects of being a professional. That is, if virtuous governance is not possible
then, I claim, virtuous professionalism is not possible because they share a
common malady. Conversely and more powerfully (but more straightforwardly),
if virtuous professionalism is not possible then virtuous governance is not
possible, if for no other reason than governance is a proper subset of being a
professional. So, to make my claim that IT governors cannot be virtuous, all I
need show is that IT professionals generally, cannot be virtuous.

But I get ahead of myself; before I get to far into this discussion I need to cover
the basics of virtue and the basics of governance. That is, it seems best to look at
what virtues are and what governance is before I say why virtuous IT governance
is not possible. What are we talking about when we talk about virtues? What
does it mean to engage in governance?

A brief outline of virtue

As most IT professionals are not versed in the details of any particular ethical
theory especially virtue (they, mostly, just know what is right) I will now give a
primer of what I mean by virtue.

1 Tuse theolder but more accurate ‘IT” over the more recent (in some countries) ‘ICT’ as the ‘C" is aredundant
reference. Technology that is used to contain information must capture it (a form of communication). To
be useful, technology that contains information must have ways of extracting the information from the
technology (also a form of communication).

2 The multiplicity of books addressing IT governance attests to that.
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Firstly, a definition of virtue:
A virtue is a character trait that contributes to human flourishing.> *
Some examples of virtues are:
1. autonomy

beneficence

benevolence

oW

caring
compassion
courage
empathy

fairness

© ® N o W

forgiveness
10. friendship
11. integrity
12. judgement
13. justice

14. liberality
15. loyalty

16. knowledge
17. good temper
18. negligence
19. openness
20. perception
21. prudence

22. reflection

3 Aristotle defines virtuous character as: ‘Excellence [of character]|, then, is a state concerned with choice,
lying in a mean relative to us, this being determined by reason and in the way in which the man of practical
wisdom would determine it. Now it is a mean between two vices, that which depends on excess and that
which depends on defect.” Nicomachean Ethics II.7, 1106b36-1107a3.

4 Iam aware that some accounts of human flourishing might mean the significant harm or even destruction
of other species. This is not what I mean. By my account, human flourishing must include the consideration
of other morally worthy entities (for example, in my view, trees).
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23. respect

24. self-control

25. selflessness

26. proper shame
27. trustworthiness

28. temperance

Now, the reader might have a problem with believing that some in the above
list are virtues. Try viewing a virtue as the mean sitting between two vices and
relative to some situation or action. To understand what 'sitting between two
vices' means I will give two examples: good temper and courage.

Firstly, good temper, (which, if you lose it, leads to anger). There are times
when it is appropriate to be angry and times when it is not. Here the excess of
(unjustified) anger makes for an irascible person and the deficiency of (justified)
anger makes for an inirascible (that is, excessively peaceful) person. According
to Aristotle to be either irascible or inirascible is to be morally deficient.

Courage is another example: courage is the mean between two fears; too much
and too little. To have too much fear is to be a coward, to fear too little is to be
reckless or foolhardy, a madman. To be courageous is to overcome unjustified
fear; it is also courageous to heed justified fear.

It is obvious that not all virtues apply in all circumstances and not all virtues are
equal across all professions/occupations. So, which virtues apply to a particular
profession and in which circumstance? Before I can answer this question I need
to explain a bit more about virtues.

What is it that virtues are relative to? In many professions, there is something
against which (to be relative to) to measure the virtues and vices; there is an
ideal. So, what are these ideals?

According to Justin Oakley and Dean Cocking:

what counts as acting well in the context of a professional role is in our
view importantly determined by how well that role functions in serving
the goals of the profession, and by how those goals are connected with
characteristic human activities. That is, good professional roles must be
part of a good profession, and a good profession, ... is one which involves
a commitment to a key human good, a good which plays a crucial role in
enabling us to live a humanly flourishing life. (2001, 74)
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To understand virtue in a professional context it is probably best to start with
an easy example, to see how it works for something that all might agree is a
profession. Take medicine, for example. For medicine the main goal is to serve
the health of people. It is clear that health is central to human flourishing and
so this qualifies medicine as a good profession.

The virtuous medical professional has:
1. autonomy

beneficence

compassion

oW

courage
honesty
humility
integrity

non-maleficence

© © N oo w

trustworthiness

10. truthfulness

Just so that you do not think that I have picked an exceptional example, consider
architecture (Yoch, 1978). For architecture, the main goal is to design aesthetic
and functional housing for people. It is clear that housing is central to human
flourishing (ask the homeless about flourishing) and this qualifies architecture
as a good profession.

The virtuous architect has:
1. beneficence

compassion

courage

oW

honesty
humility
justice

trustworthiness

© N o w

truthfulness
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So, we have two examples, what difference does this make to my claim that IT
workers cannot be virtuous? To answer this question I must first return to my
claim that IT professionals cannot be virtuous because there is nothing against
which to measure their virtue.

For each of my examples above, I started with a main goal, showed that this goal
contributed to human flourishing, and then gave a list of virtues that I claimed
were consistent with the main goal. To do this for IT, it is necessary to begin
with some definitions.

A brief outline of governance

At its most general governance is: ‘the exercise of power overall’ (Tavora, 2007,)
or, more particularly,

‘European governance' refers to the rules, processes and behaviour that
affectthe way in which powersare exercised at Europeanlevel, particularly
as regards openness, participation, accountability, effectiveness and
coherence. These five "principles of good governance' reinforce those of
subsidiarity and proportionality. (European Commission, nd)

As T used medicine to highlight virtue, I now do the same for governance; that
is, I use medical governance as a way of examining IT governance. Again, for
medicine the main goal is to serve the health of people. It is clear that the health
of people is central to human flourishing: this qualifies medicine as a good
profession that ought to be able to have virtuous medical governance.

Medical governance

So, good governance (for medicine) means ensuring that the management of
medicine embraces openness, participation, accountability, effectiveness and
coherence. Combining the values of good medical governance with the virtues
of a medical professional provides a coherent notion of what is necessary for an
IT professional to carry out good governance.

In general, IT governance means:

specifying the decisionrightsand accountability framework to encourage
desirable behavior in using IT. ... IT governance reflects broader
corporate governance principles while focusing on the management and
use of IT to achieve corporate performance goals. (Weill & Ross, 2004: 2)

and,
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The goal of an IT governance program is to establish chains of
responsibility, authority, and communication to empower people in
support of the overall enterprise goals and strategy. (Ambler & Kroll
2007)

Notice that there is no reference to anything that might resemble ethics, never
mind virtue or human flourishing. Even organisations such as the IT Governance
Institute® make no reference to the ends, moral or otherwise, of IT. Indeed, the
closest they get is to mention some sort of IT-business alignment. It is not my
purpose here to examine the merits of these definitions, rather to point out the
omission of any mention of ethics in the standard literature on ICT governance.
This is because, for IT, there is no main or direct goal that contributes to human
flourishing! According to my claim, it is not surprising that the two definitions
given above do not contain anything relating to virtuous governance: such a
claim simply could not be included.® Now, this seems to leave no room to move,
nothing more to say on the matter.

There may, however, be something in the indirect references to loyalty and
human welfare in the code of ethics of Australia's IT professional group, the
Australian Computer Society (ACS). In the ACS code of ethics (2012), section
4.1(b) refers to loyally serving the community; while, section 4.1(d) advises
members to use their special knowledge and skill for the advancement of human
welfare.

While there is nothing in the detail of the code that spells out what it means to
advance human welfare, the notion does approach ideas of human flourishing
and, perhaps, there is something here — in the general sentiment of advancing
human welfare — that can be used to create a specific goal for IT. In practice,
this would be a goal that promotes human flourishing and is, therefore, a goal
against which virtues can be measured.

I propose that the following be the main goal of IT:

Build and maintain information technology for the good of both society
and individuals.

5 'The IT Governance Institute (ITGI) exists to assist enterprise leaders in their responsibility to ensure
that IT is aligned with the business and delivers value, its performance is measured, its resources properly
allocated and its risks mitigated.” (<http://www.itgi.org>). I could not find any spelling out of the the term
‘value’ or the phrase ‘properly allocated’ in terms of ethics or human flourishing. Presumably the ITGI leaves
the justification up to the individual businesses.

6 Why should I make this claim though? After all, all I have done is to give a couple of examples and that
does not constitute definitive proof. Read any literature on IT as a profession; it will be resplendent with
admonitions to do good, to be professional, to be technically competent. It will not, however. contain any
reference to what you are supposed to be technically competent about, what you are being good about. There
is no reference to what it is that the IT professional is being good for. In this light, see the ACS (or any other
IT professional society) code of ethics.
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Unfortunately, there is nothing in the IT literature which states, promotes, or
explains in detail how to carry out this main goal; that is, what is the good that
I refer to? Recall that I established that both medicine and architecture met
the criteria for being a profession that addressed human flourishing. With this
in mind, we can now refocus the goal of IT to being in the service of human
flourishing professions. So, now the main goal of IT (according to me) becomes:

Build and maintain [insert name of qualifying profession, for example,
‘medicine’ or ‘architecture’] information technology for the good of both
society and individuals.

The process is now to match the lists of virtues for these professions (medicine and
architecture) with these new ideals. For example, the virtuous medical IT professional
has:
1. autonomy

beneficence

compassion

courage

honesty

2

3

4

5

6. humility
7. integrity

8. non-maleficence
9

trustworthiness

10. truthfulness

The virtuous architectural IT professional has:

beneficence

p—

compassion

courage

Lol

honesty
humility
justice

trustworthiness

® N o w

truthfulness
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whom they did their IT work. Their responses were revealing: 64.7 per cent of
the respondents listed ICT, their own group, as the end purpose of their work.
That is, they did not see their work as contributing to any other goal (Lucas &
Weckert, 2008: appendix 69). Now, this cannot be right. As we have seen for
medicine and architecture, to be a good profession, the goal of that profession
ought to be some higher ideal: the health of people in medicine's case. In the
raw data, the respondents described themselves as being affiliated with some 41
different industry groups. As some of them made too fine a distinction between
industry spheres, some of the responses were combined. For example health,
medical and hospital were combined in a single health group. This combining
of spheres resulted in a reduced set of 19 identifiable industry groups and one
unspecified group. Here are the combined results.

Table 1: Responses by industry group

Responses
229 64.7
Source: Based on Weckert and Lucas, 2008
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This clearly shows that the majority of IT professionals have no clear idea that
they are in the service of another profession nor of the goal or purpose of their
work in relation to that qualifying profession. In spite of this difficulty I will
now give some concrete examples of how the IT professional can be measured
against virtue criteria. The way to do this ought to be clear: pick an area of work
that can clearly be seen to be contributing to human flourishing, a ‘qualifying’
profession.

The significant areas listed in the study by IT professionals who had an awareness
of the end goal of their work listed identified were the following:

Table 2: Responses by service category

ENEEEEEE
Responses

| ducation  [NNEE 65

| covonmont  |RENEE a5

| teatn | 2 06

m 5 1.4

| seoury [N L7

Source: Based on Weckert and Lucas, 2008

While I have taken some liberties with this list (especially by including the
service category), others will, no doubt, criticise my choices of those spheres
that are either included or excluded from the list. A detailed analysis of all 41
distinct response groups would be necessary to arrive at a list of work areas that
might count as contributing to human flourishing, but that is beyond the scope
of this chapter. Also, it is not my purpose here to show how IT professionals
might carry out their work so that it counts as ethical.’

My point here is to show that the set of work areas identified by IT professionals
while small, is not empty. There is some work by IT professionals that can clearly
count as, if done for the right purpose or goal and done in the right sort of way,
contributing to human flourishing.

7 There is much work to be done to show how these virtues (and others) can be used to serve an ideal.
For the details of the application of virtue specifically, and ethics generally, to IT you will need to wait for
a forthcoming book by John Weckert and I, An integrity system for ICT — incorporating ethics into industry
practice.
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What is the relationship of this to governance?

It seems that I have gotten a long way away from governance in writing about IT
professionals generally. It serves the purpose, however, of setting the virtuous
context for IT governance. The next step is to restate my requirement of the
virtuous IT professional:

Create and enact [insert name of qualifying profession| information technology
governance that contributes to human flourishing.

Examples

Because respondents to the research listed health as a work area, I will now give
some examples of how the IT professional working in that field uses virtues
to measure IT governance. Recall that some of the virtues of the medical IT
professional are:

1. autonomy

compassion

courage

oW

honesty
integrity

justice
non-maleficence

trustworthiness

© © N o w

truthfulness

The four principles that are most commonly referred to in medical governance
literature,® and how they might be modified to fit IT, are:

Autonomy, in medical IT governance, means asking the following simple
questions —does the IT being proposed (or used — when already in place)
enhance the autonomy of those charged with making medical governance
decisions?; and, do the resulting IT governance procedures enhance the
autonomy of those affected by subsequent governance decisions?

Beneficence, in medical IT governance, means asking the following simple
questions: does the IT being proposed (or used, when already in place) enhance

8 See for example, Hussein (2010); Gillon (2003); Baines (2008).
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the beneficence of those charged with making medical governance decisions?;
and, do the resulting IT governance procedures allow for greater beneficence to
be shown towards those affected by subsequent governance decisions?

Non-maleficence, in medical IT governance, means asking the following simple
questions: does the IT being proposed (or used — when already in place)
enhance the non-maleficence of those making medical governance decisions?;
and, do the resulting IT governance procedures minimise harm towards those
affected by subsequent governance decisions?

Justice, in medical IT governance, means asking the following simple questions:
does the IT being proposed (or used — when already in place) ensure the
equitable decision-making of those making medical governance decisions?;
and, do the resulting IT governance procedures enhance justice towards all
vulnerable groups affected by subsequent governance decisions?

Of course, getting clear and unambiguous answers to these questions is difficult.
In the case of proposed systems developments it is imperative that they be
answered before any work begin on said systems. This will in turn add to the
economic cost and project timeline of these projects.

Conclusion

Surely, there is some work that IT governance professionals do that is morally
worthy but does not fall into the category of virtuous? Surely, there are things
that IT governance professionals do that are morally worthy but donot contribute
to human flourishing? Well, one could be anthropometric about this and claim
that all things humans do either adds to, or diminishes, human flourishing.
Unfortunately, this stance does not get us to the heart of the problem that I am
trying to address. Claiming anthropocentricism trivialises the issue. My claim
here is not that all IT professional governance activity can be evaluated in terms
of virtue ethics but rather that, for those that can, it is not IT itself that the
activity ought to be measured against: it is the end goal of the IT work that
ought to be the yardstick.

For the issues of IT governance and professionalism to reach a point at which
they can be seriously considered, each IT system needs to be considered in light
of the following two fundamental questions:

Does the IT system that was built contribute to human flourishing (in each
particular field such as medicine and architecture)?

Do the governance activities that IT professionals engage in, in constructing
IT systems that do contribute to human flourishing, themselves contribute to
human flourishing?
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10. The decision disconnect’

Cecilia Ridgley
Business Development PMO, ICT Shared Services,
ACT Government

Introduction

What is the relationship between ethics, governance, the enterprise, and
information and communications technology (ICT) organisations? Why
should an ICT practitioner seeking to create organisational value endeavour
to understand these relationships? In considering these questions I employed
a systems thinking approach to make explicit commonalities between these
entities.

In this paper I will begin by establishing the need for understanding these
relationships. I will then address how we come to (mis)understand these
relationships and concepts through extant definitions, and the implications for
design and practice of governance.

I present a top down analysis, examining first the societal and operational
levels (state and corporate), and secondly, the functional level of governance
— in application to ICT organisations. Finally, I present a systems-thinking
framework, for practitioners and theorists alike, to explicitly plan and design
for the dynamic interrelationship of values, people, process, and purpose in
enterprise governance.

Throughout the paper I focus on the unambiguous establishment of the critical
nature of value systems in the practice of governance in the enterprise, and
particularly the ICT enterprise. Iargue for the prevention of a decision disconnect
that arises from a lack of awareness of the pervasiveness of complexity emerging
from the interactions of values, governance, and ICT organisation systems or
through designing and planning for a single instance of a system component,
such as a single moral framework. The framework advocates designing for
multiple and diverse instances of the systems components — to design for
requisite diversity.

1 A version of this chapter was published in The Australasian Journal of Information Systems, 2009, vol 16,
pp 185-207. It is published here with permission.
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Understanding why values are critical

ICT practitioners seeking to create organisational value should endeavour to
understand the relationship between ethics, governance and ICT because there
are clear examples where ignorance of the nature of these relationships has
caused organisational failure.

Media reports, since the early 1990s, of high-profile organisations coming to
an untimely demise due to the perceived lack of ethical behaviour of those
charged with their leadership, have increased public awareness of the concepts
of governance and business ethics. There have been a large number of scholarly
enquiries into the unfolding of events at organisation such as Barlings Bank,
Mirror Group Newspapers, Enron, and even major sports corporations
(Drennan, 2004; Sama and Shoaf, 2005; McNamee and Fleming, 2007; Zattoni,
2007; Cacioppe et al, 2007; Schnebel and Bienert, 2004).

The first attempts to codify governance, occurring as a reaction to these high-
profile failures, was the Cadbury Report in 1992, followed by other reports
including the Hampel Report of 1998 and the Turnbull Report in 1999 (Drennan,
2004). Ethical codes of conduct such as that of the Australian Computer Society
(ACS, 2008) also attempt to provide clear guidance to individual practitioners
on ethical behaviour. Providing a list of principles or values in the form of a
code or standard does not, however, assist the practitioner in resolving conflicts
in principles or amongst stakeholders. This point is supported by Graeme Pye
and Matthew Warren who write:

Although the code addresses a wide area of principles, the advice only
serves as guidance to the IT professional from a personal behaviour
aspect and does not seek to deliver a methodology for resolving ethical
dilemmas between individuals or an individual and the business practice
or goal. (2006: 202)

In the literature, the treatment of ethics as it relates to governance and
organisational success is variably placed at the feet of the individual practitioner,
the corporate governors, or corporate culture, and enshrined in codes and
principles that seek to influence the membership of the entire organisation. This
perspective is exemplified by the statement that ‘a pattern of values expressed
in an explicit code or in shared understanding will permeate the organisational
environment’ (Minkes et al, 1999: 328).

The difficulties in placing the ethical responsibility solely with individuals
is best expressed in EE Arthur’s relating of Harold Geneen’s assessment of
governance:
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‘Among the boards of directors of Fortune 500 companies, I estimate that
95% are not fully doing what they are legally, morally, and ethically
supposed to do. And they couldn't, even if they wanted to.” (1987: 59)

The affect of moral agency is an important constraining factor that is not
addressed in the extant standards and definitions for governance that are
addressed in this paper. Alan Lovell (2002) examines this issue in more detail.

It is not my intention in this paper to dwell on an analysis of the public failures
of corporations, but, rather, to highlight three observations stemming from a
review of the literature:

1. There is a continuing and pressing need to examine the role of governance
and ethics in organisations.

2. The current focus for remedy remains on the key behaviours/processes of
the individuals; groups of individuals empowered with the leadership of the
organisations, or, a vague conception of ‘corporate culture’ that is still, at its
heart, deemed the responsibility of those named above.

3. The authors variably exhort the importance of regulation, personal and
corporate cultural ethical values, proper risk management, and effective
internal controls as the panacea against corruption.

Certainly there is no argument from this author that these external pressures and
internal processes provide necessary mitigations for the risk of direct unethical
behaviour leading to predictable circumstances of organisational failure, but I question
whether they are sufficient mechanisms to prevent the emergence of systemic failure
of an organisation through indirect and indeterminate ethical dynamics.

I propose that emergent-system effects, such as corporate corruption and cultural
ignominy, may be best dealt with through a system of governance rather than a
set of governing processes or tasks. Arthur’s call for action is as relevant today
in supporting a systems thinking approach:

In this time of concern with the ethics of corporate governance,
corporate cultures, and the corporation as a moral agent, it is perhaps
time to reconsider a theory which unites the three in looking at corporate
governance. (1987: 70)

It seems to me that the factor that contributes most to a lay person’s confusion
over, and failure in application of, the role of ethics and governance in
organisations stems from the very issue of confusing processes with systems,
and subsequently discounting the exigent complexity that is characteristic of
systems, but not of processes, in decision-making. The approach offered here is
to deal with process failure through processes, and to deal with system failure
via systems — to take a systems-thinking approach to the problem.
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But what difference does this make? The key difference, and the basis for
the definition and framework offered later in this paper, is the recognition
and conscious ‘design’ for learning — single and double feedback loops —
between the system actors and these interacting elements, and across functional
hierarchical layers of the organisation. Chris Argyris (in Smith and Hitt, 2005)
argues that ‘human beings produce action by activating designs stored in their
heads’ and, furthermore, that ‘at the core of acting effectively is learning’. He also
proposes that ‘organisations create designs for action that they teach individuals
to produce skilfully in order to achieve the organisation’s goals effectively” and,
‘Double-loop learning occurs when, in order to correct an error, it is necessary
to alter the governing values of the master programs’ (262—63). Argyris’ ‘master
programs’ are the identifiers of the governing values of an organisation, and
deviations from the intended outcomes of the master programs trigger double-
loop learning to effect a change in the governing values. These master programs
are essentially the ‘designs’ in the ‘heads’ of those leading an organisation (not
just those who are tasked to do so). Argyris is establishing a conception of a
system model for the interaction of values (ethics), governance and action in
an organisation through its people, with the key relationship dynamic being
learning.

The advantage of recognising learning as a key coupling dynamic between
these system entities is to realise that learning itself is a system and what we
are actually seeking to understand is the nexus of at least four co-evolving
systems — governance, ethics through value systems, learning and, action
through operational systems. If the learning system is consciously designed
for purpose, it may affect prevention of emerging multi-systemic consequences
through double feedback loops. This learning is targeted at making explicit and
challenging the assumed value systems within the ‘master program’ that drive
the co-evolving systems, rather than simple remediation of failing processes of
the action system alone through single feedback loops such as quality control,
audit, and risk management. The locus of attention is changed from remediation
of operational governance issues to prevention of strategic governance issues as
illustrated in Figure 1.

Figure 1 demonstrates two different foci for attention: the first operates internally
in the governance system (at the ‘operational level’), and the second at the nexus
between the governance system and its co-evolving systems in organisation (at
the ‘strategic level’). The actor, process, values, and data presented in the top
representation are instances of what might be focused on from an operational
viewpoint, and are not intended to represent the entire focus of governance
at the operational level. The intent of the diagram is to support the analysis of
governance at the systems level —a step up from the ‘process’ level of operation.
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Figure 1: Focal hierarchy for remediation versus prevention of governance
issues

Source: Author’s research

Once we can establish the locus of attention to the level of the system and its co-
evolution with other systems, we can more cogently define the concepts under
examination, and identify shortfalls in existing definitions and practice that
may inhibit value creation. As this makes clear:

the difficulty in applying the skills demanded for effective and ethical
organisational governance is more easily understood by recognising
the complex interrelated issues involved in leading an effective
[organisation]. (Karri et al, 2006: 75)

Definitions

A symptom of the tendency to confuse focus levels arises in the literature on
governance when the entity that is known as corporate governance and the
entity that can be described as state governance seem to be treated as entirely
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theoretically divorced concepts with their own language, rules, instruments and
methods. Examples of this can be seen in the difference between Jan Kooiman’s
work Governing as governance (2000), in which the concepts examined are those
of state governance, and the ‘Australian Standards 8000-2003" series which
examines corporate governance.

Kooiman's work focuses on the strategic interpretation of governance, but with
little to inform the practitioner on how to operationalise the model, while AS
80002003 seeks to provide a guide to practice at the operational level, without
reference to the interdependencies of the strategic.

Furthermore, from a practitioner’s perspective, it is vexing to delineate
between the act of governing, government as both noun and verb, and the label
‘governance’. Governance is sometimes used by lay people to describe the act
of governing rather than a system in its own right. This issue of the conflation
of nouns and verbs in the ICT industry is common, for example: the use of the
term methodology to describe methods, and applications to describe programs.

The systems approach proposed is an attempt to highlight a definition for
governance that is relevant and insightful, regardless of the specialisation and
application of its use, as well as sensible and coherent for the practitioner. It
makes little sense to have a definition of governance that is not equally applicable
to nation states and to corporate bodies or even household units. Gerry Stoker
writes ‘Governance is ultimately concerned with creating the conditions for
ordered rule and collective action. The outputs of governance are not therefore
different from those of government. It is rather a matter of a difference in
processes’ (1998: 17).

The definition should account for all levels of focal hierarchy. The application of
a systems approach is an attempt to provide not so much a unified theory as a
simple pattern for describing governance, and the interaction of value systems
with it that may be modified for scale where required. That is, my definitions will
describe the key objects, relationships, boundaries, and purpose of governance,
ethics, organisations and ICT.

The purpose of defining in this way is to provide a ‘template’ or framework for
the practitioner and researcher to make sense of the problems encountered with
these concepts in application, and to effectively communicate solutions across
specialisation boundaries. Stoker reinforces the validity of this approach when
he states that:

The value of the governance perspective rests in its capacity to provide a
framework for understanding changing processes of governing. (1998: 18)
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It is not my intention to create another taxonomy for each of these concepts,
but, rather, to create an appropriate nexus from which specialised taxonomies
for particular applications may conjoin.

In this section, I provide an example extant definition at each level of the systems
hierarchy — from societal to functional — to illustrate why this definition is
more cogent theoretically and practically.

In reviewing extant definitions of governance, I examined the Australian
Standards 8000 series for corporate governance 2003, the International (2008)
and Australian (2005) standards for corporate governance of information
technology, and Kooiman’s Governing as governance (2000).

These definitions are situated in the governance hierarchy illustrated in Figure 2.

Societal

Corporate Governance — Organisational
AS8000:2003

. Functional
Corporate Governance of Information Technology

1S0/IEC 38500:2008

Figure 2: Hierarchical location of examined definitions for governance

Source: Based on International Organisation for Standardisation, 2008, Koolman, 2000 and Standards
Australia, 2003

The key criticism behind each definition is the lack of recognition and design
for requisite diversity in the many interrelating components of the systems
that co-evolve with governance and, particularly, in the values systems. Where
values systems are recognised, only one instance of the possible value systems
actually at play within the organisation seem to permeate the design of the
governance system. This paper maintains that governance systems, through
their definitions, must recognise and design for diversity in all components of
the system, and especially values systems.
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The societal level
Kooiman describes governance through the act of governing:

Governing can be considered as the totality of interactions, in which
public as well as private actors participate, aimed at solving societal
problems or creating societal opportunities; attending to the institutions
as contexts for these governing interactions; and establishing a normative
foundation for all those activities. (2000: 4)

In this definition, Kooiman provides us with an almost complete system’s model
for governance. His description identifies actors, purpose, environment and
pressures. The following description defines Kooiman’s processes and interacting
systems for the model:

The three elements of governing, image formation, choice of instruments
and action, and the structural conditions they are nested in, respectively
value systems, resources and social-political capital, can be supposed to
not be equally distributed for governance purposes. (2000: 224).

But Kooiman's definition lacks two important theoretical and practical notions:

1. Hedoesnotspecify the dynamics of the system —that is how the ‘interactions’
occur and how they influence each other nor how the interdependent systems
or ‘structural conditions’ arise and facilitate or impede the achievement of
the system purpose.

2. He does not specify an evaluative mechanism for assessing the performance
of the system, or a means for distinguishing and treating undesirable
properties within the system, but rather includes undesirable or unhelpful
interactions, for example, as valid parts of the ‘totality’.

Consequently, we are left with a snapshot in time of what may constitute
governance through governing practice, but not any means by which to design
for ourselves an effective and successful governance system. Without such an
indication, although we possibly have the correct ingredients, we are missing
the recipe.

Kooiman’s seminal theoretical work provides a much richer development of
the concepts of governance than what is represented here, however, I propose
that a definition should capture not only the components of the system, but
also their key dynamic relationships — as it is in definitions on which most
practitioners build their understanding and expectations of the use of a notion
such as governance. The risk of providing a static representation of the system
in a definition is that practitioners and perhaps even theorists will apply and
extend the practice without heed to the impact of the system dynamics, and
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fail to achieve the stated purpose. This risk is (at least partly) dealt with in the
definition provided by this paper through the surfacing of the key coupling
dynamic of learning.

One of the key messages from Kooiman'’s work in providing a strategic definition
of governance, which is important for this discussion, is the encapsulation of
the organisation and its processes within a wider context and environment. This
is further exemplified in a definition of governance related to the university
enterprise by Simon Marginson and Mark Considine:

Governance is where the identity of each university as a distinctive
social and cultural institution is shaped, within a ‘global knowledge
economy’.(2000: 8-9)

In this definition, the university’s governance system is explicitly encapsulated
within a wider system of the ‘global knowledge economy” whereby, presumably,
the creation of value by such a university contributes to the economy and feeds
back to enhance the university’s individual worth. Identity is another idea that
is important for our systems-model surfaces in this definition. Marginson and
Considine link the emergence of identity to the notion of governance. In the
definition proposed by this paper, identity is a key outcome for the interaction
of values, governance and organisation systems. This concept is an important
addition to the model and is addressed again later in this paper as part of the
offered framework.

The operational level

The ‘Australian Standards 8000—2003" series defines corporate governance as ‘a
system by which entities are directed and controlled’.

This conception, while vague, is supported by a range of considerations and
tasks for the practitioner, with values systems represented by a set of principles,
thus:

A clear statement of corporate governance principles helps boards
identify their functions and roles [and that] a system of good corporate
governance is recognised to include the following principles:

e Accountability: being answerable for decisions and having meaningful
mechanisms to ensure adherence to all applicable standards.

¢ Transparency/openness: clear roles and responsibilities and clear procedures
for decision-making and the exercise of power.

* Integrity: acting impartially, ethically and in the interests of the organisation,
and not misusing information acquired through a position of trust.
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e Stewardship: using every opportunity to enhance the value of the public
assets and institutions that have been entrusted to care.

* Leadership: leadership from the top is critical to achieving organisation-
wide commitment to good governance.

* Efficiency: the best use of resources to further the aims of the organisation,
with a commitment to evidence-based strategies for improvement.

These principles provide individual guidance to the actors tasked with corporate
governance of organisations and amount to statements of personal ethics.

The definition provided does recognise that governance is a system but makes no
attempt to define that system. Furthermore, it proceeds to list a set of processes
being:

* answer to decisions

* delineate roles and responsibilities

* act impartially

* act ethically

* act in the interest of the organisation

* do not abuse trust

¢ seek and act on opportunities to enhance organisational value

e show leadership

* use resources efficiently

* seek evidence for improvement
The following information elements are also identified:

* procedures for exercise of power and decision making

* mechanisms to adhere to standards

But we do not know why we are doing this — these principles do not provide
a statement of purpose, or a clear set of boundaries. Furthermore, it is self-
evident that achieving some of the processes can conflict with the achievement
of others — which thereby creates an internal incoherency in the model. There
is no recognition of external pressures and the encapsulation of the system in
wider systems, nor are there any provisions for designing and measuring the
performance of the governance system except against personal judgements and
interpretations of what ‘ethically’ might mean, what ‘clear’ constitutes or, what
‘best use’ entitles a manager to do.

The definition provided by the standard is ambiguous, subject to personal
interpretation in both practice and evaluation of practice, and assumes a range
of existing conditions and organisational maturity that may or may not be
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present. This may be a matter of intentional design, taking the philosophy of
minimal intervention in the judgement and activities of corporate governors,
but this assumption reinforces the concept of the accountable individual rather
than a systemic failure.

A feature of such ... interest is the apparent desire to place the blame
on an individual, or individuals, for a corporate failure, as has been
seen in the case of Enron and its Chief Executive, Jeff Skilling ... This
selective emphasis on the individual often disguises the culpability of
the organisation as a whole, and the series of management and systems
failures, which created the circumstances in which the abuse could take
place. (Drennan, 2004)

Taking the definition alone, without the several volumes of supporting material
and handbooks associated with it, this definition is not sufficiently directive to
build an acceptable governance system design. Of course, the argument is to
study the supporting material to find out how to do ‘governance’, or to use good
business judgement — however, I again argue that the lay person will seek to
understand and build their expectation of practice through definition and, if
this is not well conceived, then assumptions of practice will inevitably flavour
the interpretation of the rest of the supporting documentation.

The functional level

The next level of governance is the functional level. I have chosen the ICT
governance function for examination here, although any other function of the
organisation would be equally appropriate. Nada Korac-Kakabadse and Andrew
Kakabadse (2001) support ICT governance as a hierarchical child of corporate
governance: IS/IT and corporate governance are integrally inter-related thus
making IS/IT governance a subset of corporate governance (2001: 9).

The following definitions are provided for examining ICT Governance.

Governance is the description of the necessary performance of the
operation of a system to ensure it achieves its goals, meets the wishes of
all those concerned, or uses its assets efficiently. (Lewis, 2008)

Governance is the strategic alignment of IT with the business such that
maximum business value is achieved through the development and
maintenance of effective IT control and accountability, performance
management and risk management. (ISO/IEC 38500:2008)

Governance is the system by which the current and future use of ICT is
directed and controlled. It involves evaluating and directing the plans
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for the use of ICT to support the organization and monitoring this use to
achieve plans. It includes the strategy and policies for using ICT within
an organization. (AS8015:2005)

IT Governance is the decision rights and accountability framework for
encouraging desirable behaviours in the use of IT. (Weill and Ross, 2004)

ISO/IEC 38500:2008 takes the Australian Standards 8000 series definition
further with a set of system-performance measures: effective, efficient, and
acceptable use of IT within an organisation; and a purpose statement — use
of IT within organisations. It also specifies a wide range of actors and includes
internal and external views of the organisation. The definition also provides a
boundary of scope: ‘applies to the governance of management processes (and
decisions) relating to the information and communication services used by an
organization’, and recognises that the locus of control for these processes does
not necessarily reside within the organisational hierarchy boundaries. The ISO
standard was developed from the Australian Standard AS 8015:2005, which
combines principles, tasks, rolesand responsibilities and purpose, and recognises
an evolutionary and dynamic aspect of the governance system through the
changing ‘needs of people in the process.” Furthermore, 8015 recognises the
encapsulated systems in the lower order of system hierarchy (below functional)
such as portfolio and project governance as well as specifically requiring
alignment with higher level (corporate/operational) systems.

An extract from 8015 is provided in Table 1.

This Standard combines the six principles of governance with the three primary
tasks of Directors to form a list of tasks for the control of ICT. The six principles
are:

1. Establish clearly understood responsibilities for ICT

Ensure that individuals and groups within the organisation understand and
accept their responsibilities for ICT.

2. Plan ICT to best support the needs of the organisation

Ensure that ICT plans fit the current and ongoing needs of the organisation
and that the ICT plans support the corporate plans.

3. Acquire ICT validly

Ensure that ICT acquisitions are made for the right reasons in the right
way; on the basis of appropriate and ongoing analysis. Ensure that there is
appropriate balance between costs, risks, long term and short term benefits.

4. Ensure ICT performs well whenever required
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Ensure that ICT is fit for its purpose in supporting the organisation, is kept
responsive to changing business requirements, and provides support to the
business at all times when required by the business.

5. Ensure ICT conforms

Ensure that ICT conforms to all external regulations and complies with all
internal policies and practices.

6. Ensure ICT use respects human factors.

Ensure that ICT meets the current and evolving needs of all the ‘people in
the process’.

The three primary tasks are:

* Evaluate the use of ICT.
* Direct preparation and implementation of plans and policies.

* Monitor conformance to policies and performance against the plans.

Informal supporting documentation in the form of checklists to assist in raising
the awareness of governing actors of their responsibilities are available.

The standard embodies an ideal vision of governance as determined by the
committee members that published the standard, and it stops short of defining the
ethically charged value statements it espouses, such as appropriate, responsible,
balanced, fully, proper, complete, safe, correct. This is also observed by Pye and
Warren who state:

From a philosophical prospective the ICT Governance Standard (2005) is
based in the traditional ethics approach by focusing on the ideas behind
what is deemed good governance from the practical reasoning aspect
of what is right, dutiful and obligatory across the governing tasks of
evaluating, directing, and monitoring as recommended in the Standard.
(2006: 204)

It is these two last criticisms that I wish to examine in arguing for a more cogent
definition, such as that offered earlier in the discussion.

In leaving the definition of the value statements to the actors involved, we
find ourselves in exactly the same situation criticised in the media reports
mentioned earlier — individuals are accountable for what is good and what is
bad in governance and, as such, individuals — depending on whether they are
personally and individually good or bad, or even as a group — will affect good
or bad governance.

This does not account for the complex interdependency of value systems and
its interaction with the learning and governance systems of an organisation. It
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does not account for system effects in governance, but, rather, implies that good
governance is directly determined from the strength of the individual judgement
and personal ethic of the governing actors. As before, I am not arguing that
this is not true, but rather that it is insufficient in and of itself to describe and
account for the emergent complexity of interactions in the modern enterprise
and, particularly, in the modern ICT enterprise. A more cogent definition
would look to the coupled and co-evolving systems and the dynamic feedback
mechanisms (in addition to the control mechanisms) of the system.

Fundamentally, the error here is exemplified in the first criticism made of this
standard, and that is that the ideal is a reflection of the values, assumptions,
knowledge and experience of the committee commissioned to design the
standard. The committee, an esteemed and recognised group of scholars and
practitioners, in themselves are not the issue, but, rather, the whole system
of using a committee to design a template for a system of governance. It is
predictable that the committee would design in its own image. Ethically, this
is a practice that is known to be a pervasive mode amongst technology minded
practitioners. Peter Weill and Jeanne Ross’s (2004) definition goes further by
specifying the ‘appropriate’ ethical frameworks for use in IT governance —
rights, duties and virtues. Of course, these are not the only frameworks for
establishing ethical practice — they are the frameworks deemed acceptable by
the authors based on their own value systems. It is interesting to note here that
most of the extant governance standards take a consequentialist perspective,
whilst Weill and Ross (2004) take a rights and duties perspective, but more on
this point later.

So what is the problem with a committee of experts determining what constitutes
good corporate governance of ICT? Andrew Feenberg’s (in Doppelt, 2001) body
of work on essentialism in technology design provides the answer.

Essentialism is the use of unified concepts that often neglect temporality and
variation. My charge here is not that the standard itself is essentialist in nature
(as I believe it does attempt to account for variation and temporality in people’s
needs, although not in values) but rather that the process to produce the
standard is an example of essentialism at work and this is reflected and inherited
in the lack of recognisable variation and temporality in the values concepts of
the standard. For the lay person, Wikipedia.org (2008) states: ‘In simple terms,
essentialism is a generalisation stating that certain properties possessed by a
group (eg, people, things, ideas) are universal, and not dependent on context,
such as stating 'all human beings compete with each other for success'. My
contention is not that a generalisation has been intentionally stated, but,
rather, that due to the process of the conception of the design, certain values
are assumed and embedded in this design as generally good and universally
applicable and, ipso facto, that these values and characteristics of ideal
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governance are achievable and desirable regardless of context. As Jane Collier
and Rafael Esteban write: “The model of organization which underpins both “co-
ordination” and “control-and-regulation” views of governance is hierarchical,
authoritarian, and mechanistic’ (1999: 175-76). It excludes, through primary
order assumptions, alternative visions for governance. This is the hallmark of
essentialism according to Feenberg.

On |[Feenberg’s| analysis, [essentialism] masks the particularity,
historicity, contingency, interest-ladenness, and politics of every specific
technology that we confront in our built environment: buildings,
hospitals, clinics, highways, cities, clinical trials, machines and devices of
all sorts, factories, offices, etc. Each such technology embodies a design,
and underlying that, a technical code embodying established experts’
determination of what is and is not a relevant factor in designing this
or that sort of thing. In turn, Feenberg shows that every such design
and technical code embodies particular peoples” decisions/power over
which among many possible considerations, interests, values, costs,
functions and voices are to be included and which [are] excluded in that
technology. (Doppelt, 2001)

Feenberg is examining design of physical technology. I am extending his analysis
to include the design of systems generally, and the design of governance systems
for ICT, specifically. For technology, read design of governance systems. Feenberg
believed that technology was pervaded by a dominant ethical framework of
essentialism whereby ‘technology and the built environment are perceived as
determined, or dictated, by necessary imperatives of efficiency and special
bodies of expert professionals who enjoy a monopoly over knowledge of these
imperatives’ (Doppelt, 2001). The relationship to the process of developing the
standard, and the consequences which can be observed in the standard, of this
work become clear when Feenberg describes technology as emerging from ‘the
embodiment of a social process in which empowered groups of experts choose to
express certain sets of specific interests and standards in specific technologies,
which in turn are re-experienced, challenged, and redefined by their users.
Feenberg writes that the essentialists believe that their design embodies persons’
interests. In the same way, we can see that the design of the 8015 standard seeks
to embody persons’ interests and recognises the variability of human needs, but
does not extend this characteristic to other components of the system, notably
values. Cristiano Antonelli, for example, recognises that knowledge (a resource
component of the system) may be conceptualised in different ways given
different stakeholders and contexts, and this impacts governance. He writes:

Three different and rival concepts of technological knowledge can
be identified: (a) knowledge as a public good, (b) knowledge as a
proprietary good, (c) knowledge as a localized, collective and complex,
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path dependent activity. Such a shift has relevant implications in terms
of governance mechanisms, strategic attitude of agents and public policy
making. (2005)

These different conceptions are not accounted for within the design of the
standard and, furthermore, the values embodied in the standard are not justified
in the standard (although it is noted that there are current attempts by members
of the committee and others to provide this supporting justification). Thomas
Ahrens states ‘One problem ... is that rules of corporate governance exhort
companies to follow those ethics without ever offering a clear justification. The
ethics are simply adopted wholesale from economic rationalism’ (2008: 149).

Further weight in support of this argument is provided by Gary Weaver with
‘Pursuing shared ethical goals by means of culturally inappropriate management
practices, in short, can undermine the effectiveness of ethics management efforts’
and, ‘Questions of culturally appropriate organizational structure remain even
after questions of moral content are resolved’ (2001: 3).

Designing for feminist ethics in addition to traditional rights and duties, or
consequentialist-based frameworks and values systems is an example of an
alternative approach for design. This approach is exemplified in Machold et al
(2008).

In seeing what a technology excludes, what it is not but could be, we
gain a clearer and truer grasp of what it is — the bias of technology
beneath the guise of efficiency and rationality. (Doppelt, 2001)

It is this final statement that summarises the major criticism with the extant
definitions of governance from strategic through functional, and that is the
inherent bias of the view that ethics and value systems are a personal and
individual factor both directly within the design of the definitions and in the
conception of those designs. The implication is that the inherent complexity
and pervasiveness of value systems in co-evolution with governance and
learning systems in organisations is neglected, leading to ignorance of factors
contributing to the emergence of unintended and undesirable consequences,
such as organisational failure.

Application to the ICT enterprise

To illustrate how unintended consequences may arise, I refer to the results
from a recent survey conducted by the Centre for Applied Philosophy and
Public Ethics (CAPPE) at The Australian National University and Charles Sturt
University. In this survey by Richard Lucas and John Weckert:
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empirical research was conducted to determine the current state of the
following important two factors:

attitudes of ICT professionals towards ethics in their workplace,
and
ethics education of ICT professionals in the tertiary sector. (2008)

The key relevant survey finding for this paper is that most respondents use or
prefer a duty- and rights-based moral framework, with consequences listed as
the least favoured framework (Lucas and Weckert, 2008). Given that, according
to most extant definitions, decision-making within governance aims at achieving
outcomes — consequences — whilst to do what is right (duty) or to have what
I rightfully am entitled to (rights) are notions seemingly abstracted by several
steps from informing immediate decisions of practice, it seems that there is a
moral disjunction between the value systems that lay ICT professionals believe
are appropriate and the value systems informing the design of governance
systems.

Furthermore, given that governance systems are the progenitors of organisational
identity — if that organisational identity is embedded in an entirely different
moral framework than that of the ideal identity of its membership, a serious
inhibitor to collective ownership, engagement and subsequent organisational
effectiveness is likely to result — a decision disconnect.

A moral conflict may even arise whereby the tools of governance that are used
to resolve scarcity of resources towards consequences would be viewed as direct
moral challenges to concepts of a right and duty to produce quality outputs.
In simple words, a programmer would be offended by a manager’s decision
to trade-off quality for time, and would see this act as unethical — ‘cutting
corners’ — and insulting to his/her professional expertise. In my experience,
and it seems in the experience of those who undertook the survey, this is the
‘ethical’ issue that is most pervasive of the ICT organisation and forms the tension
between business managers and technology specialists. This is an example of an
internally generated risk as described by Richard Barber, and as such would not
be reported through the normal mechanisms of, in this case, project governance
through the risk register and therefore not be recognised as a governance issue.
This demonstrates the point that there is a big difference between complying
with governance standards (or a risk management standard in this instance) and
actually governing (or managing risk).

I am not sure whether this finding is an artefact of the survey — respondents
immediately associating ‘ethics” with ‘doing the right thing” and thus providing
answers from a particular frame of reference — or a valid indication of practice
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amongst IT people. The key ethical problem identified by the respondents —
compromising quality — seems to me to indicate that we are dealing with the
latter rather than the former.

The IT project manager, or developer, or analyst, is in a situation where their
envisaged identity is compromised because the framework they are working
within is in conflict with the ideal structure and policies of the enterprise.
Furthermore, their ideal values dynamics arising from a “hardened’ framework
contrast with the ‘moderating” processes ideally employed in governance. The
result of such deterioration in ideal identity is a group of disenchanted and
disempowered individuals, or a group bent on consolidating and fighting the
good fight for what is right, what is good, and what they rightfully deserve,
against what is perceived as an unethical management regime. ‘Management’,
however, are ideally required to manage to outcomes and need to balance
and control resources where time and money constrain function and effect.
Considering consequences for outcomes is the means for prioritising how
function and effect may be constrained either through scope or quality in order
to achieve vision.

The extant definitions of governance, when applied to this situation, clearly
represent a teleological action perspective as Habermas (Reynolds and Yuthas,
2008) describes it. A design that accounts for both a teleologic action view and
Habermas’ theory of communicative action view in engaging stakeholders in
the governance process would possibly counteract the decision disconnect
described.

This example is used to illustrate the pervasiveness of the values systems
at play in an organisation, and how this may in turn impede or accelerate
organisational learning and governance. Understanding the competing forces
in the value systems at play in an enterprise can surface the opportunities and
impediments to achieving the ideal integral enterprise state. Making explicit
these opportunities and impediments is a process of the governance system.
These may not emerge solely from processes within ‘discrete’ organisational
systems, such as governance processes, financial or human resource management
processes, or ethical decision-making processes, but may emerge from the nexus
of the systems of governance, learning and value systems in action within
organisations.

In this section I have shown how extant definitions of governance may not
be sufficient in dealing with the complexity and variation of the dynamic
relationship between governance, value systems, learning and organisation
and have highlighted the importance of value systems in governance through
examining how problems from value systems at play in an organisation can
impede good governance. I have offered a more cogent definition of governance
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to account for the gaps in its existing understanding and practice and, in the
next section, I address how to apply this definition through a framework for
planning and designing governance systems.

The design of governance systems

Governance is a system for:

1. imagining
2. directing
3. controlling
4

influencing the:

a. integration (disintegration)
b. standardisation (pluralisation)

c. transformation (stasis) of:

i. organisation practice (values, learning, leadership, language)
ii. structure (hierarchy, network, flat, cellular)
iii. resources (technical, human, financial, knowledge)

iv. process (unify, diversity, coordinate, replicate), towards:

1. achieving an ideal organisational state —

a. as envisaged by internal/external governing stakeholders

b. constrained or nurtured by external pressures/co-evolving
systems and internal drivers/subordinate systems

c. resulting in beneficial (costly) outcomes

d. measured in positive, negative, or absent value.

Ethics, in the way we are discussing it here, is the application of value systems
within an enterprise.

Governance and ethics, therefore, intersect through enterprise practice. Practice,
in this model is the application of value, learning, leadership and language
systems in an organisation. Ethical enterprise practice is the desirable alignment
of the actual with the envisaged ideal enterprise state.

This definition addresses the criticisms of the definitions examined in the
previous section of this paper through: providing all system elements;
recognising dynamics and encapsulation; and, not requiring a specific values
framework for implementation.
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If the practice of ethics (through value systems) amongst the members of an
enterprise and its ideal identity are in conflict with those of the governing
membership of an organisation in:

e structure
* assumptions
* dynamic or

* learning

then we have a decision disconnect that will constrain the effectiveness of that
organisation.

This issue must be dealt with at the nexus of the governance, learning, values,
and organisational systems of an enterprise by those charged with leading that
enterprise — the governors. Taking a systems approach to understanding values
in the enterprise the dynamic, complex nature of its relationship to identity and
value creation will help bridge the divide of the decision disconnect.

The first step to resolving this issue is to articulate how values systems interact
and transform organisation through the ‘practice life cycle’.

If ICT people think management is unethical because it uses a consequence
framework for decision-making, then what they are really saying is that there is
no place for their framework in the governing model of business and ICT.

Governors can then reflect on how the organisation can integrate and support the
interactions of value frameworks between the different aspects of organisations
through practice — through learning and through language.

To articulate clearly how values step through the practice cycle, governors must
firstly recognise:

* why and how values are important
* that the problem lies in viewing governance as a process, not as a system

* that values interact with governance as dynamic systems that frame
enterprise practice

 that this interaction can be modelled and influenced through intelligent
design

* that learning acts as a feedback mechanism to harness and create requisite
diversity.

The ‘practice life cycle’ is a representation of the dynamics of the organisation
and is illustrated in Figure 3.
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SENSING B reGrarinG STRUCTURING
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Figure 3: The practice life cycle
Source: Author’s research

This diagram illustrates the different characteristics of organisation whereby
integration practices form the driving force for value creation. These integration
practices emerge from the nexus of values systems, governance systems, and
organisation systems and, in the framework proposed, are values, language,
learning, and leadership. These practices, coupled with structure, resources
and processes, form the inter-system components that impede or improve
organisational effectiveness through governance. This is illustrated in Figure 4.

Values systems, therefore, are critical and central to the integrating and
transforming practices of organisation that takes the strategy off the shelf and
into every product and service. The framework offered captures not only the
values information — the principles statements, but captures and understands
how values are used in an organisation. In mature organisations, the practitioner
uses the framework to surface the assumptions behind the practice and determine
whether these assumptions are valid in the envisioned future organisation.
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Governance

Strategy

Resources Practice Structure

Technical Hierarchy

Knowledge

Sensing:Sorting

Coupling:Decoupling

Figure 4: A framework for designing more cogent governance systems
Source: Author’s research

With this framework we have a more cogent mechanism for guiding,
encouraging, and constraining behaviour in the enterprise through intelligent
design. Governors can understand the gaps in how employees, technical staff and
business staff act to achieve or impede the vision, and more comprehensively
design the organisation to harness this diversity and complexity; to capture
and use the creative energy that emerges from difference rather than turn this
energy onto itself to create churn and resistance.

To do this, governors, and governance theorists, must move away from an
essentialist perspective in definitions, and recognise and design for different
kinds of value systems, not only in the values they are informed by, but also in
the way they are

e structured
* used

194 * evolved.
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In other words, governors must recognise, plan, and design for requisite
diversity in all elements co-evolving with the governance system.

An example of how alternate views of values systems can be accounted for in
design is provided in Figure 5.

The polarity view of values — content based

Fundamental Left _ Fundamental al Right

An alternate, orbicular view of values — behaviour based

Moderate
Modulating
C—
C——
Hardened
L R
Fundamental

Figure 5: An example of viewing value systems differently for design
Source: Author’s research

In the above illustration we have two differing values systems — fundamentalist
and moderate. In the top view, these value systems are seen as two ends of
a spectrum — polarities. Using this view, when these systems come into
contact with each other in enterprise situations, conflict and impediments to
transformation — resistance to change — may ensue. This is particularly the
case when ‘hardened’ or ‘root” value systems are at play or in conflict.

There are different kinds of value systems, not only in the values they are
informed by, but also in the way they are structured, used and evolved.
Hardened systems are a kind of set-form value system and root value systems
are conditioned systems that are numb to transformational events. There is a
clear and present need to review how these differing value systems interact:

in an environment of global activity, of multinational companies, and of
collaborative ventures across national boundaries, there are likely to be
moral dilemmas if on the one hand, firms seek to apply their own value
systems to business decisions in cultures other than their own. (Minkes
et al, 1999: 329)

195



196

Professionalism in the Information and Communication Technology Industry

In the second view, these values systems are not seen as polarities but rather
as having some shared characteristics. In taking this view, which allows for the
existence of both systems side by side, resolutions to conflict may be proposed
that harness shared conceptions of behaviour or passion, for example. By
changing the view of how the value systems interact with each other towards
a richer, more diverse design, impediments to organisational effectiveness may
be overcome.

When we examine governance, concerned with policy and structure, and
enterprise architecture, through which governance is assisted by processes of
integration and alignment, we may visualise these components as an enterprise

model, shown in Figure 6.

Structure Policy

Enterprise Model

& o

Alignment Integration

Figure 6: Enterprise model
Source: Author’s research

Value systems, like enterprise systems, have a systems model with governing
assumptions as policy, structure either as a sense form or a set form, and
conditioned or inquiring dynamics (derived from structure) of alignment and
integration, and finally identity as vision. The transforming property of value
systems is learning, and so the interdependence between these elements of
practice is reinforced. This is illustrated in Figure 7.
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Consequences Assumptions:

Duties and Rights Assumptions:

Quality First and Outcomes Balance Constraints
IT People Governing People

Conditioned Sense and
and Hardened Set Form

Inquiring and
Moderating Sense Form

Professional
Identity

Business

Vision

Figure 7: A value systems model
Source: Author’s research

In the example given from the Lucas and Weckert (2008) survey, the values
systems between ‘management’ and ‘IT’ are instantiated differently in
assumptions, structure and dynamic. This fundamentally puts business vision,
in its ideal form, and IT identity, in its ideal form, in conflict. Hence, the
continuing experience of distrust between IT and ‘management’, the resistance
to change, and the result of this misalignment is the inability to transform. This
is illustrated in Figure 8.
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Frameworks Assumptions

Value systems Model

e

Conditioning/ Sensing/
Inquiring Sort

Figure 8: Misalignment of values systems — IT and management
Source: Author’s research

Transformation is important in evolving systems; driving and moderating
change; adaptation; renovation and renewal. Transformation is achieved
through practice, as it is defined in the previous discussion. It is the application
of value systems through ethics that informs practice so, along with learning,
leadership and language, ethics creates organisational transformation.

Transformation, in turn, creates value.

Summary

The relationship between ethics, governance, the enterprise, and ICT
organisations is important because it powers, through double-feedback learning,
transformation of organisations, which creates value. An ICT practitioner
seeking to create organisational value should endeavour to understand these
relationships because, at the functional level of governance, these relationships
are impeding or growing organisational value. I have employed a systems-
thinking approach to surface commonalities between these entities towards a
system purpose.

In this paper I have established the need for understanding these relationships.
I addressed how practitioners and theorists come to (misjunderstand these
relationships and concepts through extant definitions, and the implications for
design and practice of governance.
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I have presented a top-down analysis, examining first the societal and operational
levels (state and corporate) and, secondly, the functional level of governance
— in application to ICT organisations and concluded with a systems-thinking
framework, for practitioners and theorists alike, to explicitly plan and design
for the dynamic interrelationship of values, people, process, and purpose in
enterprise governance, using the principle of requisite diversity.

The paper has unambiguously established the centrality of value systems in the
practice of governance in the enterprise, and particularly the ICT enterprise.
Through a systems-thinking approach, governors can act to prevent a decision
disconnect arising from the pervasiveness of complexity of the interactions
between values, governance, and ICT organisation systems. Through the
proposed framework, a practitioner or theorist may design and plan for multiple
instances of system components, such as alternative moral frameworks, within
the governance and co-evolving systems. Through planning, designing, and
acting for requisite diversity in all aspects of governance, governors help drive
organisational transformation towards the desired vision.
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Ethics education






The place of ethics in ICT courses

Professionalism, as we have noted previously, has strong links with ethics.
A professional is someone who, amongst other things, behaves ethically with
respect to his or her occupation. Education is also an important aspect of
professionalism. A professional is an expert relative to the general population
and this expertise is usually partly a result of being educated in a particular
of body of knowledge. It is not surprising, then, that a component of ethics
education is commonly considered to be an important element of a professional’s
education. This is the case in information and communications technology (ICT)
and, for a course (by which we mean a specific set of subjects/units leading
to a qualification, typically an undergraduate degree) to be accredited by the
Australian Computer Society (ACS), it must contain some study of ethical and
social issues. Both of the chapters in this section relate ethics education closely
to professionalism, and neither discusses courses that are part of standard
university degrees in ICT. Before returning to these two discussions, we will
consider some unsettling evidence for anyone who thinks that ethics education
is important.

ICT ethics education, in its current forms, does not seem to have as much effect
as is desirable. A recent survey indicated this, and this view of the efficacy of
ethics education is supported, if somewhat ambiguously, in the literature (Lucas
and Weckert, 2008). We found only one paper that looked directly at the ICT
situation (Sharma and Burmeister, 2004), and it found no significant indication
of efficacy. A number of studies of business ethics courses also suggest that their
effect is not strong in the business community (Buchko & Buchko, 2009; Hun-
Joon Park, 1998) and the same appears to be true of medical ethics courses in the
medical area (Campbell, 2007).

Before thisrather bleak assessment of ethics education results in it being removed
from ICT-course curricula, three considerations should be kept in mind. First,
there is evidence that, at least in the medical field, ethics training is important
in making a contribution to policy. There is no obvious reason why this should
not also be true for the ICT industry or organisations that employ ICT workers.
Second, there is evidence that company ethics training programs are effective
in the business field. Again this could hold for ICT companies. Third, there is
some evidence that what is taught in typical ICT ethics courses in Australian
universities might not be what is most needed.

Further consideration of this third point could suggest ways of making ethics
education more effective. The survey mentioned previously indicated a difference
in the content of typical university ethics courses and the main ethical concerns
of ICT professionals. As could be expected, privacy and intellectual property
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issues were prominent in the minds of ICT professionals, but what could generally
be described as professional issues, that is, issues where professionals must
make work-related decisions, dominated. High on the list were compromising
quality to meet deadlines, unprofessional behaviour, making false promises
and conflicts of interest. Also significant were compromising functionality and
requirements to meet deadlines. Unprofessional behaviour also figured large in
the extra comments section of the survey. Typical concerns included blaming
others for one’s own mistakes, poor team contributions, awarding contracts
without due process, overpricing and under quoting of time and overstating of
skills. The issue of professionalism was also of major concern in the interviews
and most of the same worries surfaced. A number of related, new concerns were
also mentioned, of particular significance were responsibility and informed
consent.

A survey of the material covered in courses suggested that the common topics
covered were the standard ones of privacy, security, cyber crime, intellectual
property, regulating commerce and free speech and a few others, with
professional ethics being one topic but frequently left unspecified. The most
common text mentioned was Michael J Quinn’s, Ethics for the information age
(2005), so a reasonable assumption is that the topics covered in the text also
form the basis of the courses in which it is used (and most other texts cover
substantially the same material). The one chapter of Quinn’s volume that deals
with professional ethics covers the issue of whether software engineering is
a profession, the software engineering code of ethics and codes of ethics in
general, and whistleblowing. Notably, many of the issues raised in the survey
and interviews are not explicitly mentioned either in Quinn’s text or in the
course descriptions. It does not follow from this that these topics are not covered,
but at least it raises the question of whether the focus of ethics courses is on the
most important issues as seen by the practitioners.

While the ACS does require the ethical component to be covered in order for a
course to be accredited, it does not require that there be a discrete subject and
it is clear that the most popular option for universities is for ethics to be part of
other subjects. This reflects a debate regarding the best way of teaching ethics
to ICT students. One school of thought is that there must be a discrete subject
with rigorous assessment, otherwise students do not take the issues seriously.
The other view is that discussion of ethics should not be conducted separately
because then students do not see it as an integral part of the profession. A
leading advocate of this view is Don Gotterbarn (1992). He argues that ethics
education is much more effective if it is incorporated throughout the curriculum,
rather than being taught as a discrete subject or course and, second, that ethics
is not necessarily best taught by philosophers or theologians. His concern is not
to denigrate a philosophical approach to computer ethics, but it is, rather, to
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understand how best to ethically educate computing professionals. The related
debate mentioned by Gotterbarn concerns the teaching of ethics; by what sort
of person should it be taught? On the one hand it is argued that it should be
taught by experts in ethics and, on the other hand, there are arguments for it
being taught by ICT professionals because they know what the real issues are
and they have more credibility in the eyes of the students. In both of these
debates there are good arguments on both sides.

Three issues, then, have emerged from the survey and the literature: there
appears to be a mismatch between what is taught and what professionals see as
the most important ethical issues; there might be a problem with the placement
of ethics in ICT curricula and it may not be taught by the most appropriate
people.

The first chapter of this section, by David Lindley et al, all of whom are or
have been ICT practitioners, begins with a discussion of what the ACS takes an
ICT professional to be and an outline of the knowledge and skills that the ACS
requires of such professionals. This provides the context within which ethics
education is considered. The ethics courses focused on here are not part of
university degrees, but, rather, constitute components of the ACS professional
development program. The content of the two courses mentioned is interesting
in the light of the previous discussion of what appears to be a mismatch
between practitioners’ primary concerns and the common content of university
ethics courses. Lindley et al describe content that is heavily weighted towards
everyday professional concerns. Interestingly, too, student involvement is
central and the tutors are all experienced ICT professionals.

The chapter by Stoodley et al builds on the notion of student involvement in
ethics education and develops it in detail and methodologically. It first contrasts
the approach being presented, called prompting new experiences, with three
prevailing approaches to ICT ethics education: exercising behavioural control,
developing decision-making skills, and developing moral sensitivity. The
aim of prompting new experiences is to change the student’s experiences of
ethics. Four teaching methods are suggested: moral argumentation and dilemma
discussion; role models and heroes; values clarification; and, logic, role taking
and concept construction. A ‘model of ethical IT” is proposed which illustrates
ethics awareness expansion from ‘my world’ through a number of stages to ‘the
wider world’. The chapter concludes with an explanation of how the model can
be used as a conceptual tool and as a learning tool.
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11. Educating for professionalism in
ICT: Is learning ethics professional
development?

David Lindley,' Brenda Aynsley,? Michael Driver,
Robert Godfrey,® Robert Hart,* Glen Heinrich,®
Bhuvan Unhelkar® and Kim Wilkinson

Introduction

This paper considers professionalism as the product of a process; a status
that can be achieved and justified by completing a series of activities. It does
not attempt to explain what professionalism is, rather, it explains what the
Australian Computer Society (ACS) deems professionals should know and be
capable of doing.

In this paper, we aim to convey the following messages:

* Professionals require education beyond that offered in a typical university
degree.
¢ The ACS Computer Professional Education (CPe) Program is constructed on

the established Skills Framework for the Information Age (SFIA, 2008a) plus
an additional skill set labelled Professionalism.

¢ Torecognise information and communications technology (ICT) practitioners
as ICT professionals, the ACS requires that they have a practical knowledge
of ethics.

e Formal research is necessary to ascertain the effectiveness of the ACS
approach to ethics education.

And, to justify these messages, we address the following questions:

*  What is an ICT professional?

* Are there grades of ICT professionalism?

* What is professional development for ICT professionals?
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*  Where, on the scale of academically oriented education versus competency-
based training, does ICT professional development lie?

* How does the ACS achieve its learning objectives in teaching ethics?

* Are the techniques that the ACS uses good enough?

What is an ICT professional?

The ACS Professional Standards Board (2007) deems an ICT professional as
someone eligible for its professional level of membership. That individual
should possess the following knowledge, skills and capabilities:

* Factual and theoretical knowledge of ICT in broad contexts.

* Advanced, coherent body of knowledge in a discipline/field involving
critical understanding of theories and principles.

* Advanced skills, demonstrating mastery and innovation required to solve
complex and unpredictable problems in a discipline/field of ICT.

* Exercise management and supervision [skills] in contexts of work activities
where there is unpredictable change.

* [Competent to] Take responsibility for complex technical and professional
activities or projects.

* [Competent to] Review and develop performance of self and others.

In this context, the descriptors the ACS uses to define levels of membership can
be stated as:

* Knowledge: facts, information and skills acquired through experience and
education.

* Skills: the ability to perform a task.

* Capability: a standard necessary to perform a specific job.

Underpinning this choice of descriptors is the skills framework for the
information age (SFIA), which is described as providing ‘a common reference
model for the identification of the skills needed to develop effective information
systems (IS) making use of information technologies (IT)’".

SFIA is a two-dimensional table that represents skill sets on one dimension and
levels of responsibility, or capability, on the other. A tabular view of SFIA subset
is provided in Figure 1 below.

The ACS considers that graduates from most, but not all, Australian ICT degree
programs can, after 18 months relevant industry experience, perform at SFIA
Level of Responsibility 4 (Enable). With further experience, and studies within
the ACS CPe program, its graduates are expected to have achieved SFIA Level of
Responsibility 5 (Ensure, advise) and be eligible for professional level membership.
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SFIA Levels of Responsibility 4 and 5 are defined Table 1a and 1b below.

Table 1a: Definition of SFIA Level of Responsibility 4

SFIA Level of Responsibility 4 (Enable)

Autonomy

Works under general direction within a clear framework of accountability.
Substantial personal responsibility and autonomy. Plans own work, to meet
given objectives and processes.

Influence

Influences team, and specialist peers internally. Influences customers

at account level and suppliers. Some responsibility for work of others

and allocation of resources. Participates in external activities related to
specialisation. Decisions influence success of projects and team objectives.

Complexity

Broad range of complex technical or professional work activities in a variety
of contexts.

Business

Selects appropriately from applicable standards, methods, tools and
applications and use. Demonstrates analytical and systematic approach

to problem solving. Communicates fluently orally and in writing and can
present complex technical information to both technical and non-technical
audiences. Is able to plan, schedule and monitor work activities in order

to meet time and quality targets and in accordance with health and safety
procedures. Is able to absorb rapidly new technical information and apply it
effectively. Good appreciation of wider field of information systems, its use
in relevant employment areas and how it relates to the business activities of
the employer or client. Maintains awareness of developing technologies and

their application and takes some responsibility for personal development.

Source: Extracted from SFIA, 2008¢

Table 1b: Definition of SFIA Level of Responsibility 5

SFIA Level of Responsibility 5 (Ensure, advise)

Autonomy

Works under broad direction. Full accountability for own technical work
or project/supervisory responsibilities. Receives assignments in the form
of objectives. Establishes own milestones, team objectives and delegates
assignments. Work is often self-initiated.

Influence

Challenging range and variety of complex technical or professional work
activities. Work requires application of fundamental principles in a wide and
often unpredictable range of contexts. Understands relationship between
specialism and wider customer/ organisational requirements.

Complexity

Broad range of complex technical or professional work activities, in a
variety of contexts.

Business

Advises on the available standards, methods, tools and applications in own
area of specialisation and can make correct choices from alternatives. Can
analyse, diagnose, design, plan, execute and evaluate work to time, cost
and quality targets. Communicates effectively, formally and informally,
with colleagues, subordinates and customers. Demonstrates leadership.
Clear understanding of the relationship between own area of responsibility/
specialisation to the employing organisation and takes customer
requirements into account when making proposals. Takes initiative to keep
skills up to date. Maintains awareness of developments in the industry.
Can analyse user requirements and advise users on scope and options

for operational improvement. Demonstrates creativity and innovation in
applying solutions for the benefit of the user.

Source: Extracted from SFIA, 2008¢c
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While comprehensive in the range of skills it encompasses, SFIA has no skills
category relevant to professionalism, or professional behaviour. To cover this
area, the ACS has expanded on SFIA with an additional skill set that, for
university and CPeP graduates, are defined in Table 2 below.

Table 2: Definitions of ACS professionalism skills

Develops a basic risk management plan for simple
projects including the impact on social, business and
ecological environments.

Identifies legal requirements and constraints imposed
on the work/project and contributes to compliance.

Commits to a code of ethics, standards and practice
SFIA Level of Responsibility | and can apply these in basic projects.

4 (Professionalism skills of SFIA Level of Responsibility 5 (Professionalism skills of
university graduates) CPeP graduates).

Develops a risk management plan for projects

including the impact on social, business and ecological
environments and ensures compliance.

Ensures compliance with all legal/regulatory requirements.

Ensures compliance with appropriate professional codes
of ethics, standards and practice.

Source: Extracted from SFIA, 2008c

An ICT professional, therefore, is someone who has full accountability for their
own technical work and responsibilities; whose decisions can impact on the
success of projects; who develops business relationships with customers; who
must apply fundamental principles in a wide and often unpredictable range of
contexts; and, who can analyse, diagnose, design, plan, execute and evaluate
work to time, cost and quality targets. In addition, they can communicate
effectively, demonstrate leadership, and keep their skills up to date. They are
creative, innovative, and aware of their impact on social, business and ecological
environments. Their knowledge and actions are able to influence direction
within the organisation, their peers and industry.

Are there grades of ICT professionalism?

An ICT professional, in the view of the ACS, is someone eligible for its
professional level of membership. This level is not easily achieved and thus, in
the view of the ACS, ICT professionals are a subset, perhaps a small subset, of
the generality of ICT practitioners.

But the ease or difficulty of gaining ACS membership at the professional level
is not the consideration here. It is whether membership at this level means
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something about the person who gains the professional level of membership
and, therefore, also suggests something about other practitioners who are not
members at the professional level.

The ACS professional level of membership aims to be a differentiator between
ICT practitioners, who the ACS verifies as reliable and competent at SFIA level
of responsibility 5, and others, who might be less than reliable at that level.
Those with the ACS professional level of membership can use their membership
as evidence for prospective employers and clients of their professional abilities.
Those who are not ACS professional level members will require additional
evidence, and additional corroboration, to justify similar claims.

Note that the ACS is not aiming to be elitist or exclusive with its professional
level of membership. There are other levels of membership with less onerous
prerequisites. The associate level, for instance, is mapped to the SFIA level of
responsibility 3 (Apply). But it is the objective of the ACS for its members at
these other levels to raise their knowledge, skills and capabilities to the level
of the professional. The ACS aims to be both an inclusive organisation, and an
organisation that encourages continuing professional development amongst its
members.

Indicative of the ACS view of professionalism is that the majority of assessments
in its CPe program do not have a grade for exceptional achievement. Instead,
most items of assessment are graded 0, 1, or 2 — where 2 is measured as at or
exceeds expectations. The ACS does not view professionalism in multiple grades.
Rather, a person is either an ICT professional, or they are not. They either meet
the criteria for membership at the professional level, or they do not. They can
either take on professional responsibilities at SFIA level 5, or they cannot.

What is professional development for ICT
professionals?

The ACS specifies its professional level of membership in terms of knowledge,
skills and capability. Professions Australia defines a profession in similar terms;
the possession of ‘special knowledge and skills in a widely recognised body
of learning derived from research, education and training at a high level’
(Professions Australia, 1997).

Considering, again, the definitions of an ICT professional provided above, it
seems reasonable now to define professional development as the acquisition
of, and the continuing possession and use of, facts, information, and skills
necessary to perform a task.
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It is important to distinguish between the ‘acquisition of ... facts, information
and skills’, and the ‘continuing possession of ... facts, information and skills’.
The first is initial professional development (IPD), and the second is continuing
professional development (CPD).

The UK Initial Professional Development Forum defines IPD as ‘a period of
development during which an individual acquires a level of capability necessary
in order to operate as an autonomous professional’. It goes on to clarify the
concept with the statement ‘Professional bodies may recognise the successful
completion of IPD by the award of chartered or similar status’ (nd).

Engineers Australia states ‘Continuing Professional Development (CPD) helps
you maintain up-to-date technical skills and knowledge of processes, technology
and legislation. It also enables you to attain and maintain your Chartered Status’
(2009).

The ACS now follows a similar strategy. To achieve its professional level of
membership, an applicant is required to have a minimum of four years relevant
experience and, in addition, have completed a course of study encompassing the
ACS core body of knowledge. This entitles an applicant to use the postnominal
MACS (Member of the ACS).

But, to use the post-nominal MACS CP, indicating an ACS-recognised certified
professional, a MACS must complete the ACS CPe program. Initial professional
development, therefore, is a course of study, typically a university degree in
some aspect of ICT, plus experience, plus postgraduate studies in professionalism
(that is, the ACS CPe program).

Then, to maintain their CP status, a member must complete, annually, at least
30 hours of professional development; which is to say, continuing professional
development. Unlike IPD, the ACS view of CPD is that it should be self-directed.
Except for its quantity, and that it must be relevant to a practicing computer
professional at SFIA level 5 or above, the ACS does not prescribe what the
professional development must comprise.

Where, on the scale of academically oriented
education versus competency-based training,
does ICT professional development lie?

To achieve the ACS professional level of membership, an applicant requires
a minimum of four years relevant experience plus the completion of a course
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of study encompassing the ACS core body of knowledge. The ACS, therefore,
deems professionalism to be acquired only through a combination of education
and experience.

It seems obvious that, if professionalism is defined in terms of knowledge, skills
and capability, then a professional requires education beyond that offered in a
typical diploma or degree. They require more than just knowledge, and more
than just technical skills.

The professional requires contextual awareness; that is, how ICT, and the
numerous ICT roles in industry, fit within and influence the world of business,
society, and the environment. They also need a reasoned and objective assessment
of themselves; their own knowledge, skills and capabilities. A person seeking
a job on the basis of an innocent but incorrect assessment of their own ability
is as unprofessional as a person who deliberately falsifies their résumé. And
these two requirements lead to the skill set the ACS has added to those of SFIA,
namely, the skills concerned with risk management.

So, where does ICT professional development lie on the academically oriented
education versus competency-based training scale? It lies across the entire scale
with, perhaps, IPD centred more towards the academically oriented end, and
CPD more towards the competency-based end.

What is achieved by teaching ethics?

The ACS describes itself as a professional association. This suggests that the
practice of ICT and computing-related activities is, or should be, a profession.
An ICT practitioner in Australia, however, can claim to be an ICT professional
even though, unlike practitioners in disciplines such as law and medicine, they
do not need any form of registration or belong to a professional association.

Professions Australia describes a profession as ‘a disciplined group of individuals
who adhere to ethical standards ..." (1997). While it should not be assumed
from this that ICT practitioners in Australia who do not belong to a professional
association will necessarily behave unethically, it can be reasonably argued that
the possibility of unethical behaviour is less likely if a person is educated and
trained in the interpretation and application of ethical standards. Further, it can
be argued that a person is less likely to behave unethically if they are subject
to disciplinary processes by their peers; which is to say, their professional
association.

ACS rules and regulations (nd) include a code of ethics, extracts of which are
provided in Table 3 below.
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Table 3: Extract of ACS code of ethics

4.1 To uphold and advance the (a) be honest, forthright and impartial, and

honour, dignity and effectiveness (b) loyally serve the community, and

of the profession of information (c) strive to increase the competence and prestige of
technology and in keeping with high | the profession, and

standards of competence and ethical

(d) use special knowledge and skill for the
conduct, a member must:

advancement of human welfare.

| must act with professional responsibility and integrity
4.3 Values and Ideals in my dealings with the community and clients,
employers, employees and students. | acknowledge:

I must place the interests of the community above

4.3.1 Priorities . .
those of personal or sectional interests.

I must work competently and diligently for my

4.3.2 Competence .
clients and employers.

I must be honest in my representation of skills,

4.3.3 Honesty knowledge, services and products.

| must strive to enhance the quality of life of those

4.3.4 Social Implications affected by my work.

| must enhance my own professional development,

4.3.5 Professional Development and that of my colleagues, employees and students.

I must enhance the integrity of the information
technology profession and the respect of its
members for each other.

4.3.6 Information Technology
Profession

Source: Taken from ACS rules and regulations (ACS, nd)

While the code of ethics is readily accessible to ACS members and people affected
by their work, it comprises general and non-specific statements and often
requires guidance in interpretation and application. This point is supported by
the ACS standards of conduct, which state that ‘A member is expected to take
into account the spirit of the Code of Ethics in order to resolve ambiguous or
contentious issues concerning ethical conduct’. In addition, the ACS has a code
of professional practice and professional conduct, which is designed ‘to provide
members with authoritative guidance on acceptable standards of professional
conduct and ... is not intended to include a multitude of detailed rules’. It goes
on to say that the code should not be ‘narrowly interpreted’ (ACS, nd).

While the ACS offers formal education programs in professional ethics, a
specialist intermediary is often required to apply the ACS code of ethics to
professional practice in the real world.

Together with its code of ethics and supporting education activities, the ACS has
implemented disciplinary procedures, see Table 4 below, which can be applied
in the event that a member behaves in a manner inconsistent with the Code.
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Table 4: Nature of complaints and disciplinary action

7.1. Nature of Complaints and Disciplinary Action

7.1.1. A complaint may be made
against any member who acts or
fails to act in the course of his or
her professional activities in such
a way as to justify the taking of
disciplinary action, including;

(a) failing to observe, whether intentionally or
unintentionally, the Rules or the National Regulations,
(b) failing to comply with, whether intentionally or
unintentionally, any ethical, professional or technical
standards published by the Society,

(c) acting or failing to act so that, as a consequence,
whether intended or not, the Society is or is likely to
be brought into disrepute or suffer loss or damage,

(d) any combination of (a), (b) and (c).

7.1.2. If the complaint is
substantiated, the member may
be disciplined by:

(a) expulsion from the Society, or

(b) suspension from the rights of membership for a
period of 3 years or less or until imposed conditions are
met, or

(c) being required to comply with conditions imposed
as to the carrying out of the member’s occupation, or

(d) being required to complete specified courses of
training or instruction, or

(e) caution or reprimand, or

(f) any combination of 2 or more of (a), (b), (c), (d) and (e).

Source: ACS rules and regulations (ACS, nd)

The ACS encourages its members, and their employers, to view ethical behaviour
as a risk-management strategy. Philip Argy, while president of the ACS, wrote
‘the standards set for ACS membership and the ethics of professionalism provide
a guaranteed credential for employers and board directors wanting to minimise
their risk’, and ‘membership of the ACS at the professional level immediately
conveys to the world that you are committed to the highest standards and
maintain a level of knowledge, expertise and mental acuity that ensures you are
more able to deliver requirements on time, on budget, and with less risk’ (2006).

This notion of ethical behaviour as a risk management strategy is formalised
such that an ICT practitioner, to graduate from the ACS’s initial professional
development program, must demonstrate capabilities listed in Table 2 (above).
Additionally, the practitioner must demonstrate that he or she;

Carries out risk assessment within a defined functional or technical
area of business. Uses consistent processes for identifying potential risk
events, quantifying and documenting the probability of occurrence
and the impact on the business. Refers to domain experts for guidance
on specialised areas of risk, such as architecture and environment. Co-
ordinates the development of countermeasures and contingency plans.

This second skills definition is taken from SFIA, specifically the business risk-
management skill at the SFIA level 5 of responsibility titled ‘Ensure, advise’

(SFIA Foundation, 2008c).
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How does the ACS achieve its learning
objectives in teaching ethics?

The ACS deliversinitial and continuing professional development programs using
its in-house educational group called ACSEducation. The initial professional
development programs are all delivered online, while the majority of continuing
professional development programs are delivered on-ground.

ACSEducation has three full-time staff, none of whom are routinely involved
in active teaching. The teaching staff of ACSEducation are engaged on a
sessional or voluntary basis and all are senior professional members of the ACS.
Typically they have no formal training as educators and most work outside of
ACSEducation as ICT practitioners. ACSEducation is supported by an advisory
panel comprising senior ICT professionals from Australian public- and private-
sector IT organisations and, from 2010, it has been governed by an independent
academic board comprising senior university academics.

The ACSEducation Learning Management (LM) system is an open-source product
that its developers, Moodle Pty Ltd (2008), claim to have designed on sound
pedagogical principles. The product is used by many organisations, such as The Open
University, United Kingdom (2005), both for managed learning and collaboration.

Professionalism and ethics are addressed in three ACS programs; at the
postgraduate level through the ACS Professional Year (PYear) and CPe programs;
and at the undergraduate and vocational levels through the ACS Diploma of
Information Technology. In the diploma, professionalism and ethics topics are
only assessed, with teaching provided through colleges independent of the ACS.

Professional ethics at the postgraduate level

Similar processes and practices are used for teaching professional ethics in the
PYear and CPe Programs.

The PYear is a 12-month, job-readiness program comprising three formal
subjects and a 12-week internship with a host company. Participants, typically,
are recent graduates of university courses accredited by the ACS and most are
international students seeking permanent residence in Australia. The PYear
participants are student members of the ACS and thus bound by the ACS rules,
especially as pertaining to the ACS code of ethics.

The CPe program comprises four subjects that are completed on a part-time
basis, plus a period of mentoring where a participant works one-to-one with a
senior member of the ACS. Participants in the CPe program, normally, are graduates
of an ACS-accredited university degree with at least 18-months experience who are
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employed in an ICT-related role. Most are professional grade members of the ACS
who, like their PYear colleagues, are bound by the ACS rules pertaining to ethics and
professional conduct. Participants in the CPe program, typically, will start with the
professional ethics subject titled Business, Legal and Ethical Issues.

Like their colleagues in the PYear, participants studying professional ethics in
the CPe program use the ACSEducation LM system to access learning materials,
submit assessment items, and contribute to weekly discussion forums. The
following discussion provides a general overview of the ACS postgraduate
professional ethics subject.

Students in the first week of the professional ethics subject are presented with
the following statement:

In preparing this subject it has been assumed that you and your fellow
students are over-achievers; self-motivated, disciplined, and determined to
succeed. You have extensive prior knowledge and experience relevant to
your study; you are open-minded about sharing your work and educational
experiences; and you accept critical thinking as part of the learning process.

In this statement, the ACS is recognising that postgraduate study — specifically,
postgraduate study in professional ethics — differentiates its participants from
the majority of the population, including the majority of ICT practitioners. It
implies that professional ethics is a specialised pursuit critical to the success of
someone seeking to be, and to be recognised as being, an ICT professional.

All subjects in the CPe program require 8 to 10 hours of study per week for 13 weeks.
The content of the professional ethics subject is structured as in Table 5 below.

Table b: Content of Business Legal & Ethical Issues subject

What is a professional?
The client/professional relationship.

Module 1 (weeks 1-3) The role
of IT Professionals in Business.

Corporate culture and personal values.

Frameworks to resolve ethical issues in the

workplace.
Module 2 (weeks 4-6) Risk Risk management principles and concepts:
Management Frameworks. IT Risk Management.
Module 3 (weeks 7-9) IT IT Governance Regulatory Frameworks.
Governance. IT Governance's role in ISO/IEC38500:2006 IT

GOVERNANCE standard.

Module 4 (weeks 10-13) Risk management issues, challenges and

. . . . compliance with respect to social, business and
Managing Risk in the Business. ecological environments.

Source: ACSEducation
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The ACS takes a more practical than normative approach to teaching professional
ethics. Nowhere in the required readings, for example, is there mention of
deontology or utilitarianism, though participants may encounter such concepts
in their ancillary readings. Most effort is given to examining practical situations
of ethical significance and discussing with colleagues the applicability to those
situations of the ACS code of ethics, different risk-management frameworks, and
standards of IT governance.

A teaching week in the ACS professional ethics subject has two sessions; Sunday
to Wednesday and Thursday to Saturday. In the first session, participants work
individually, reading and, based on their personal and professional experiences,
answering tutor-supplied questions. In the second session they work
collaboratively in cohorts of up to 20 discussing and debating the questions
previously answered individually.

The role of the tutor in the professional ethics subject is to set questions and monitor
discussions. Tutors must redirect dialogue that strays from the required theme,
encourage less assertive participants to enter into an exchange of ideas, gently
restrain dominating participants, and reprove participants who fail to contribute.

For their contribution to weekly discussions, participants are graded, as noted
previously, with no differentiation between work at, and work above, an
expected standard. It is assumed that work above an expected standard will
necessitate a participant not fulfilling their responsibilities in another aspect
of their life; maybe professional or family. In a similar vein, participants who
contribute below an expected standard are not only awarded low marks, but
they are told that their behaviour is unprofessional in that they are not assisting
with the learning of their colleagues.

Assessment of discussion forums accounts for 20 per cent of the marks in the subject.

Weekly discussions rely on each participant sharing their knowledge, skills and
experience with their colleagues with the aim to address, as expressed here by
the International Federation of Accountants, the reality that;

In the case of complex ethical situations it is unlikely that there will
be only one ‘right” answer. While analysis may not give a single ‘right’
answer to a problem or dilemma, it may lead to one or more answers that
are more consistent with the fundamental principles ... (2007)

The approach of using weekly discussions separates the CPe program from many
others courses that teach professional ethics and, in the view of ACSEducation,
this process increases its educational effectiveness. Participants are obliged to
reflect upon professional ethics every day in their workplaces and debate points
of view with colleagues whose workplaces may be different from their own.
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In Week 6 of their 13 weeks in the professional ethics subject, participants
submit an assignment addressing ethical issues as described in three case
studies. Again, quoting the International Federation of Accountants, the aim is;

By learning to analyze case studies and examples of ethical threats,
individuals realize that problems and ethical dilemmas do have solutions.
(2007)

For each case, the participants are expected to deliberate on the facts and provide
an analysis of 750 to 1000 words. Most participants have difficulty in curtailing
their responses to the word limit, and many complain that they need more
space in which to express their arguments. A typical tutor’s response to such
complaints is something like: ‘a professional must be able to express themselves
clearly and succinctly so that their opinions and actions can be understood by
those outside their profession’.

In addressing the case studies, the participants are expected to use an ethical
framework, examples of which are provided in their readings, to guide them
through the deliberation process. They must also compile a personal ethics
matrix detailing the values they hold highly in the professional setting. For
example;

Honesty, that quality of being honest in dealings with clients, colleagues
and myself. Clauses might include a direct inclusion from the ACS Code
of Ethics eg.

4.7.1 I must not knowingly mislead a client or potential client as to the
suitability of a product or service.

4.7.2 T must not misrepresent my skills or knowledge.

4.7.3 1T must give opinions which are as far as possible unbiased and
objective.

4.7.4 T must give realistic estimates for projects under my control.

4.7.5 T must qualify professional opinions which I know are based on
limited knowledge or experience.

4.7.6 I must give credit for work done by others where credit is due.

In dealing with this part of the assignment, participants are also asked to
disclose their sources of inspiration which, by way of example, might be as
diverse as the Bible, parents, partners and grandparents and even a popular
television program. All such sources are acceptable, so long as the reason for
their inclusion is argued satisfactorily.
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The first assessment accounts for 30 per cent of the marks in the subject.

At Week 13, students must submit a second assignment. This 1500-word paper
reviews the values of either the organisation for whom the participant works,
or another with which they are familiar. The participants must consider the
relationship between values and ethics in the workplace and propose a plan to
develop a new code of ethics for the organisation. They are not required to write
an actual code, only to justify its need and prepare a plan for its implementation.

The second assignment accounts for 50 per cent of the marks in the subject.

The marking guide for the first assignment, which is provided to both tutors
and participants, explains that marks are awarded according to criteria, such as:

* How extensive were your efforts to link the relevant theory, its challenges
and the issues to the practical business situation?

And, for the second assignment:

* How comprehensive was the stakeholder perspective you developed?
* How relevant and workable are your recommendations?

* How well did you analyse the link between values and ethics?

Professional ethics at the undergraduate level

At the undergraduate level, in the ACS Diploma of Information Technology,
ACSEducation offers a subject called Professional Practice. The undergraduate
subject is not a cutdown version of the postgraduate subjects, but, rather, a
unit of professional development refined over many years for technician-level
membership of the ACS. Learning outcomes of the Professional Practice subject
include:

¢ Understanding of the role of professional societies and the implications for
professionals of their codes of ethics and practice, in particular the ACS code
of ethics and code of professional conduct and professional practice.

* Understanding of the ethics and social responsibilities associated with being
an information technology professional.

e Investigation of current issues associated with the use and abuse of
information technology.

* Development of skills in analysing the social and ethical impact of information
technologies.

In addition, the Professional Practice subject includes a unit of competency
from the Australian Quality Training Framework (AQTF) (ACS, 2005). Called
‘Ensuring privacy of users’, the unit requires that students are able to:

225



226

Professionalism in the Information and Communication Technology Industry

1. Review privacy policy in relation to legislation.

2. Determine policy shortfalls.

3. Update and review policies.

Assessing a unit of competency involves observing the demonstration of a
skill; in this case, reviewing a privacy policy, determining its shortfalls against
relevant legislation, and making updates.

To assess against both the learning outcomes and the unit of competency,
ACSEducation provides candidates with workplace scenarios such as, that of
a company that manufactures office furniture, a company that sells insurance,
and an employment agency. In a three-hour exam, students are asked to answer
questions such as those in Table 6 below.

Table 6: Typical questions in an ACS Professional Practice examination

Question: Your project manager has
asked you to organise a meeting

to investigate the impact of the
proposed upgrade of the company’s
Customer Interaction software.

Provide recommendations to your
project manager about:

who should attend the meeting;

how the meeting should be held, bearing in
mind that attendees may be based at any of the
organisation’s offices; and

what documents should be circulated to attendees
prior to the meeting.

Prepare a draft agenda for the meeting using an
agenda template you are familiar with. The agenda
should include proposed location(s) for the meeting,
and a list of agenda items that may address the
project manager’s brief.

Question: Prior to attending the
meeting your project manager has
asked you to undertake an ethical
analysis of the Interactions as
described in the question above, to
identify any issues or concerns that
should be addressed as part of the
new development process. To assist
you she has provided the following
list of questions for you to respond
to:

Who are the stakeholders in this scenario?

Which facts raise ethical concerns? Why?

Identify a major ethical dilemma which must be
resolved.

What are the rights and duties of each of the
stakeholders?

What guidance does the Australian Computer
Society’s Codes of Ethics provide in this situation?

How would you resolve the dilemma identified in
point (c) above? Justify your decision.

How are the stakeholders affected by your decision?

Question: You decide to investigate
existing privacy legislation to prepare
for the meeting. You also investigate
existing policies and procedures that
may relate to the legislation but find
none that are relevant.

What type of legislation would you expect to find in
your search?

What type of policies and procedures would you
recommend to be implemented?

What actions would need to be taken to implement
the proposed policies successfully?

Source: Extracted from SFIA, 2008¢
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Techniques the ACS uses, are they good
enough?

The selection of ACSEducation teaching and assessment strategies, including
those for teaching professional ethics, is influenced by the characteristics
of its students, ACS certification requirements, and external accreditation
frameworks.

Student characteristics

Gilly Salmon (2004), in her "Model of online learning’, provides the basic
elements of the ACSEducation teaching strategy. An explanation of this
model, and its associated principles, is provided in Lindley (2007).

While the appropriateness of the Salmon model for ACSEducation students
— that is, adult learners who, typically, are highly motivated, IT literate
and geographically dispersed — might seem self-evident; no thorough
evaluation of its effectiveness has been undertaken. To overcome this
deficiency, Lindley (2008) proposes a research methodology to answer the
questions:

* Isthe ACS CPe program effective and efficient?

* How can the ACS CPe program be improved to achieve its objectives
better?

In essence, the methodology involves working with university researchers
to compare ACSEducation techniques with those employed by organisations
such as:

* Overseas ICT professional associations, for instance, the British Computer
Society.

* Specialised ICT associations, for instance, the Information Systems Audit
and Control Association (ISACA).

* Professional associations in disciplines other than ICT, such as the
Institute of Chartered Accountants and Engineers Australia.

Focusing more broadly than solely on education in professional ethics, the
aim is to investigate the areas listed in Table 7 below.
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Table 7: Points of comparison with other professional associations
proposed for investigation by Lindley (2008)

History and purpose.

Membership categories and entry requirements.

Association -
Number of members and recent membership trends.
Policies concerning professional development
Objectives for professional development.
Experience and history.
Processes for recognition of prior learning, content

. development, course delivery, assessment and quality

Professional assurance.

Development Staff and resources.

Activities

Costs to students, subsidies, and scholarships.

Articulation arrangements for further education.

Marketing and promotion procedures.

Development plans.

Rationale and desired outcomes.

Initial or continuing professional development.

Specific Professional | Recognition under the Australian Qualifications Framework
Development (or equivalent).
Program Expected student commitment.

Student numbers and number of offerings.

Formal methods and models employed.

Source: Lindley 2008

ACS certification requirements

Successful completion of the ACS CPe and diploma programs can be used as
evidence in support of an application for ACS membership. The learning
outcomes of the postgraduate Business Legal & Ethical Issues subject, for
instance, are designed to be consistent with the professional ethics requirement
for ACS professional level membership, and successful completion of the subject
certifies that an applicant possesses the required ethics knowledge and skills.

A potential difficulty lies in assessment against desired learning outcomes. As
noted previously, most teaching staff are not trained educators and the challenge
is to ensure assessment accuracy and consistency. An obvious formative
technique is for the small number of teaching staff who are professional
educators to mentor their colleagues, but such activities cannot by themselves
guarantee assessment accuracy. In the assessment-only undergraduate subject,
Professional Practice, a simple comparison of pass rates with other subjects and
other sessions provides a reasonable measure of consistency. In the postgraduate
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subject, however, because pass rates are consistently high, a more sophisticated
approach is required. A useful measure, considered in combination with others,
might be comparative ‘did not complete” and ‘deferred’ rates across offerings.

External accreditation requirements

External education frameworks used by ACSEducation include the SFIA and
the AQTE, defined by training.com.au as a ‘set of standards which assures
nationally consistent, high-quality training and assessment services’ (2007).

External education frameworks offer two major advantages for ACSEducation
programs. First, they impose discipline on course design. For example, the AQTF
requires that a diploma-level course incorporate a minimum number of units
of competency, each of which adheres to a prescribed level of difficulty. The
second advantage is that they enable the community at large, beyond the ACS,
to locate ACSEducation programs in the context of national and international
systems of education.

The price, however, is that external frameworks change over time, and not always
in a timely manner that is consistent with changes desired by ACSEducation
programs. A recent change in the SFIA framework, for instance, from version
3 to version 4, has left some ACSEducation postgraduate subjects requiring
changes to their learning outcomes, and perhaps also their content.
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This chapter presents a new approach to IT ethics education that may be used
by teachers in academic institutions, employees responsible for promoting
ethics in organisations and individuals wanting to pursue their own professional
development. Experiential ethics education emphasises deep learning that
prompts a changed experience of ethics. We first consider how this approach
complements other ways of engaging in ethics education. We then explore what
it means to strive for experiential change and offer a model which may be useful
in pursuing IT professional ethics education in this way.

Different ways of approaching IT ethics
education

Since education may be thought of in different ways, we need to be clear that
the term ‘education’ is used here in a broad sense. Education is thought of here
as any space where learning or personal development takes place. It may thus
involve formal training, informal assistance or personal retreat. It may occur
in pre-service formation or in-service courses, in organisational and private
contexts, or within the walls of educational institutions.

The prevailing approaches to IT ethics education are characterised in this
chapter as:

1. exercising behavioural control
2. developing decision-making skills

3. developing moral sensitivity.

Our additional approach, experiential ethics education, may be characterised as:

4. prompting new experiences.
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Ethics education seen as exercising behavioural control

Carol Anderson, CEO of Ventures in IS, wants to influence her employees
towards deeper ethical action. In consultation with the management
team, she adopts the Australian Computer Society (ACS) code of ethics,
requires employees to sign a statement agreeing to abide by this code
and runs periodic training sessions that highlight aspects of the code.

Hypothetical
1

When ethics education is considered to be exercising behavioural control, the
emphasis is on instilling authorised standards. For this reason, codes of conduct
figure prominently in this approach and the predominant technique utilised is
the presentation and enforcement of such codes. Codes have been found to be
useful instruments to a) enable action to be taken in response to a complex ethical
issue within a reasonably short period of time, b) help introduce some objectivity
into the decision-making process, and c) serve as a guide for people who are not
trusted to make a valid choice independently (Colnerud, 2006). The promotion of
codes of conduct is considered to exert an influence on attitude, which has been
identified as influencing intention, which in turn influences behaviour. Codes,
therefore, are a valid element of ethics education whose aim is to ensure conformity
to institutional standards (Cronan & Douglas, 2006; Leonard, Cronan & Kreie, 2004).

Ethics education seen as developing decision-making
skills

Dan Glover, national sales manager for an international company
providing IS services to businesses, is concerned that employees are
Hypothetical | able to respond ethically in a rapidly changing environment. He engages

2 a training institute to develop workshops based on Leonard Kohlberg's
stages of moral development, to help employees in their on-the-spot
decision-making when interacting with clients.

When ethics education is considered to be developing decision-making skills, the
emphasisis on cultivating individuals who are able to take independent decisions
about moral issues. Kohlberg's stages of moral development are typically referred
to in this context. Kohlberg proposed six developmental stages:

1. avoidance of punishment

2. seeking reward or benefit

3. avoidance of others’ disapproval

4. avoidance of dishonour

5. respect for people

6. desire to not violate personal principles.

(Kohlberg, 1981: 121-22)
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These stages emphasise rational thinking and judgement, and tend to esteem an
intellectual and critical approach to norms. They promote independence, logic
and universal principles.

This approach to ethics education focuses on logical ethical processes and is
synonymous with training in decision-making (Maner, 2004).

Ethics education seen as developing moral sensitivity

Andrew Davis, academic in the IT Faculty of the University of Northern
Queensland, wants to sensitise students to IT ethical issues. He
Hypothetical prepares a number of case studies, which are integrated into his course.

3 The students discuss the ethical implications of these in small groups,
present the issues and their conclusions to the larger class, and the
class responds.

When ethics education is considered to be developing moral sensitivity, the
emphasis is on imbuing an ethical outlook in individuals.

Moral sensitivity is reflected in Carol Gilligan's care approach to moral
development, which focuses on the relational, contextual and enacted aspects
of ethics (Tronto, 1993). Gilligan proposed the developmental stages of:

1. exclusive self-concern

2. questioning of self-concern as a sole criterion

3. balanced self-and-other concern.
(Gilligan, 1982)

These stages are understood by some to be accommodated by James Rest in a
‘Defining issues test” which has been employed in a number of IT ethics studies
(for example, Paradice & Dejoie, 1991; Staehr & Byrne, 2003; Woodward, Davis
& Hodis, 2007). This test identifies four aspects of ethical behaviour, with a
view to offering a comprehensive representation of the requirements for moral
behaviour:

1. Sensitivity — ethical awareness of the existence of an issue requiring a
moral response.
2. Judgement — Kohlberg’s stages of development.

3. Motivation — reconciliation of conflicts between moral demands and
personal goals.

4. Character — a willingness to pursue moral behaviour, despite difficulties.
(Rest, Narvaez, Bebeau, and Thoma, 1999)
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According to this approach to ethical education, students of ethics are more than
functional skill-bearers and must be approached as whole human beings who
need to be influenced at the level of their values and ideals. Only by attending
holistically to the professional, will ethics become integrated in a coherent
way into their lives. In organisational settings many personal traits associated
with ethical conduct (for example, compassion, generosity and idealism) may
be suppressed rather than encouraged (Goodpaster, 1996). Professionals who
wish to be ethical in this context need to be able to discern what is ethical,
independent of their environment.

The development of a core disposition of responsibility is thus recognised as
integral to professional ethics formation. This is expressed as ethical sensitivity
(Grodzinsky, 1999), a readiness to engage in moral deliberation (Tavani, 2004),
having a moral horizon (Grodzinsky, 2000) and a commitment to moral action
(Coady & Bloch, 1996). Thus, ‘good ethical judgement” forms the basis for ethical
analysis and constitutes the core need of IT professionals (Bynum, 2004). This is
ultimately gained through experience, however, heuristic methods of analysis
(based on pattern recognition more than formal logic) are suggested aids to the
process. This ability may be developed through case analysis.

We suggest that these three approaches to IT ethics education are increasingly
powerful. Exercising behavioural control focuses on the standards for ethical
practice and aims at producing compliant professionals who understand the
expectations of external authorities to whom they are accountable. Developing
decision-making skills focuses on the method of ethical deliberation and aims
at producing logical professionals who know techniques of reasoning about
ethical dilemmas. Developing moral sensitivity focuses on the necessary attitude
of ethical responsibility and aims at producing responsive professionals who are
discerning of ethical issues in the course of their practice.

Each of these builds on the former and enhances it. Compliant professionals
require clear guidance concerning how to act in the specific circumstances that
they may face and tend to approach ethics as the avoidance of harm rather than
the pursuit of good. Logical professionals can apply standards to new situations
and generate their own understanding of the good in situations, however their
readiness to engage in reflection depends on their propensity to be ethical in the
first place. Responsive professionals are attuned to ethical possibilities and are
thus alert to apply reflective skills in accordance with ethical standards.

These approaches emphasise respectively content, process and motivation, and
thus focus on different aspects of professional ethical practice. Rather than
suggesting that any one of these should be abandoned, it would seem that a
comprehensive educational approach would encompass all of them. We now
turn to another approach to ethics education, which has not yet been explored
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extensively in the IT ethics literature but which may also be usefully applied.
This approach focuses on the need to bring about a new kind of learning, which
is based on variation of experience. Learning ethics in this approach is defined
as becoming aware of ethics in a different way:.

Ethics education seen as prompting new experiences

Carol Simons, personnel director of a national software development
company, calls a series of roundtable meetings of employees,
Hypothetical | management, clients and other stakeholders. At these meetings each

4 group is invited to contribute their understanding of ethics as it applies
to the company. Together they produce a joint expression of the
organisation’s ethics, in diagrammatic and prose form.

When ethics education is approached as prompting a new experience of ethics,
the emphasis is on stimulating individuals to change their conception of ethics.
Their future actions will then flow from these new conceptions. Therefore, from
this perspective, educational experiences should be designed to provide a lasting
impact on the learner at a personal level, engaging learners in fundamental
ways. We suggest that this approach provides a foundation upon which the
approaches outlined earlier may build. The strength of this approach lies in its
promotion of reflective, deep and authentic learning.

Promoting reflective learning

Such an approach is called a relational, in contrast to a cognitive or behavioural,
approach to learning. That is, to stimulate learning we show the interrelationship
of the different facets of ethical experience and prompt interaction with these
facets. The central role of reflection and communication needs to be recognised
and incorporated into the learning experience.

Relational learning may be summarised by the following key features (Ramsden,
1988: 26—-28), together with their suggested application to ethics formation:

1. Promoting conceptual change. Learning is about changes in conceptions —
a fundamental change of engagement with ethics is more important than
knowing philosophical schema, decision-making techniques or arguments
surrounding a specific issue.

2. Learning always has content as well as a process — engagement with actual
ethics scenarios is more productive educationally than addressing process
questions without also giving attention to the ethical content.

3. Improving learning is about relations between learners and subject matter,
not teaching methods and student characteristics — the personal engagement
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of learners with ethics is more important than how the content is conveyed
or what learning styles are represented.

4. Improving learning is about understanding the student’s perspective — the
learner’s existing engagement with ethics is the starting point from which
instruction may begin.

This approach, succinctly summarised by Ramsden 20 years ago, was originally
developed from Swedish research and has been communicated in detail to the
university sector through two important titles, Learning and awareness (Marton
& Booth, 1997) and The university of learning (Bowden & Marton, 1998).

The approach highlights the difference between knowing something
intellectually and effective learning. The goal of teaching thus changes from
the transmission of facts to the stimulation of personal engagement with the
phenomenon. It recognises the IT professional as an integrated human being,
rather than simply a physical, mental or emotional entity. It privileges the
professional’s viewpoint as the foundation for ethical instruction.

Promoting deep learning

Attention is drawn in the IT literature to questions concerning the quality
of learning that is achieved in the ethics curriculum. The difference between
deep and surface learning is highlighted by these questions and the key to
this difference lies in the extent to which students engage personally with the
course content. Shallow learning may be evidenced by the students distancing
themselves from personal ethical engagement and adopting an uncontested self-
defining approach to ethics.

One danger for students who adopt a ‘shallow’ approach to ethics
education is that they risk disowning the content by externalising
it and, for example, equating it with law ... a ‘shallow’ approach to
learning might equally result in a reduction of the content to a matter
of opinion, a state of solipsism in which ethical dilemmas are completely
addressed by internal dialogue. (Greening, Kay & Kummerfeld, 2004: 93)

Consideration, therefore, needs to be given to ‘valued learning’ in the context of
ethics education. In a relational approach, learning will focus on those aspects
of the object of learning (in this case, professional ethics) which are qualitatively
and critically different, in order to bring about wider awareness.
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Promoting authentic learning

Seen this way, instruction needs to be more than the teaching of rules, the
presentation of simple scenarios and reactions to dilemmas. Each of these
may result in a particular (and unhelpful) way of viewing IT ethics, including
externalising ethics, equating being legal with being ethical, oversimplifying
solutions and failing to take a proactive stance towards ethics. In order for
professionals to take ethics seriously and be equipped to practice ethics in more
than superficial ways, they need to be engaged at a personal level. A greater
emphasis, therefore, needs to be placed in IT ethics education on the authenticity
of learning tasks and lifelong learning (Greening et al., 2004).

Such an approach to learning does not allow the learners to avoid the question
of having to change their fundamental understanding (Ramsden, 1988). This
engagement with the course content cannot be achieved through simple
instruction — the learner has to interact with the content on an experiential
level.

... teaching methods that enable students to work on discrepancies in
a supportive environment — one that permits incorrect thoughts to be
retraced and remedied — are likely to be appropriate. Simply telling
students the ‘right” conception cannot work, because change involves
an active working upon and interaction between the old way of thinking
and the new; there is a real sense in which new conceptions grow from
older ones. Change in conceptions requires teachers to arrange situations
where students must confront the discrepancies between their present
way of thinking about the subject matter and the new way desired by
the teacher, and where students can come to realize the personal value
of the new way. This realization may take a very long time to mature.
Time for contemplation, reflection, working things out, and discussion
with others learning the same subject matter is thus not a luxury, but a
necessity. (Ramsden, 1988)

Elaboration of an experiential approach to ethics
education

The primary goal of the educational approach we are advocating, then, is to
promote a change of experience. Promoting a change of experience is understood
to be more than introducing the learner to new knowledge or drilling them
in new behaviour. It is instead about establishing a new relationship between
the learner and the object of their learning. In this relational approach the
learner addresses the qualitatively significant aspects of the phenomenon and
incorporates them into their world. New understanding and comportment
result from such change.
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Various words or phrases are used here to express the idea of ‘experience’.
Conception, understanding, view and way of seeing are all synonyms. These
indicate the relationship between a subject (here IT professionals) and the object
of that subject’s attention (here ethics).

Theidea of experience as used here can be understood by contrasting two alternative
approaches to knowledge. According to one approach, reality is separate from the
individual and knowledge is gained by the individual being aligned with this
external reality. This objectivist approach is dualistic, whereby the individual
and reality are distinct from each other. According to the other approach,
reality is intimately connected to the individual and knowledge is gained by the
individual’s construction of meaning. This is a constructivist approach, whereby
the individual determines the meaning of reality (Svensson, 1997).

The relational approach understands that the individual and reality are distinct
but intimately related. Even though there is an external reality, humans
always interpret that reality through their experience. The subject (the one
experiencing) stands in relation to the object (the phenomenon which they
are experiencing), with each (both subject and object) contributing to the
experience. This is a constitutionalist (or interpretive, or relational) approach,
whereby meaning is constituted by the interaction of subject and object (Bruce,
1997; Ramsden, 2003; Trigwell, 2000). Knowledge is the developing relation
between the individual and reality.

Building on a constitutionalist view of knowledge, learning is defined as a change
of experience, rather than being simply cognitive or behavioural (Ramsden,
1988). Education is therefore about stimulating a change in the way a person
(in this case, an IT professional) relates to a phenomenon (in this case, ethics).
The learner’s personal engagement with and understanding of the relevance of
the phenomenon are integral to this approach. The retention of facts or mastery
of processes may be expected to result from, but are peripheral to, the aims of
such an education.

The nature of learning is presented here as constitutionalist rather than
cognitivist. A change from a cognitivist to a constitutionalist approach requires
a re-evaluation of the nature of knowledge and the goals of education. Learners,
according to a cognitivist approach, ‘are supposed to learn the truth and
reproduce it in tests’, so that, when they begin a non-cognitivist course, they
have to learn again what it means to learn and to ‘construct their own answers
and be critical’ (Stahl, Wood & Howley, 2004: 13). Instead of just learning to
reproduce vocabulary and arguments from ‘authoritative’ sources, learners are
expected to engage with the material and develop their own understanding.
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Professional bodies and employers rely heavily on authoritative sources, such
as codes of ethics, to provide a standard of conduct for their members and
employees. A reliance on unmediated codes and regulation may indicate that a
cognitivist approach is being adopted. Such an approach assumes that:

1. Reality is independent and separable from humans.

2. Reality is objective, and its qualities and meaning are inherent to itself.
3. Language corresponds directly to objective reality.

4. Causal relationships explain human behaviour.

5. Human behaviour has inherent characteristics and is independent of
particular situations.

6. Humans are bound by their circumstances to act in a particular way.

In contrast, a constitutionalist perspective believes that:

1. Reality and humans are inseparably related through the individual’s
experience. People behave under the influence of their experience of the
world, not outside of it.

2. People’sunderstanding of reality is constructed through their own experience
and through their interactions with others.

3. People’s actions are controlled by their interpretation and understanding of
a situation. This includes their ideas about: the ‘facts” and their alternatives;
other people’s feelings, intentions, expectations and reactions; and what is
right and wrong, and appropriate.

(Sandberg & Targama, 2007: 22—30)

In the light of these observations, a constitutionalist stance does not assume that
statements of standards in codes will be understood in the same way as they
were authored, or that regulation will be interpreted in the same way as it was
intended. Knowledge formation is understood to be highly communicative and
dependent on specific circumstances.

Therefore, communication about ethics is most effectively conducted in the
professional’s particular circumstances and, most usefully, pursues those issues
that are experienced as valuable by the professional in those circumstances. In
the light of the difficulties faced by professionals in the organisational setting (for
example, standing up to those who control the provision of their basic needs)
such conversations about ethics are most realistically initiated and maintained by
the organisational leadership, to achieve the ‘legitimation of moral discourse as
a voice in the professional and managerial conversation’ (Goodpaster, 1996: 445).
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We are not suggesting here that standards as expressed in codes are no
longer needed. Since professionals interpret these guidelines based on their
experience, however, complementary means are required to make the codes
effective as guides for conduct. Conversations about codes would start from
the professional’s perspective and seek to see ethics from their point of view.
They then would introduce the professional to new ways of seeing ethics (in
conformity with the code), with a view to widening their experience.

Another approach employed in IT ethics education has been to emphasise
decision-making. This aims at producing independent thinkers. A reliance on
the internal processes of the individual, and emphasis on critical thinking and
problem-solving, may indicate that a constructivist approach is being adopted.
This presumes that individuals have the capacity in themselves to discern what
is ethical.

The constitutionalist approach, in contrast to cognitivist or constructivist
approaches, emphasises not just the environment external to the learner or just
the internal functioning of the learner, but the relation between these. Both of
the external and internal aspects are seen as contributors, exerting an influence
on each other.

A constitutionalist understanding of knowledge formation, for example,
deduces that ethical support will not be effective if approached in a top-down
managerial style (Sandberg, 1994). Management following a constitutionalist
method would start from an understanding of ethics as seen through the eyes
of employees, then seek to build a shared meaning of ethics in their specific
organisational context. Working collaboratively with employees, they would
arrive at an understanding of ethics constituted from both their perspective and
the employees’ perspectives. This requires a longer time and energy commitment
than a directive approach, however, it is suggested it would be more effectual
in achieving an ethical outcome. It also proposes a moral means of promoting
ethical practice by valuing employees and their perspectives, and could provide
a platform to respond to the concerns of IT professionals (for example, about
profit-making in business) (Stoodley, 2009b).

The following ideas serve to indicate the kinds of support that may be offered
from a constitutionalist perspective.

1. Since IT professionals see ethics in terms of relationships, one such means
may be to clarify the connection of a code with real human interactions.
This could be achieved by presenting exemplary scenarios in conjunction
with the code’s articles. It is of note that this is offered by some professional
bodies, for example the ACS (ACS, 2004; Ferguson, Salmond, Al-Saggaf,
Bowern & Weckert, 2005).
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2. Since a code presumes a prior ethical orientation, another such means may
be to promote other-centred attitudes on the part of the employees. This
could be achieved by including ethical formation, based on the citizenships
revealed in this study, in employees’ ongoing professional development.

3. Since ethical guidelines are open to the kind of interpretation that relies on
professionals’ previous experience, another such means may be to examine
the extent to which the code aligns with professionals’ perspectives.
This could be achieved by a study similar to this project or through tools
developed out of this project. This would provide a means of understanding
how professionals differ from the expected standard and provide a basis
from which to develop learning experiences.

4. Since understanding is constituted rather than simply received, another
means may be to embark on a collaborative process of ethical meaning-
making. This may result in a rewriting of organisational guidelines, to reflect
the broader perspective. Such collaboration could involve stakeholders at all
levels of the organisation’s operations.

Integral to these suggestions is the goal of changing a professional’s relationship
with ethics, rather than simply striving for a change in memorised knowledge
or drilled behaviour. A professional’s previous experience is not considered
‘wrong’, rather, itis viewed as incomplete. The purpose of formation and support
activities is to expand on, rather than replace, their experience. In this way, a
professional’s experience of ethics is stimulated to become more comprehensive.

A comparison of the approaches to IT
professional ethics education

What we propose here, then, is an approach to IT professional ethics education
that focuses on the relationship of the practitioner to ethics, bringing about
experiential change. When a practitioner experiences themselves as being an
ethical professional, as portrayed below, they will see themselves and their
world differently and, we propose, that this will affect their practice. This is
a relational (or constitutional) approach to education that draws on existing
educational research. Its originality lies in the fact that it has not previously
been pursued extensively in IT ethics education.

The way this approach differs from the alternatives reviewed earlier is
summarised in Table 1. When ethics education is approached as Exercising
behavioural control, the educational focus is on standards (for example, codes
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of ethics), the educational intention is to produce conformity (for example,
according to organisational expectations) and the educational act is presentation
(for example, external standards which must be known).

Table 1: Comparison of approaches to IT professional ethics education

Exercising behavioural control Standards Conformity Presentation

Developing decision-making skills Problem-solving Reflective thought Enquiry
Developing moral sensitivity Attitude Engagement Heuristics

Experience of ethics Changed experience Challenging experience

Source: Author’s research

When ethics education is approached as Developing decision-making skills, the
educational focus is on problem-solving (for example, methods of decision-
making), the educational intention is to produce reflective thought (for example,
critical thinking) and the educational act is enquiry (for example, posing
questions rather than answering them).

When ethics education is approached as Developing moral sensitivity, the
educational focus is on attitude (for example, from a psychological perspective),
the educational intention is to produce engagement (for example, personal moral
sensitivity) and the educational act is heuristics (for example, exposure to many
cases in order to recognise patterns).

In contrast, when ethics education is approached as Pursuing a new experience
of ethics:

1. The Focus on the experience of ethics recognises the need for the practitioner
to grow in their relationship with ethics before they will engage with others
ethically. For example, they may need to change from an experience of
professionalism bounded by a traditional view of IT that admits little room
for consideration of the information user (Stoodley, 2009b).

2. The Intention of a changed experience recognises the need for education
to focus on experience as the basic unit of its engagement. For example,
practitioners may be more effectively influenced by prompting them to
reflect on their approach to the information user rather than requiring them
to learn lists of regulations.

3. The Act of challenging experience recognises the need to promote a change in
the practitioner’s existing experience. For example, stimulating practitioners
to extend their experience beyond that which they currently take for
granted.
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This alternative approach proposes that the most important goal of ethics
education is a change of relationship with ethics, out of which ethical behaviour
may flow.

A rationale for the experiential learning of ethics has also been based on the
concept of stage disparity (identified by Kohlberg (1981) and Rest (1986)), which
makes use of contrast to prompt moral growth (Vartiainen, 2005b). Confrontation
with this experience is prompted by solving dilemmas through discussion with
others. This provides fertile ground for differences of opinion and exposes
the participants to alternative viewpoints. An academia- and industry-based
collaborative-learning environment provides the range of experience required
to provoke this kind of interaction. Self-criticism and evaluation are used to
encourage ethical growth.

The framework broadens the traditional idea of learning professional
ethics in an educational institute with hypothetical moral conflicts to
a form of experiential learning in which IT professionals together with
students critically deliberate about moral conflicts they have confronted
in real life ... clients, students, and instructors may be perceived as co-
learners of professional ethics. (Vartiainen, 2005b: 10)

This approach looks beyond the individual to a community of practice, engaging
the IT community in the process of ethical development. It also promotes
experiential learning in real contexts.

Suggested teaching methods, reflecting the four aspects of Rest’s model,
include: moral argumentation and dilemma discussion (for moral sensitivity
and judgement); role models and heroes (for moral motivation and character);
values clarification (to avoid indoctrination); and logic, role-taking and concept
construction (for principled moral reasoning). These methods induce change
by presenting individuals with the opportunity to discover inconsistencies
in their own thinking, with a view to prompting them to make up their own
minds and not accept uncritically what is being presented to them (Vartiainen,
2005a). Thus, a project course is an example of an environment which satisfies
the requirements of those who wish to strive to avoid indoctrination, with
reliance on experienced practitioners to offer a perspective which aligns with
professional standards (Vartiainen, 2005b).

In pursuing a deep-learning outcome, the main aim of our approach is that the
student be prompted to have a changed experience of ethics. This, then, is an
experience-based approach to learning, which understands learning as a change
of relationship, rather than justa change of cognition or behaviour. This moves
the focus away from receiving external truth, towards constituting personal
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understanding. Such a change is significant because it shifts professional ethical
formation away from an instructor’s perspective and moves it to a learner’s

perspective.

We now present a model which may be a useful tool in approaching IT ethical
formation from an experiential perspective.

A model of ethical IT

A model of IT professionals’ experience of ethics is represented diagrammatically
in Figure 1. The model combines the experiences of ethics that is found in a
group of IT professionals with a representation of an evolving definition of the
field of IT. These two aspects are understood to be intimately related. They are
also supported in the IT literature and in ethical theory (Stoodley, 2009b).

- Humanity
— Client Client
Organisation &
self

Evolving 2 w W W
= = £ =
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Corporation success 2. The corporate world %'

%o,
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Win-win 3. A shared world X
Client success 4. The client's world \

Do the 'right thing' 5. The wider world

Figure 1: A model of ethical IT
Source: Author’s research

Evolving IT is represented in the model by the innermost rectangles.
Acceptance of the evolving nature of the field of IT, towards an increasingly
information and user-centred (rather than a technology developer-centred)
perspective, is understood as an important aspect of opening IT professionals
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to ethical considerations. It is significant because it moves the focus of IT away
from its products and towards its purposes, orienting professionals away from
themselves and towards those who are affected by their work.

The ‘Model of Ethical IT” illustrates IT professionals’ expanding awareness of
what it means to be ethical. Five facets of a professional’s experience, called
‘citizenships’, are represented in expanding rectangles which are labelled with
the citizenship name in abbreviated form in their rectangle’s bottom right-
hand corner; for example, the second citizenship is called ‘Citizenship of the
corporate world” and is labelled in the diagram as ‘2. The corporate world’.
Each citizenship, moving outwards from 1 to 5, progressively encompasses the
previous citizenships and exerts an influence over them.

The object of ethics is identified as the ‘beneficiary” and is included in the
model in the top right-hand corner of each citizenship rectangle, for example
the organisation being the beneficiary in ‘Citizenship of the corporate world’.
The activity associated with ethics is identified as the ‘act” and is included on
the right-hand border of each citizenship rectangle; for example devolving
being the act in ‘Citizenship of the corporate world’". The underlying objective
of ethics is identified as the ‘intention” and is included on the lower border of
each citizenship rectangle; for example corporation success being the intention
in ‘Citizenship of the corporate world’. This level of detail serves to show the
expanding nature of the experiences as they progress outwards.

The model offers a perspective on how the categories progressively expand
outwardly, from a practitioner-centred outlook to a more other-centred outlook.
The movement towards greater other-centredness is evident in the change in
perspective concerning the beneficiary, act and intention. The beneficiary
expands from the professional’s inner circle, through the organisation and
client, to humanity. The act expands from guarding, through devolving,
sharing and bearing, to serving. The intention expands from self-preservation,
through corporation success, win-win and client success, to doing the ‘right
thing’. These increasingly embrace others. The model, then, offers a means of
comprehensively conceiving IT professionals” experience of ethics.

The IT professional’s experience of ethics may thus be understood to lie along
a continuum, with the professional progressively broadening their scope of
engagement with others. As a result, they accept that their rights diminish as
others’ rights are accorded increasing priority, and their responsibility expands
as it is defined in terms of others. As the professional’s experience of ethics
expands, they undergo a dual change of experience, with rights increasingly
accorded to others and responsibilities increasingly defined by others’ needs.
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Each citizenship in the continuum represents a qualitatively different way of
experiencing ethics. Movement into a citizenship that lies further along the
continuum signifies a definite experiential change, which crosses a perceptual
boundary. The experience of ethics is thus represented in five distinct citizenship
categories, along an increasingly other-centred continuum.

The usefulness of the representation of experience in discrete units is its ability
to reveal critical differences in experience, which may become objects of our
attention, either as reflective professionals or as supporters of professionals.
These aspects of ethical experience could otherwise be overlooked and left
undeveloped.

The representation here of ethical experience along an other-centred continuum
is consistent with the measure of other-centredness presented as an ethical
ideal in Stoodley (2009b). Other-centredness recognises the primacy of other
people when defining the nature of ethics, in general, and when defining the
ground of professional ethics in particular. According to such a view, an ethical
perspective places others at the centre of our world, instead of ourselves.

Following this reasoning, the key to understanding the critical differences
between the citizenships is the extent to which IT professionals willingly accept
that their rights and responsibilities are defined in terms of others. For example,
an IT professional may choose to work late in order to complete the testing on a
job due to be delivered the next day, rather than simply sign off on the project
at the end of the afternoon. The professional thus allows the client’s right to
receive a properly tested product to limit the professional’s own right to a full
night’s rest. The professional also allows the client’s needs to define the scope
of their responsibility. Rather than just working the hours required by their
employer, the professional accepts the extra hours and allows responsibility for
the client to fall on their shoulders. Naturally, we preserve our own welfare,
preferring to define our own rights (where we benefit most) and our own
responsibilities (where we bear the least responsibility) — taking an ethical
perspective challenges both of these attitudes and requires a significant change
of perspective.

The progression from ‘Citizenship of my world’ to ‘Citizenship of the wider
world’, then, represents a dual attitude change, with respect to rights and
responsibilities. This change moves from a relatively closed circle of interest
and engagement to a more open one. The professionals’ awareness of others in
their world expands as they move through the citizenships. This is not to imply
that ‘Citizenship of my world’ is unethical, however, increasing recognition of
and response to others’ needs is understood here to indicate an increasingly
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comprehensive understanding of what ethics is about. From this point of view,
an ethically mature IT professional is one who has in their portfolio the full
range of citizenships characterised in this account.

It needs to be noted that the citizenships do not represent stages of development
but an increasingly sophisticated understanding of ethics. Citizenship 1
is not left behind when a professional experiences Citizenship 2, but their
experience of Citizenship 1 is modified by their experience of Citizenship 2.
The citizenship experiences of ethics are thus understood here to be cumulative,
so a professional who experiences ethics as ‘Citizenship of the wider world” will
also experience ethics as all the other citizenships. Each citizenship, however,
sheds light on the citizenship(s) preceding it. When a professional experiences
ethics as ‘Citizenship of the wider world’, they will experience ethics as
‘Citizenship of my world” differently to a professional who is not experiencing
ethics as ‘Citizenship of the wider world’. In other words, each subsequent
experience illuminates the previous experiences in a new way. For example,
when a professional experiences ethics as ‘Citizenship of my world’, they
may view altruistic acts as a means of salving their own conscience — “you've
got to be able to live with yourself, I guess, afterwards. It’s all very selfish,
really” (Participant 26)' — whereas, when a professional experiences ethics as
‘Citizenship of the wider world’ they may view altruistic acts as fulfilling their
responsibility towards other people — ‘it’s about what I want to achieve and
what I think that I should be doing to contribute to society and mankind and
whatever and I would rather have my skills used in an area which I think is ...
better” (Participant 13). Therefore, the citizenships represent pervasive changes
of perspective on the part of the professional.

The ‘Model of Ethical IT’, then, indicates a developing relationship between
IT professionals and the world in which they work. The outward-looking axis
represents ethical conduct at all points. Asargued earlier, however, a professional
who has a comprehensive experience of ethics will evidence in their practice all
of the facets which lie along this axis.

The outer layers in this model influence professional practice at the inner layers.
For example, professionals experiencing ethics as ‘Citizenship of the wider
world’ are aware of their own needs, however, they intentionally set them aside
for the sake of others; and, professionals who experience ethics as ‘Citizenship
of the client’s world’ are aware of the organisation’s needs, however, they risk
censure by challenging the corporation to accept additional expense for the
client’s sake. Thus, the wider world experience influences a professional’s
answer to the question: “What if a client asks you to exploit other people on their

1 Quotes are of participants in research detailed in Stoodley 2009b.
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behalf?” The wider world experience also results in the professional including
activities in their portfolio that offer no reimbursement, but which help meet
the needs of the underprivileged.

A conceptual tool

The ‘Model of Ethical IT” may be used as a tool to support education which
strives to prompt an experiential change of ethics amongst IT professionals.

Throughout this chapter, we have presented a constitutionalist understanding
of how knowledge is gained about the world. From this viewpoint, learners
contribute to the experience of learning as much as the object of learning itself.
The past experience of the learner and a circumstantial perception of relevance
determine how they will understand their encounter with the phenomenon
they are facing. This includes the IT professional’s encounters with ethics.

From the point of view of a constitutionalist approach to knowledge, significant
influence over people is exerted, not at a behavioural level, but at an experiential
level. In other words, our influence over others is most effectively exerted in the
realm of their relation to their circumstances.

Human behaviour is not controlled by structures, systems and
prescriptions as such. Instead, it is how people understand those
structures, systems and prescriptions that determine their behaviour.
(Sandberg and Targama, 2007: 175)

Influence over an IT professional’s practice of ethics is thus best instigated
through influencing their conceptions of ethics. This changes an educating
leader’s role from one of controlling, to that of guiding and stimulating
understanding.

For example, as previously noted, the enforcement of codes has been observed
to exert an influence over employee behaviour. What, however, has such
enforcement taught practitioners? The lessons learned may have been that
the corporate environment is a punitive one; that the letter of the law is key
and that if behaviour seems to conform to the law then that is sufficient. The
enforcement of codes does not need to convey such lessons, however. To ensure
these perceptions are not imparted, enforcement needs to be accompanied by
meaningful communication concerning its significance.

The ‘Model of Ethical IT" serves as a conceptual tool, to represent the
relationships among people and artefacts in the IT space. It illustrates these
relationships in a way that is readily grasped and easily remembered. A diagram
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can be more effective at conveying such conceptual information than written
prose. The model, then, offers a means of interacting with IT professionals on
an experiential level.

The model may be used, in a strategic sense, to orient activities towards certain
goals or outcomes, or it may be used, in an operational sense, to evaluate specific
actions. It may be usefully employed to:

* reconceptualise the IT professional space

* plan future directions

* provide guidance of ethical formation and support

* define the scope of the IT profession’s ethical responsibility

* provide inspiration for individual and organisational guidelines
 set standards of conduct and aspiration

* aid communication between stakeholders.

This conceptual tool could be used on an individual, group, organisational,
professional or discipline level. At the individual level, IT professionals may
refer to it in order to conduct a self-assessment of their practice. At the group
level, a learning facilitator may present it to a gathering of professionals as a
prompt for discussion. At the organisational level, a corporation may use it as
a yardstick against which to measure their goals. At the professional level, a
professional body may consider it as they formulate visionary statements for
their members. At the discipline level, disciplinary leaders may adopt it as a
means of envisioning new conceptual connections and future directions.

Our conceptualisations of IT play a key role in the deployment of IT, determining
our expectations of IT and the way we interact with IT. This indicates the
potential power of such a model.

A learning tool

The model may be employed as a learning tool, to stimulate professionals to make
the conceptual shifts that it represented. It would thus prompt professionals to
enlarge their experience of ethics.

The insights into learning offered by variation theory indicate how powerful
conceptual shifts may be deployed for the effective formation of professionals.
Variation theory is a theory of learning derived from the approach taken in this
research (phenomenography). It identifies the need to confront new ways of
experiencing a phenomenon in order for effective learning to take place. That
is, in order to understand the complexity of a phenomenon such as ethics, you
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need to experience the breadth of its complexity. If you are not offered the
opportunity to understand the levels of complexity in the experience, then
you cannot learn about it (Edwards, 2007). Therefore, the model presented
here may be used as a curriculum guide, to ensure practitioners in formation
have the opportunity to encounter all of these different ways of experiencing
professional ethics.

Activities which apply the insights of variation theory, using the model to
engender the expansion of the learner’s experience, could include:

* presentation and discussion of the range of citizenships

* self-assessment of the learner’s practice against the citizenships

* examination of case studies of IT professionals representing the range of
citizenships

* involvement in practical projects which expose learners to the range of
citizenships

* journaling of personal engagement with the citizenships.

The key differences between the citizenships lie in the practitioner’s dual
experience of rights and responsibilities. These aspects of the citizenships
identify critically different perspectives out of which different behaviours
proceed. They specify key educational turning points for ethical training
and key elements of variation, which need to be intentionally brought into
awareness.

Thus, three sources of opinion on IT ethics agree. IT professionals, Emmanuel
Levinas (1998) and Daryl Koehn (1994) all demonstrate that the most significant
variations in ethics are the nuances of relationship between the professional and
others (Stoodley, 2009b). An emphasis on the diversity of possible relationships
(as indicated in the citizenships) and personal reflection in the light of that
diversity are central to the learning process.

Similar approaches toIT ethics education have been recommended by others. One
suggestion has been the collaborative creation of a code of ethics that encourages
areflective and critical learning experience. It is signalled that this constructivist
approach to education contrasts with the cognitivist educational approach
which students typically encounter, so it may cause them some confusion. Thus,
an early orientation of the learners to constructivism is necessary for them to
gain the most for the experience (Stahl et al., 2004). This would also be true of
a constitutionalist to bring differing points of view together in an environment
where different stakeholders are forced to communicate and collaborate. This is
proposed out of a moral development perspective forwarded by Rest (1986) in
which exposure to complexity fosters development. Participating experienced



12. Experiential ethics education for IT professionals

IT professionals are expected to represent the accepted standard of ethical
conduct against which students are able to measure their own ideas (Vartiainen,
2005a).

The central message of variation theory is the need to intentionally focus on
variation of experience. The role of the instructor in variation theory is to ensure
that the learner’s experience is being expanded in ways that are potentially
educationally meaningful. It is incumbent on the facilitator to determine what
those educationally meaningful experiences are, a task which is aided by
phenomenographic investigation which seeks to describe qualitatively different
ways of experiencing phenomena (Stoodley, 2009b). This chapter provides a
framework of the appropriate differences of experience for representation in a
program of study of IT professional ethics. In other words, it is important that
the learners be exposed to each of the citizenships. This does not necessarily
need to occur in a progressive way, the main concern is that the learners have
the possibility of meaningful contact with each citizenship. Nevertheless,
systematic exposure to the citizenships could help learners grasp the expanding
nature of the experiences represented by the citizenships.

The citizenship progression may also be used as the basis of a pre-test and post-
test. This would draw the attention of learners to the citizenships, to the level of
their identification with them and to the change in their relationship with them.
A pre-test could serve the purpose of orienting learners to the core concepts of
the citizenships and to their relationship with them. A post-test could serve
the purpose of reminding learners of these aspects of ethics, of directing their
attention to their relationship with them and of providing a means of self-
assessing their change over the course of instruction. A subsequent question, in
the light of these tests, such as ‘How has your experience of ethics changed and
does this appear to be a good thing?’ may serve to prompt learners to reflect on
any changes in their experience and whether those changes are desirable.

A short survey instrument could serve as a pre-test and post-test tool (for example,
Figure 2). A strength of this instrument is that it could be rapidly administered
and it would allow learners to situate their views incrementally in relation to
the citizenships. A weakness is that it may lead their thoughts, for example, by
framing their experience of ethics too strongly in terms of responsibility (and
rights, which are implied in the statements) and by suggesting the ‘correct’
answers too obviously. In the light of this, it is probably useful to view this
survey instrument at the pre-test stage not only as a means of eliciting the
learner’s views but also as a means of introducing them to the concepts that are
central to the educational program on which they are embarking.
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Your experience of IT professional ethics

Mark how you experience IT professional ethics on the scales provided.
This is a self-assessment tool, it is not for anyone else’s eyes.

In my professional practice my primary responsibility is to
meet my needs, and the needs of my family and friends.

In my professional practice my primary responsibility is to

1 ‘p e YIEIp J Strongly disagree - - - - - - - - - ------ oo oo-- Strongly agree
meet my employer’s goals.
In my professional practice my primary responsibility is to

/1 > VL . sy y Strongly disagree - - - -------------o----- Strongly agree
meet both my own needs and my client’s needs.

In my professional practice my primary responsibility is to
meet my client’s needs.

In my professional pract|_ce my pl_'lmary responsibility is to ST TSRS = o oo Sy Facs
meet the needs of the wider society.

Strongly disagree - - - - ------------------ Strongly agree

Strongly disagree - - - ------------------- Strongly agree

What thoughts about IT professional ethics has this survey promted in you? (Note on the back)

Figure 2: A survey of learner’s experiences of ethics
Source: Author’s research

The ‘Model of Ethical IT’, then, may serve as an overview of the citizenships.
Such a model provides a means of encapsulating the main concepts succinctly
and representing how they relate. The learners could be asked to devise their
own model of ethical IT before viewing this model, then asked to compare
and contrast the two models, and to provide a rationale for their preferences.
This would serve the purpose of drawing their attention to the phenomenon of
professional ethics on a global level and prompt their thoughts on the structural
aspect of the experience of ethics. It would also provide a means of contact with
learners who relate to diagrammatic representations of knowledge.

Evidence provided by phenomenography suggests that we all start at a
global level and progressively situate details in accordance with our global
understanding of the phenomenon of our attention (Marton & Booth, 1997). This
is the way we make sense of new experiences as we are confronted with them.
For example, we will not learn to read and write if we do not first understand
somewhat what it means to be literate. Similarly, an IT professional will not be
able to make sense of the detail of ethics if they do not first have at least a partial
understanding of what it means to be ethical.

A course of instruction based on the citizenships could, after an initial
overview, concentrate on the citizenships one at a time. This would provide the
opportunity to explore the meaning of each citizenship, the relevance of each
to professional practice, how each would be expressed in daily work and how
each is related to the others.
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A gambit of activities could serve to draw out the citizenship meanings — case
studies, guest speakers, field visits, peer presentations and debates. In addition,
in order to engage the learners on an experiential level, a practical project could
be chosen by the learners, which would provide a stimulus for group discussion.
For such a project to offer the range of citizenship experiences it could be
conducted in collaboration with a local employer and be offered as a community
service. Such a project could meet a community IT need. The effectiveness
of reflection in professional development (Moon, 1999, 2006) indicates the
appropriateness of the use of journaling in the learning process, through which
the learners could consider their relationship with the citizenship continuum in
the light of the demands of their practical project.

Conclusion

IT ethics education may be approached from various educational standpoints,
resulting in different outcomes. We present here an additional approach to those
predominantly espoused by IT ethicists to date. Educating for experiential
change offers a means by which deep learning may occur, which will evidence
itself in professional practice, to the benefit of the computing profession and the
world which it impacts.
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Section VI
Codes of ethics






Are codes of ethics useful?

Codes of ethics or codes of conduct (or both) are often seen as one of the defining
parts of professions and of professional organisations. Members of a profession or
a professional body are expected to abide by the code. The Australian Computer
Society (ACS) is no exception and, in addition to its own code, has endorsed the
‘Software engineering code of ethics and professional practice’ (ACM).

Despite the fact that codes of ethics are commonplace, controversy surrounds
their usefulness and this is evident in the two contributions of this section. Both
argue for the value of codes, but such arguments would not be necessary were it
not for the existence of many doubters. In this introduction we will set out some
of the more important arguments on both sides.

Various benefits of codes of ethics for information and communications
technology (ICT) professionals have been put forward. Codes of ethics motivate
members of an association to behave ethically and inspire them because they
‘provide a positive stimulus for ethical conduct’. Codes of ethics also guide
members through the ethical problems that they face in their working life and
educate them about what is acceptable and unacceptable in relation to their
interaction with others. Codes of ethics can also be used to discipline members
(if the code has teeth) by, for example, causing a member to be sacked from his/
herjob for violating the code of ethics (Tavani, 2007: 101). In addition to these,
George Reynolds (2003) lists four more benefits of codes of ethics. According to
him, codes of ethics improve ethical decision-making since adherence to them
means that professionals will use a common set of core values and ideals to
serve as guidelines for ethical decision-making. Codes of ethics promote high
standards of practice and ethical behaviour because adherence to them reminds
the members of their ethical responsibilities and duties when they are tempted
to compromise or go against the code amidst competing demands from self,
employer, clients, and community. Codes of ethics also enhance the trust and
respect from the general public because the trust of the general public is built
on the expectation that a professional will behave ethically and adhere to a
code of ethics. Finally, codes of ethics provide an evaluation benchmark because
professionals can use them to self assess their behaviour at work (Reynolds,
2003).

On the other hand, there are several criticisms of codes of ethics that are adopted
by ICT professionals. In his discussion of the criticisms of the codes of ethics
for ICT professionals, Herman Tavani (2007) notes that these codes of ethics,
unlike the ones in the field of law and medicine, have no ‘teeth’ in the sense
that a violation of the code does not necessarily result in the termination of the
employment, or indeed any punishment at all. Furthermore, when limited to only
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four traditional areas of concern: privacy, accuracy, property and accessibility,
codes of ethics can ultimately be vague, self-serving, inconsistent, unrealistic,
unnecessary and incomplete (Tavani, 2007). Next, codes of ethics do not tell
professionals what to do when two or more principles in the code conflict with
each other. Finally, codes of ethics can give professionals the mistaken notion
that all they need to do is to locate a directive and then follow it blindly, when
they should have examined, explored, discussed, deliberated, and argued for or
against a particular course of action (Tavani, 2007). In addition to the above, there
are two more points of criticism against codes of ethics for ICT professionals.
The first is that they can be too detailed, static and inflexible for this area: an
area that is dynamic and, as such, needs a code that can easily be adapted. The
second is that most of the codes are the product of the technological thinking
in developed countries and so, those who develop these codes, tend to neglect
the differences in cultural and social values (Berleur and Brunnstein, 1996). The
discussion above does make some useful points about codes, but it does not tell
us if they in fact make any difference to behaviour. In a review of 24 studies
of codes, Karen Mather (2007) found that, while the results were indecisive, 15
of those studies supported codes while nine were negative, equivocal or said
nothing of their efficacy. Here we mention just a few of the studies that focus
on empirical studies of the efficacy of codes. It must be noted that most of the
studies involved codes of corporations and not of professional bodies. These
studies are, however, still relevant and we comment on their relevance at the
end of the section.

Margaret Pierce and John Henry (1996 and 2000) are positive about the efficacy of
codes. In their first study they reported that 78 per cent of respondents said that
they used professional codes to held guide their ethical decision-making and, in
their second, they say that ‘the results suggest that the organization is perceived
as more disapproving of questionable actions by those computer professionals
who work for organisations which have CT [computer technology] ethics codes’
(2000: 319). They make the obvious, but easily overlooked, point that ‘in order
for the codes to be effective, the organization must communicate the codes to the
members and make the membership aware of the philosophy embedded in the
codes” (1996: 427). Similar findings are reported by Adams, et al (2001): ‘“This
study found the existence of a corporate code of ethics affected both employee
ethical behaviour and perceptions of ethics in several ways. Respondents who
worked for companies having a code of ethics judged subordinates, co-workers,
themselves and especially supervisors and top managers to be more ethical than
respondents employed in organizations not having a formal code of ethics’.
Furthermore they say, ‘Our findings suggest that the mere presence of a code
is more important than the content of the code per se’. This latter comment is
interesting in the light of criticisms that say that codes are in general too vague
to be useful.
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Not all research, however, has led to positive conclusions. Chris Cowton and Paul
Thompson claim that, while there were some differences in ethical behaviour
between the banks that they studied, none were statistically significant different:
‘the findings fail to provide firm support for those who would claim that codes
have a substantial impact on business practice’ (2000: 173). Another report
on a study in Hong Kong found that company codes of ethics have a positive
impact on the conduct of employees and on the image of the company but not
much on relationships between staff or between staff and suppliers and clients
(Smell et al, 1999). In another study, which was reported in the same paper,
no differences were found and only weak and qualified support was found by
Sheila Harrington (1996). Generic codes, as opposed to specific information
systems IS codes did have an impact on those who normally have a strong
tendency to deny responsibility, but IS codes have less impact and neither had
much impact on those more willing to accept responsibility for their actions.
Finally, Pearson et al reported two findings of some concern. First, ‘The results
... provided very little support for the idea that IS managers are guided by the
ethical codes of conduct put forward by the IS professional associations’ (1997:
95) and, ‘The IS profession should also be concerned by the apparent lack of
commitment to respondents proclaim for professional associations ... This raises
an interesting question about the role and/or effectiveness of these organizations
in the development of ethical standards for the IS profession’(1997: 99).

As mentioned already, the two papers following both argue that codes of ethics
can be effective. In the first, Don Gotterbarn, a computer ethicist, after a general
discussion of ICT governance that provides a context for codes of ethics, presents
a case that even if they are, in a sense, ‘toothless tigers’ that are not backed up
by disciplinary mechanisms, such codes still have an important role to play in
professions. According to him, a code of ethics

is a statement to members about the ethical stand of an organisation and
profession, a conscience of the profession, an announcement to non-
members what the profession standards for ..., it imposes functions
on an ethics committee to educate the membership, and it imposes
responsibilities on the professional organisation itself.

The last point on responsibility is a particularly important one and reflects
Gotterbarn’s stance on stakeholders as all those who are impacted by the
technology. This is highlighted, too, by his discussion of what he calls the ‘micro-
macro ethics confusion’. Codes are, according to him, too often understood
as speaking just to individuals and not to organisations. Consequently their
importance in the bigger picture of ICT’s contribution to the quality of life is
frequently overlooked.
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Michael Bowern, a retired long-time practitioner, and Oliver Burmeister, an
ICT academic, provide a different sort of defence of codes of ethics, appealing
to, at least implicitly, self-interest and reputation as they were outlined in the
introduction to the book. They provide two analogies to support their argument
that a strong business case can be made for codes of ethics. First, they note that
being environmentally friendly provides a commercial advantage, although this
was not so in the recent past. If being environmentally friendly is commercially
valuable, promoting professionalism based on a code of ethics amongst their ICT
staff could have the same effect. They outline some strategies as to how the ACS
could help promote this. Their second analogy is the Australian pharmaceutical
industry that, they argue, benefits from compliance with its code of conduct,
particularly in the areas of risk management and mitigation and consumer
confidence. The final part of their paper discusses the importance of keeping
a code up to date, particularly with respect to the industry case for the code’s
importance. This is based on their experience in revising the ACS code of ethics.
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13. ICT governance and what to
do about the toothless tiger(s):
Professional organisations and codes
of ethics’

Don Gotterbarn
East Tennessee State University

Introduction

Information and communications technology (ICT) is infamous for unfortunate
incidents in planning, development, and delivery. A typical response to
these incidents is to both complain about the toothless tiger of technical and
professional standards that are not enforced, or enforceable, and to also advocate
the development and implementation of strong government regulations —
licensing and legislation. These regulations constitute one form of what has
been called ICT governance’. Unfortunately, there are significant limitations to
both approaches to ICT governance.

The purpose of this paper is to define strategies, which professional organisations
canuse tomeettheirresponsibilities to the ICT professionand the ICT professional;
strategies that move toward regulation without curtailing ICT’s potential with
ineffective sanctions. Professional organisations also need strategies for reducing
negative incidents and for improving professional responsibility without the
introduction of sanctions that apply only to practitioners who happen to be
members of that organisation. There are ways in which the toothless tiger(s) can
have a significant positive influence.

Outline

ICT has been with us for many years and, in the past 10 years, there has been a
growing interest in ICT governance as a means of reducing information system
disasters. National organisations have been formed, professional organisations
have organised subcommittees to address ICT governance, and ICT has even been

1 A version of this chapter was published in The Australasian Journal of Information Systems, 2009, vol 16,
pp 165-84. Published here with permission.
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called a ‘discipline’. The unwrapping of the concept of ICT governance results
in inconsistent interpretations and ineffective implementations in industry.
In some cases, the concept has been modified to meet a particular sectors
needs. This broadening of concepts to fit individual needs is not new, and is
sometimes useful. There is, however, a fundamental mistake in the narrowness
of most interpretations of ICT governance, which make it less likely that it will
achieve its ultimate goals. I believe this mistake can and should be addressed
by professional computing organisations. In what follows, I will examine the
various approaches to ICT governance, the difficulty it tries to address and
I will argue for what I consider its critical limitations. I will then show how
professional organisations can address the weakness of ICT governance using
tools that they already have at hand.

The problem from the software perspective

In the early days of computing, the 1960s, people worried about ‘the software
crisis” — a term coined in 1968 — or the failure of software systems. Software
workers addressed this possibility by developing models for building well-
engineered software. The focus of the computing community was primarily
internal; focusing on how to develop and test a program. This was the period
during which mathematical modelling of software development was published in
books on The Elements of Software Science (Halstead, 1977) and The Discipline
of Programming (Dijkstra, 1976). The focus was on making computing a reliable
engineering-like discipline and the impacts and concerns addressed were local
to the particular system being developed.

The response to the perceived ‘software crisis’ generated and continues
to generate many single-mode solutions that suggest undertaking one
particular process will solve all of the perceived problemshe particular single
mode solutions trie shifted from emulating an engineering approach to the
development of software, then to a structured approach to program design, to a
formal proof of software system requirements, then to object-oriented software
development, a focus on individual programmers counting the number of
errors they make (‘Personal Software Process’) and, now, an agile or extreme
programming approach to software development. These single-mode methods
have been regularly interspersed with approaches that emphasise measuring
software’s size, reliability, and space and time efficiency. The indication of the
lack of success of these approaches is the rise of ICT governance to address the
negative impacts of the software crisis on industry.

I believe there were three major difficulties with the approaches adopted by the
software community. First, the software crisis is a complex problem and single-
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mode approaches overemphasise one piece of the problem and tend to ignore
other pieces of the problem. Second, computing technology and applications are
constantly changing, and changing at a rapid rate. This means the domain of the
software crisis is also constantly changing; developments, such as computerised
robotic surgery, were not issues of concern in the 1970s. E-commerce had
no meaning 15 years ago. The software crisis is still a problem with software
development, but the software being developed has expanded applications
and the relevant stakeholder communities have increased correspondingly. The
third problem is that the solution to the problem of software interaction with
business and society has been addressed only from the software side of the
problem. These single-mode approaches are focused on what software developers
do. Since 1968, the answer has been the same, worded differently — and the
mistake is the same. If I am an honest person and work hard, following a good
process, then the problems will go away. Unfortunately this has consistently
not worked. There are still significant systems failures, which lead to major
corporate failures. It took many years, for example, for the world economy to
recover from the negative effect of programmed trading on the stock market in
October 1987.

There are numerous standards organisations, such as the American National
Standards Institute (ANSI), the Institute of Electrical and Electronics Engineers
Inc. (IEEE), the International Organization for Standardization (ISO), and
Standards Australia, which have worked on developing rules and standards to
control and monitor software developments. The diverse and developing nature

of ICT, however, makes the application of these rules to software development
difficult.

* Since there is no required common education program for ICT workers, many
have not been taught the standards/rules.

* Since there are few sanctions and minimal oversight, and no threat of losing
an ICT license, obeying the rules is voluntary and it is not always clear what
is to be gained by following them.

* Since the ICT environment is changing so rapidly, rules either no longer apply
by the time they are written, or they are inconsistent because they address
different sides of an issue. Who, for example, enforces fraud legislation on
international internet sales?

The solution to solving the software crisis has been seen as internal and focused
on the technology and on how to be a good technician; the software developers
were going to fix it. Another manifestation of these single-mode, internally
focused approaches was a method of software development called ‘over the wall
development’. At its worst, such development had the following scenario. The
skilled software technician would gather requirements for a business software
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project and then develop a complete system without any further consultation
with the client. The system developed (as the software person misunderstood
it) would be presented to the customer (thrown over the wall). The assumption
being that the technician had, somehow, understood all of the important
business issues and addressed them in the software. This systemic disconnection
of developer and customer led to the delivery of working systems that had
nothing to do with the needs of the customer. Since corporate executives did
not fully understand how ICT worked, when a corporate manager complained
about the style or function of the delivered system, ICT personnel could simply
declare that what they delivered was the only way the computer could do the
requested task.

This problem is not unique to software development, but occurs anywhere
there are discrete project elements, and no communication between those
working on different parts of a project. There is a disconnection between the
world of the computer-astute developer and the customer who is skilled in
their own domain. The two parties speak different languages. The programmer,
who understands the syntax of a programming language, is overwhelmed when
requested to write a system to model genetic mutations that calculates the
sequential effects of genetic drift, inbreeding, selection, gene flow, and mutation
upon the proportion of a population’s gene pool comprised of the second of two
alleles. To think that the difficulty of developing this project could be resolved
by focusing on software technology is a mistake.

History repeats itself

In the development of ICT governance, I think history is repeating itself. A similar
set of mistakes is being made in the way in which the industry is attempting to
address the issues of ICT governance as those that it made in facing the problems
that confronted ICT systems. Many areas in ICT governance are taking a single-
mode approach, which focuses primarily on the industry’s side of the problem,
on the business element; thereby minimising the ICT elements and giving no
consideration to the rapid change of the domains of ICT and business.

ICT governance

In general, ICT governance emerged as an attempt by business to deal with the
impact of major software system failures on business. Although it was primarily
a part of corporate governance, which focused on ICT, many ICT professional
organisations contributed to the process of developing standards. These
organisations advocated that their members adhere to these standards.
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In 2003 Australia published several standards for corporate governance
including: ‘Good governance principles’ (AS8000), ‘Fraud and corruption
control’ (AS8001), ‘Organisational codes of conduct’ (AS8002), ‘Corporate social
responsibility” (AS8003), “Whistle-blower protection programs’ (AS8004), thus
setting the pattern for a document from the corporate side addressing ICT
governance. Standards, such as AS8015 (2005), were developed to deal with
issues of in-house development and the fact that outsourcing to benefit the
vendor’s interests was not always consistent with those of a user organisation.
This is outsourcing problem is similar to one of the problems of over-the-wall
software development.

The interest in ICT governance is international and quality development from
the corporate side is defined in the Information Technology Infrastructure
Library <http://www.itil.co.uk/>; a detailed framework with hands-on
information on how to achieve a successful governance of IT. As in the attempt
to deal with the software crisis described above, there is an ISO standard to
deal with corporate governance. ‘Because inadequate information technology
(IT) systems can hinder the performance and competitiveness of organisations
or expose them to the risk of not complying with legislation, the new ISO/
IEC 38500 standard provides broad guidance on the role of top management in
relation to the corporate governance of IT. <http://www.38500.0rg/>

As the multitude of standards illustrates, there is no single standard of ICT
governance, and nor is there a consistent approach to the appropriate stage at
which to implement ICT governance principles. The material on ICT governance
is not consistent in describing the level where ICT governance comes into
play. One should not be misled to think that there is a single standard of ICT
governance. On the other hand, Peter Weill and Jeanne Ross p.14 (2004), in a
study of 300 enterprises around the world, ‘did not identify a single best formula
for governing IT’. They say that ‘IT governance specifies accountabilities for IT-
related business governance and helps companies align their IT investments
with their business priorities.” IT governance performance for them involves the
corporation’s ‘Cost effective use of IT, IT for growth, IT for asset utilisation and,
IT for business flexibility.” They argue that ‘IT governance is the decision rights
and accountability framework for encouraging desirable behavior in the use of
IT. This is very different from viewing IT governance as managing the interface
between ICT development and corporate management.

Sense of ‘control’

But, if we follow the Australian definition of ICT governance, it uses evaluation
and control but it takes many forms, both in what is controlled — ICT systems
development — and in the current and future corporate use of ICT. This same
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diversity exists in the standards being developed by the ISO. There is also a
difference in what is meant by ‘control’. Control is characterised both as rigorous
highly delineated control, and general directional guidance principles to help
the professional make judgements.

Single mode

As in software development, ICT governance takes a single-mode-solution
approach, and there are a variety of single modes. There are also ‘structuralists’
who think everything is handled by structure and that the primary goals for
ICT governance are to ensure that ICT generates business ‘value’ and reduces
the risks that are associated with ICT by implementing a carefully defined
organisational structure. This is sometimes connected with who is in charge or
has ownership of the system; again, an over-the-wall problem.

Over the wall — it is mine!

The definition of ICT governance is tied to corporate governance and relates
the business focus of an organisation to ICT management. It mandates that ICT
decisions are owned by the corporate board, rather than by ICT managers. This
results in the same problems as over-the-wall development. There are indeed
limitations to what ICT can do and the ways in which it does things will have
different effects. Balanced ICT governance needs the ICT side in their systems
guided by ICT workers.

Limited view of stakeholders

Several of the problems associated with software development are recurring in
ICT Governance. There is an additional problem which is common to the each
of the issues of software development, namely, there is a limited view of who
constitutes the stakeholders in a project. Because the view of who constitutes
the stakeholders in a project is limited to the developer and the customer,
the effect of an IT system on a business or on extended stakeholders is not
considered.

The current concept of ICT governance is modelled on the traditional concepts
of business ethics regarding who needs to be considered as the relevant
stakeholders, namely those who have some financial interest in the business
(Agle et al, 1999). The current concept of ICT governance stakeholders is ‘IT
governance implies a system in which all stakeholders, including the board,
internal customers, and in particular departments such as finance, have the
necessary input into the decision making process’. This view of the system
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context and the stakeholders in that context is also supported by ISO standard
38500 “ICT Governance which characterises ICT governance as the management
system used by directors. ‘IT governance is about the stewardship of IT resources
on behalf of the stakeholders who expect a return from their investment.’

The briefing paper on a recent survey of ethical issues conducted by the Centre
for Applied Philosophy and Public Ethics (CAPPE) (Lucas, 2008) the limited
understanding of ICT workers about stakeholders is clearly indicated when most
of them say they do not consider their work to be related to larger segments of
society.

The concept of ICT governance is closely tied to the concept of control. The
use of words like ‘control” and ‘govern’ imply enforcement of rules or sanctions
for failure to follow them, but, in ICT professional societies, these rules seem
like toothless tigers. There are no real sanctions for failing to follow the rules.
Professional societies can have a significant roar without any associated bite.

We see the attitudes of many computer practitioners toward attempts to
promulgate rules of behaviour clearly in Lucas (2008). A member of the
Australian Computer Society (ACS) complained about the rules because they
wanted them to apply to everyone practicing ICT. ‘The ACS can discipline its
members for breaches of its ethical code but that is no barrier to employment
and it has no effect on the vast majority of workers in the industry who are not
ACS members’ (Lucas, 2008).

This failure of universal application of principles and regulations is a common
complaint of honest, hard-working computer practitioners. It should be noted
that these are not complaints about the importance of following such rules.
Rather, they are complaints about the fairness of their being held accountable,
as members of the ACS: “Why should I follow the rules if those outside the
ACS are not bound by them?’. Another motivation for the complaint is that
the practitioners realise that following these standards will reduce some of
the harms caused by software and improve the lot of humanity and, as such,
everyone ought to follow the rules. The same need to ‘enforce’ compliance is
perceived in ICT governance. The primary motivator for following the rules is
the addition of teeth — sanctions — for not following the rules. As we have
seen this is done with some compliance standards like Sabanes-Oxley and ISO
Standards.

The limitation of the ICT governance approach

ICT governance is repeating some of the same mistakes made by software
developers in their attempts to address the software crisis and I believe ICT
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governance is heading for a similar set of problems as those faced by software
developers. The development of systems software has to develop an interface
between the technology of computing and the nature of the enterprise. The
nature of this interface must be guided by a consideration of the impact of
the system on a broad range of stakeholders. Software developers focus on the
nature of the software and how to reduce errors in the programs. They focus
on a limited set of stakeholders in the system: developer, customer, sponsor,
and vendor, and pay limited attention to those who will be impacted by the
deployment of the software. ICT governance, likewise, has an internal focus on
the business side of the software system and a narrow a view of the stakeholders
as those with a financial interest in the system (Agle et al, 1999; Weill & Ross,
2005). We can see some of the consequences of this narrow approach by looking
at the ICT treatment of ‘software risk’.

The narrow stakeholder focus in software risk

Although the need for high quality software is obvious to all, despite efforts to
achieve such quality, information systems are frequently plagued by problems
(Ravichandran, 2000). A narrow approach to risk analysis and understanding
the scope of a software project and information systems has contributed to
significant software failures.

Informaticians have been evolving and refining techniques to moderate the risk
of developing software products that do not meet the needs of clients. The risks
include: missed schedule, going over budget, and failing to meet the system’s
specified requirements. In spite of this attention to risks, a high percentage of
software systems are delivered late, over budget, and do not meet requirements,
leading to software development still being characterized as a “software crisis”
and leading to a general mistrust of software systems.

Risk management generally consists of an iterative series of steps, similar to the
ones shown in Figure 1.

The context referred to in the top box—the context in which the project is
being developed—includes the organisational structure, and its competitive
and political position, as well as its risk management structure.

The risk identification process identifies potential negative impact on the project
and its stakeholders. AS/NZS 4360-1999 lists potential negative areas of impact
such as

Asset and resource base of the organisation, Revenue and entitlements,
Costs, Performance, Timing and schedule of activities, and Organisational
behaviour.” (AS/NZS, 1999: 39)
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The risk analysis process divides the identified risks by their severity and the
likelihood that they will occur, producing a given level of risk. This level of
risk is generally determined using statistical analysis or calculations with fault
trees and event trees. A typical calculation is ‘Risk exposure’, a metric derived
by multiplying the anticipated costs by the probability of the event occurring.

Two forms of exposure are commonly calculated. The first method, using
quantitative risk analysis, provides quantitatively expressed assessment of the
negative consequences of an event as the outcome of an event; for example, ‘A
delay of one day will cost $3000 in sales’. The second method, qualitative risk
analysis, is often used to address risks which are not readily quantifiable, other
than by describing the broad degree of risk; for example, ‘“The delay will upset
our distributors causing significant loss of goodwill’. Generally, ‘qualitative
analysis is often used first to obtain a general indication of the level of risk ...
or where the level of risk does not justify the time and effort for a quantitative
analysis ..." (AS/NZS, 1999: 14). Its primary role is to characterise and identify
the impact of a risk generally asserted in terms of dollars.
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Surprisingly, in standard risk methodologies, the qualitative risk approach
typically looks at quantifiable data, which can be easily prioritised and facilitates
analysis. These standard methods of risk identification and risk characterisation
have been used extensively in software projects.

The Association for Information Systems (AIS) defines ‘system quality’ in
terms of currency, response time, turnaround time, data accuracy, reliability,
completeness, system flexibility and ease of use (AIS, 2005). Even after using
these generic models of risk analysis, information systems have been produced
which have significant and negative social and ethical impacts. The risks of
these impacts are not traditionally included in the tripartite concept of software
failure — over budget, late, or not meeting stated functions. The extended
stakeholders in developed software are all those who are affected by it, even
though they are not directly related to the use or financing of a system. The
political candidate who is not elected because of a difficult voting machine
interface is a stakeholder in the development of that voting machine. The person
who suffers identity theft because of a flaw in the security for an information
system is a stakeholder in that system. The developer’s obligations to these
stakeholders are not included in the generic concept of software failure.

These systems may have been a success in terms of being developed on schedule,
within budget, and delivered on schedule, but were a failure because they failed
to take into account the conditions in which they were used. The user interface,
which met specifications, had a significant impact on the lives of others. For
example, the system that was used to record dosages of paediatric medicine
correctly handles negative interactions of dosages, but was awkward to use in
emergency situations, resulting in three medication errors out of every 100.
(Walsh, 2006)

Contributing factors

Two interrelated factors related to system stakeholders contribute to
these professional and ethical failures being overlooked. First, limiting the
consideration of system stakeholders to just the customer/client, software
developer and those who have a financial stake in the system ignores the needs
of other relevant stakeholders.

Some have realised that the focus on technical risks is too narrow, but,
unfortunately, the risk focus only expands to other internal issues that
are related to the development of the system. For example, Thiagarajan
Ravichandran writes ‘Research in software quality has focused largely on the
technical aspects of quality improvement, while limited attention has been paid
to the organisational and socio-behavioural aspects of quality management’
(p- 119, 2000).
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A second factor arises from limiting the scope of software risk analysis just to
technical and cost issues. A complete software development process requires 1)
the identification of all relevant stakeholders and 2) enlarging risk analysis to
include social, political, and ethical issues. A complete risk analysis requires
a process to help identify the relevant stakeholders and broaden the scope of
risks anticipated.

To meet the goal of quality software, developers focus on the particular risks
including that they perceive as a threat to a project, such as budgets, timelines
and suitability of the product. This focus may mean that other critical aspects
of the product, such as the use of easy-to-read fonts or back-up systems, are
not given adequate consideration.. Nevertheless developers use Risk Exposure
to help them focus on the most critical risks. The use of easy to read fonts or an
easy to use back up system may be ignored in an effort to get a product out in
time or produced at a lower cost.

The risks that are addressed are those with the highest Risk Exposure. All
consequences are given dollar values. Even qualitative risks are turned into
a numerical hierarchy. The resulting risk of the September 11th disaster was
calculated in terms of the number of deaths that occurred on that day or lifetime
dollar earnings potential of those who died.

The negative effects that need to be addressed in risk analysis include both
overt harm and the denial or reduction of goods. An automated surgical system
which randomly moved inches instead of centimetres, thus hurting patients,
would have a negative effect; just as a pay-phone system which disabled all
usage, including emergency numbers, without an approved credit card, would
also have a negative effect. These stakeholders, patient and someone hurt in a
fire, are not normally considered.

The scope of a project must identify all stakeholders to eliminate the possibility
of negative effects.

This extended domain of stakeholders includes: users of the system, families of
the users, social institutions which may be radically altered by the introduction
of the software, the natural environment, social communities, informatics
professionals, employees of the development organisation and the development
organisation itself.The design of many of the USAs voting machines correctly
counted votes but made it difficult for people to enter their votes.

277



278

Professionalism in the Information and Communication Technology Industry
Modifying the approach to stakeholders

The response of software developers to the ICT crises was internal and focused on
the technology and how to be a good technician. Analogously, ICT governance is
going through a similar, though much shorter, life cycle. As initially developed,
ICT governance focuses on the governance within an organisation; ‘evaluating
and directing the plans for the use of ICT to support the organization and
monitoring this use to achieve plans. It includes the strategy and policies for
using ICT within an organization’ (AS8015, 2005). The focus is clearly internal
with statements like “to better understand their obligations and work more
effectively to maximise the return and minimise the risks to the organisation
from ICT” The internal focus suffers from the same problems as ‘over the wall’
software development.

The role of professional organisations

Professional organisations have been involved in the development of these ICT
governance standards. For example the ACS was involved in the development
of AS8015 and its narrow approach. Both ICT and the business sector have
contributed what they view as solutions from their own sectors — object-
oriented software design and financial flexibility of corporate systems — which
model single-mode solutions. They have difficulty enforcing these solutions
and worry about system ownership. They are each concerned that their side of
the wall has control of the system and, of course, they also differ as to which
stakeholders primarily need to be considered when developing these systems.

The professional organisations have the ability to resolve this. One of the roles a
professional organisation needs to play in resolving these problems is to broaden
the range of stakeholders considered in the current concept of ICT governance.
ICT professional organisations have codes of ethics and codes of practice that
address each of the ICT governance problems discussed above. Their codes of
ethics require the ICT professional to consider a broad range of stakeholders,
including all those whose lives are affected by the ICT project and the way
in which it was implemented. The code of ethics is very useful as a model of
governance but is ignored because these codes are viewed as less enforceable
than other types of regulations. They are considered worthless because they
like toothless tigers.
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Professional computing codes of ethics can
address the ICT governance problem

To see how codes can be useful we need to look at some of the general functions
of codes and how they are managed in professional organisations.

Functions of codes

Codes of ethics are developed by professional organisations for a variety
of reasons. They serve a variety of functions and are frequently directed at
several audiences. At the simplest level, a code of ethics is a statement of the
obligations of individual computing professionals in the conduct of their
profession. The code will generally embody a moral commitment of service to
the public. Sometimes they are used to clarify expectations and appropriate
behaviour of professionals. More positive functions of codes of ethics include:
making a statement to members or aspiring members of the profession about
shared commitments and agreed upon rules, sensitising members to new issues,
and providing guidance to individual members when they are confronted with
ethical situations.

Codes are also used to win public confidence and stave off external regulation.
Some codes are disciplinary in order to convey a sense of self-regulation by
the profession. They also help set expectations for employers and clients about
dealing with members of the profession and socialise novices in field. Codes can
express and strengthen the community orientation of the group. The general
nature of some codes makes it difficult for the general practitioner to apply their
directives in concrete cases.

Some confusion about codes of ethics arises from a failure to distinguish between
closely related concepts about codes which direct the behaviour of practicing
professions. The less restrictive codes can be primarily aspirational, in that they
provide a mission statement for the profession. There are also codes of conduct
which describe professional attitudes and some professional behaviour. Codes
of practice are specific and closely tied to the practice of the profession. They
are the easiest to use as a basis for legal action. Because practicing professionals
deal with human affairs, the underlying ethical principles are the same across
professions. Studies have shown that most codes are a hybrid of these three
types of code (Berleur, 1994).
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The goals of a code of ethics could be ranked from the most benefit to society
to most benefit to the individual member of the profession. These goals include:

1. Inspiration and guidance for ethical conduct.

2. Support for those seeking to act ethically by appealing to the public system
of ethics established in a code.

3. Education and shared understanding (by the professional and the public) of
standards of practice.

4. Deterrence and discipline for specific actions by sanctioning code violations.

5. Protection of the status quo by stifling dissent and state only minimal levels
of ethical conduct.

6. Promotion of business interests by forbidding competitive bidding.

One way to evaluate codes of ethics is to examine which of these functions
assumes prominence in the code.

Codes also indirectly educate the public atlarge about what professionals consider
to be a minimally acceptable ethical practice in that field, even as practiced by
nonprofessionals. The Swiss Information Society Code of EthicsComputer Code
(SIS Code 2005) suggests that the responsibility of a national and/or professional
society is to be in charge of making the public aware of the society’s guidelines
It also advocates regularly publishing information about code violations as a
means of informing the public about what is to be expected of a computing
professional. Some codes also include the responsibilities of the ICT profession
itself.

Two common problems for codes in computing are that they need to be able to
address a rapidly changing environment and there are difficulties in enforcing
them. Turning a code into law makes it static and eliminates some of the other
important functions of codes of ethics.

Recent codes have become more specific about ICT workers’ responsibility to
society and a broad range of stakeholders (Gotterbarn, 1996). The Canadian
Information Processing Society (CIPS) code of ethics and standards of conduct
addresses a diverse audience. The CIPS code has imperatives for six audiences:
colleagues, clients, students, the public, myself, and the employer and
management. By separating the client and the employer it avoids the possibility
that the interests of the client and the employer may not be identical. This code
starts from the belief that a set of ethical obligations — professional ethics — is
in part based on the high social impact of the profession; because of the broad
and significant impacts of computing the computing professional owes a higher
order of care to their clients. Because of the nature and impact of computing, a
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higher level of care is required. Consistent with this, many codes advocate the
avoidance of negative consequences of professional activities. In the Association
of Computing Machinery (ACM) code there are general statements dealing with
responsibilities in the event of negative consequences. For example, section
1.2, which deals with the responsibility for negative consequences, states that
a person is obligated to undo or mitigate negative consequences as much as
possible. This is clearly a shift from earlier codes, which were designed to
protect the computing professional. These, and other sections of the ACM
code, are designed to protect society. Some codes limit corrective responsibility
to merely fixing one’s own mistakes. In the ACM code, however, even if the
negative consequence were the fault of the customer’s incorrect use of a product,
the member is still responsible. The code first protects society and then the
professional on the basis that the development of a computer system requires a
consideration of all stakeholder’s rights. For example, section 3.5 states

Articulate and support policies that protect the dignity of users and others
affected by a computing system. Designing or implementing systems that
deliberately or inadvertently demean individuals or groups is ethically
unacceptable. Computer professionals who are in decision making
positions should verify that systems are designed and implemented to
protect personal privacy and enhance human dignity.

The ACM and the IEEE have adopted a ‘Software engineering code of ethics and
professional practice’ (SECEPP). This code has been adopted by numerous ICT
professional organisations and it clearly points to the developer’s responsibility
to a range of stakeholders. The Preamble states

These obligations are founded in the software engineer's humanity, in
special care owed to people affected by the work of software engineers,
and in the unique elements of the practice of software engineering. ...
In all these judgments concern for the health, safety and welfare of the
public is primary; that is, the “Public Interest’ is central to this Code.

But, as we have seen, simply mentioning a broad range of ethical obligations does
not satisfy those who want to see codes enforced by severe sanctions. A Code
such a SECEPP can still be enforced even if the Code does not include mention
of specifice sanctions. A large aerospace firm enforced its ethics regulations and
fired 28 software engineers for violating the ethics policy. The enforcement of
the policy struck many as toothless since the fired software engineers will easily
get other jobs and the firm and their staff suffered because of a staff shortage. It
sometime looks as if professional organisations actually do not want to enforce
the code. There is a problem that some codes seem vague and are neither easily
enforceable nor useful in making decisions. There is the already mentioned
problem of jurisdiction only over an organisations membership. How can you
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enforce a code on people who are not members of your organisation and have
not agreed to be bound by the code? Professional organisations can leave their
codes as hollow statements or do something to help them have an impact.

Two major difficulties with codes for professional
ethics committees

It is useful to trace the development of the ACM’s code of ethics because it is
similar to the pattern occurring in the development of most codes and it maps
a difficulty with ICT governance. The two major themes running through the
code’s development are the questions concerning enforcement — by whom and
how — and currency — how to address changing technology (Berleur, 2008).

The early years: Ethical standards in search of identity

On 11 November 1966, the ACM adopted an ethics standard. They adopted
a set of guidelines called ‘Professional conduct in information processing’
(Parker, 1968). The pattern of concerns and development of this ethics standard
is similar to the patterns of many such developments. The 1966 discussion
revolved around questions of: whether information processing was really a
discipline, whether it was a single discipline that could have a single standard,
what types of effective enforcement it could have, was it meaningful to merely
expel miscreants from membership in the ACM, who would determine when to
enforce the standard and, a narrowly US-centric concern, that the enforcement
of a professional standard by the ACM might alter the ACM’s tax status as a
scientific society. At least two trends from this early approach continue through
the ACM’s development of ethical standards: there is recognition that the rapid
and unanticipated changes in the profession will require modification of the
ethical standards at some level and that agreement on enforcement is difficult
to manage.

The 1966 standard handled both the enforcement and the change issue in the
same way. The recognition of change was addressed by calling the first ethics
document a ‘guideline’. The label was also intended to address the enforcement
issue — ‘the ACM Council has wisely adopted ethical rules as a guide to members
rather than a code to be enforced’. As a result, there is no enforcement function
directly related to the code/guidelines. Approaches to the issue of change have
been constant while there has been a significant change in the approaches to
enforcement. The society’s means of addressing these issues of enforcement and
technological change dictate the role of the ACM’s committees related to ethics.
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1970-92: From guidelines to standards and the need for
enforcement

Just four years later, a change was made to article 3, section 4 of the ACM
constitution that stated ‘demonstrating a lack of integrity” was a reason for being
‘admonished, suspended, or expelled” and gave authority to the ACM council
to impose these sanctions. The amendment also mandated the development of a
code of professional ethics. This led to the development of a code with detailed
ethical statements, the violation of which is easier to determine and which are
easier to enforce.

There was an obvious flaw in the implementation of this approach: in order to
obey the rules, you need to know what they are. This education problem is not
unique to the ACM. According to Lucas (2008), more than 30 per cent of those
questioned are unaware of the ACS code. Perhaps it is education that needs to
be emphasised, more than enforcement.

There is also a conceptual problem with the approach. A basic problem with a
precise checklist-approach to ethics arises particularly when it is applied to a
technical field. The computing field changes and advances very rapidly. What
was considered best practice 20 years ago may be dangerous now. Early medical
practices are now considered very dangerous. A precise ethics checklist, which
is easy to enforce, is out of date almost as soon as it is off the press and what it
advocates may be inconsistent with current best practice.

The ACM code was adopted in 1974, but an enforcement procedure was not
approved until 1978 (Smoot, 1981), reflecting the continuing uneasiness about
enforcement (Perspective, 1981). During this time, the ACM’s committee on
‘Professional standards and practices” was responsible for services to individual
ACM members who faced ethical problems such as whistleblowing, product
reliability and safety issues, and employment problems. The adoption of the
1974 code, and later adoption of a policy designating the enforcement method
as the sole responsibility of ACM council, was a significant change from the
ACM’s original ethics guideline.

Addressing and enforcing ethical issues related to ACM members was now
the sole responsibility of the governing organisation of the ACM — the ACM
Council. According to the ACM constitution article 6 section 8 ‘a member may
be admonished, suspended or expelled for demonstrating lack of integrity’ by
a three fourths vote of Council after a hearing’. This still left open the nature of
the hearing.
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1990: The emphasis on guidelines returns

In 1990, adopting the insights from 1966 that ethical guidelines for computing
need to change to address unanticipated changes in the profession, Ron
Anderson proposed that a code like the current ACM code, which had a
structure that listed possible ethical violations, needs to be revised. He further
argued that the ACM needs a revised organisational structure for an ongoing
review, reformulation, interpretation, and application of its Code of Ethics and
Professional Conduct’(1990). The ACM council supported this request and, two
years later, on 16 October 1992, a code of ethics and a suggestion for a revised
review standard was presented.

This 1992 code was developed over a two-year period, during which there
were multiple drafts and reviews by ACM members. The ACM approved a new
code of ethics which de-emphasised enforcement and emphasised education
of members, of prospective members and of the public. The code’s use as an
aid to decision-making was also emphasised. The code, which is still in use
today, has a two-level structure. It consists of 24 ethical imperatives each of
which has an associated guideline illustrating the application of the imperative
in computing. The imperatives are divided into four sections. The first section
gives a set of general moral considerations, the second identifies additional
ethical principles which apply to computing professionals, the third section
pertains to organisational leaders, and the final section deals with issues of
general compliance with the code.

It was envisioned that the high level imperatives would be constant and that
the lower level clauses would require updating when technology and practices
changed. In addition to the approval of the code, a committee on professional
ethics (COPE) was also established to meet the need for revision and nurturing
of the code. The charge for the COPE committee was to 1) promote ethical
conduct among computing professionals by publicising the code of ethics and
by offering suggested interpretations of the code; 2) plan and review activities
to educate the membership in ethical decision making on issues of professional
conduct; and, 3) review and recommend updates, as necessary, to the code of
ethics and professional conduct and its guidelines.

These changes should have addressed the 1966 concerns about enforcement and
code revision. The nature of the code, emphasising voluntary compliance and
consisting of aspirational and normative imperatives rather than disciplinary
imperatives helped reduce the concern about sanctions and enforcement. The
structure of the code, with fairly constant imperatives and flexible guidelines,
helped address the state of flux within the computing profession.

COPE was a committee with a charge but without a structure. Many of the items
described above were not addressed in the establishment of COPE. The president
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of the ACM appointed the chair of COPE, who determines its structure and
guides its activities. The outreach functions of COPE are straightforward and
modelled to some extent on the work outlined when the code was first passed.
COPE members present papers and participate in computer ethics workshops.
They write articles that offer interpretations of the code (Miller, 2003). Other
professional societies, the ACS and German Gesellschaft fiir Informatik, for
example, have used the original case studies developed when the 1992 ACM
code was passed (Anderson, 1993). COPE is currently working on a specific
set of examples related to internet issues because the World Wide Web only
achieved prominence after the general code was approved in 1992.

The role of COPE extended in 1999 when the ACM and the IEEE-Computer
Society jointly developed and adopted the SECEPP as a standard for a sub-
specialisation of computing. COPE’s domain now includes both of these codes.

COPE has helped with the translations of the ACM’s codes by professional
organisations that want to adopt them. The SECEPP has so far has been translated
into nine languages.

Other computing organisations have adopted SECEPP. For example, in
September 2006, the Association of Software Testing resolved to adopt the ACM
code of ethics as a series of principles to guide and govern practice among its
membership. The ACS has also adopted the SECEPP (ACS, 2004).

In meeting its charge, COPE is also involved in the design of posters of the code of
ethics, which are distributed to member organisations, design of web pages, and
includes a commitment to the ACM as a separate item on membership renewal
forms. COPE has primarily limited its education function to the membership
of the ACM and has only reached out in terms of getting the code included in
appropriate textbooks and conducing workshops a computing conferences.

The original charge to COPE is merely a starting point. The absence of a fixed
structure, including a regular schedule of meetings, has led COPE to function
in response to external requests. The committee is one of the ethical focal
points within the ACM. COPE members are asked to review many of the ethics
articles submitted to the Communications of the ACM. It also responds to ethics
complaints that are forwarded to it by ACM headquarters. These complaints
vary from the trivial to very significant, such as the development of a plagiarism
policy that is consistent with the ACM’s codes of ethics. In many cases, committee
members are not knowledgeable in the domain of the ethics problem and need
to bring in other committees who have a better understanding of the situation.

The absence of a charge which involves COPE in all such issues means that
on occasion some very significant complaints and ethical issues do not have
their ethical component addressed adequately. For example, there was a
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significant issue raised by one ACM member on his website — regarding
religious discrimination — that was never brought to the attention of COPE
(Complaint, 2003). One of the reasons for the omission is that COPE only serves
in an advisory role.

Without a clearly defined structure, it is sometimes difficult for COPE to achieve
its goals. Another problem is the separation of the primarily proactive and
advisory functions given to COPE, and the enforcement functions that are given
to the ACM council. Often, this structure contributes to a perception that the
role of COPE is less important.

On one hand, the lack of a clearly defined structure makes it difficult at times to
achieve its goals. On the other hand, the absence of a defined structure has the
virtue that, when an unanticipated issue arises, such as the relation of the code
to a plagiarism policy, COPE can be involved in those situations without having
to wait for a formal meeting.

Every professional organisation ought to have an ethics committee for the
promotion of the code of ethics. There are several things required for such a
committee to function effectively:

1. When an ethics committee is established both its charges and structure
should be specified.

2. All ethics issues should be passed through the ethics committee.

3. The method of updating a code of ethics needs to be clearly defined by either
the national/professional society or by its ethics committee. This method
should be as rigorous and cautiously entered into as the original creation of
the code.

4. The structure of the ethics committee should not limit the issues it can
address.

5. Ethics committees should have a regular venue in the society’s publications
to help promote a proactive approach to ethics. This should be accompanied
by an annual ethics award that is included in a national/professional society’s
repertoire of awards.

The ethics committee and ICT governance and
the software crisis
An ethics committee promoting the code of ethics amongst the ICT community is

helpful in addressing the three common difficulties identified in ICT governance,
and in addressing the software crisis. A major role of the ethics committee is
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public education. The codes of ethics focus on the professional’s responsibility
to a broad range of stakeholders. This broad focus lessens the significance of the
controlling influence of the discussion of ‘who owns the system’” and emphasises
the question of the system’s consequences, for all concerned. The breadth of
concern makes clear that single-mode solutions are inadequate for systems with
broad stakeholder responsibility. A code advocates a quality of action and not
a particular technology. A constant reminder of the social and ethical impacts
of ICT systems makes clear that simply focusing on inline documentation in a
software program is an irresponsible approach to building something with the
impact of an electronic voting system.

But codes have no teeth

Even though the concerns about the constant flux of the computing profession
and enforcement of a code’s imperatives have been addressed by modifications
to the structures of the codes of ethics, there remains the underlying concern of
how to get everyone to follow the code. Codes are not the teeth of an organisation.
They do not contain the due process and sanctions within an organisation, but
they do describe the conscience of a profession.

Within organisations generally there is limited enforcement of a code of ethics.
Codes get some teeth when they are used by a professional organisation to make
decisions. The ACM code of ethics, for example, was used in developing the ACM
policy and procedures on plagiarism based on the imperative that ‘Respecting
intellectual property rights is a foundational principle of the ACM's Codes of
Ethics’. The ACM publications board defined the procedure for reporting alleged
plagiarism, for investigating the allegation, and managing confidentiality during
the investigation. If the offending paper has already been published, the ACM
will post a Notice of Plagiarism based on the investigation on the ACM Digital
Library's citation page of the plagiarising paper and will remove access to the
full text.” This response gives teeth to the charge of plagiarism.

Codes of ethics do not have teeth and they do not define the disciplinary action
for a code violation. Codes are not self-referential: organisations have bylaws
and the code is a bylaw. The due process and sanctions for violating the code
is defined outside the code. Codes are the mind and conscience of a profession.
The profession is what nutures the code and gives the code teeth.

The original concerns of the ACS member about those outside the ACS not being
bound by the standards remain. In a recent case, major sections of a student’s
masters thesis were copied and submitted to a conference where the original
author’s supervisor was present. The conference was not an ACM-sponsored
event and the plagiariser was not an ACM member, so ACM processes for
dealing with plagiarism did not apply. But, that does not prevent the ethics
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committee from informing the reviewer and the conference about how the
ACM understands professional standards and the action they would take with
members.

Codes of ethics impose accountability on the
professional organisation

A code of ethics is like a Swiss Army knife, serving many important and useful
functions. It is a statement to members about the ethical stand of an organisation
and profession, a conscience of the profession, an announcement to non-
members of what the profession standards for (although most often stated in
terms of the actions of individuals), it imposes functions on an ethics committee
to educate the membership, and it imposes responsibilities on the professional
organisation itself.

One of the functions of an ethics committee is to help its own professional
organisation understand the importance of the role played by ethical standards.
Sometimes, professional organisations lose sight of these responsibilities or get
distracted. In 1972 the IEEE set up an ethics task force in response to the fireing
of engineers reporting ethical problems in the development of the Bay Area
Rapid Tansit system. Because the existence of the committee was not publicised,
no case was referred to it until 1978 when, following advice of its existence being
sent to the membership, it received notice of 11 cases to address. In 1990 the
IEEE set up hotlines and sent copies of the code out with membership renewals.
With each renewal, ACM the members agree to adhere to the ACM code. The
IEEE hotline provided a direct channel for IEEE members to get help when they
were faced with painful professional dilemmas. Unfortunately, and for a variety
of reasons, the hotline was discontinued.

In 2003 the ACS established the committee on computer ethics (CCE) to promote
the development of computer ethics policies (in Australia). The committee
is charged with working with ACS Special Interest Groups, to help develop
policies for government, and to promote the importance of computer ethics in
the ICT community.

Micro-macro-ethics confusion

The distinction between macro and micro ethics is important for these
committees and for the use of codes of ethics in addressing the ICT governance/
software crisis problem. The lack of attention to this distinction is a problem
that pervades many codes of ethics, ethics committees and professional
organisations. Generally, they all focus on the responsibility of the individual
computing professional.
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The general view is that codes and regulations are about the behaviour of the
individual member and not about the organisation, or the profession as a whole.
Micro-focused codes of ethics talk about ‘You’ and not specifically about the
professional organisation or about the profession.

Complainants about an absence of sanctions tend to view codes as being primarily
about the ICT person’s behaviour. Of public sector workers in Australia, 23 per
cent did not see their work as related to a larger whole (Lucas, 2008). It is the
ICT individual who is asked to be ethical.

This narrow understanding of the scope of a code of ethics and professional
standards is a problem and affects their work. Individuals who ‘view themselves
as NOT part of other systems but as separate ICT folk’ (Lucas, 2008: 23) are
taking a an exteme form of micro-ethics approach where enforcement of a
narrow set of rules is primary and they lose sight of the positive contributions
of ethical development, lose sight of the contribution ‘doing it right” makes to
the quality of life.

Unfortunately, few codes have sections dealing with macro ethics. Sometimes
the need for a macro consideration is not clear in an ethics committee’s terms
of reference. The terms of reference for the ACS Committee on Compuiter
Ethics is correct in asserting that it should promote ‘the value and importance
of Computer Ethics within the wider Australian, as well as regional and
international, ICT community’. The standards are not just for ACS members, but
for the ICT community at large. They also recognise the responsibility to society
as a whole in the charge ‘to advise the Society and the ICT community on ‘best
practice’ in relation to Computer Ethics;’

This awareness and promotion of the responsibility to the whole profession, not
just to ACS members, addresses the software development standard. It shows a
major function of professional ethical standards being beyond the punishment
of miscreants.

This macro understanding justifies an approach to encourage adherence to the
code. If the standards become common knowledge, the public knows what
ought to be done and those who do not follow the standards will receive less
business, provided the failure to follow the standards is made known, as in the
Swiss model. For example, there was some concern about the lead content in the
paint of some children’s toys sold in the USA. Citizens were made aware a) of the
danger of the levels of lead and b) that toys exceed these levels of lead. In spite
of a lack of government testing on all toys, when the knowledge spread that X
toy was below this safety standard the toys are no longer purchased.
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The ethics committees need to clarify and formally state those principles that
are important to the profession as a whole. This need was supported by the
comments in Lucas (P57) which indicate the importance of training, but the
commentators see ethics solely as an individual responsibility

Punitive measures [when asked about them]| are also useful but you can't
take action unless you communicate your expectations. The message is:

communicate your expectations, police them, and then maintain them.
If there are no consequences people will not be motivated to behave
ethically. So you need to put the sign post up (i.e. 80 km/h), communicate
it and police it.

Needs to be incentives, and the value of ethics for the business to be
recognised.

Organisations need to communicate their ethical expectations from staff
and then ensure that they are aware of them.

Management should encourage staff to take their ethics training so that
they do not have an excuse when it comes to expectations.

Needs to be more promotion of ethics. Frequently overlooked. Essentially
it is up to individual, but training helps.

Conclusion

Codes of ethics and regulations can have teeth. If professional organisations
are committed to elevating professional practice, and to the standards in their
codes, then they should publish a list of expelled miscreants who violate those
standards. Maintaining silence in the light of such violations is inconsistent
with the content of the codes of ethics. The ACS takes a different view. ACS
reprobates are not named but ‘describe[ed] in general terms (to protect the
privacy of those involved) the breaches that have occurred and the actions
that have been taken by the ACS in respect of those breaches.” The important
stakeholder is not the reprobate. The important stakeholders are everyone
affected by that person’s actions, and the profession which maintains silence
about unprofessional actions.

Committees need to be aware of:

1. A focus on micro ethics contributes to single-mode solutions and mistakenly
ignoring obligations to a broad range of stakeholders. It also is used to
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justify ignoring a sense of responsibility for the whole project, for the whole
profession.

2. The worst model of leadership is the whip. The committees must educate
about the ‘what’ and the ‘why’ of regulations.

3. The rules are guidelines with a purpose. Codes and ICT governance are not
checklists, which will be out of date shortly after they are written.

4. There needs to be as much if not more emphasis on and financial support
for education thenis given to methods of enforcement. Enforcement/
encouragement can take a variety of forms.

5. Take the codes seriously — publish the list of those ejected for violation of
codes of ethics. Be the ‘better business bureau’ for software quality and list
if there are open complaints

Codes of ethics and regulations may be toothless tigers, but they can still be
heard. Their message is important to address the problems at the interface of
ICT governance.

References

ACS , 2004 Image See <http://[www.acs.org.au/news/060404.htm> accessed
2008.

Agle, BR, Mitchell, RK & Sonnenfeld, JA, 1999, Academy of Management
Journal, vol 42, no 5, October, pp 507-25.

AIS , 2005, ‘Definition of system quality’, <http://business.clemson.edu/ISE/
html/system_quality.html> 2005.

Anderson, R, 1990, ‘A rationale for the proposed revision of the association
for computing machinery’s code of professional conduct’, <http://www.
southernct.edu/organizations/rccs/oldsite/resources/research/comp_and_
priv/anderson/references.html>

——, 1995, “The ACM code of ethics: history, process, and implications,” Social
issues in computing, McGraw-Hill, New York, pp 48-72.

——, Johnson, D, Gotterbarn, D, & Perrolle, J, 1993, ‘Using the new ACM code
of ethics in decision making’, Communications of the ACM vol 3, 2 February.

Association for Computing Machinery (ACM), 2006, ‘Policy and procedures
on plagiarism’, revised 2010, <http://www.acm.org/publications/policies/
plagiarism_policy?searchterm=Policy+and+Procedures+on+Plagiarism>

291



292

Professionalism in the Information and Communication Technology Industry

Berleur, J, 2008, Ethics of computing committees: suggestions for functions, form and
structure: To Promote Discussion Inside the IFIP National Societies, Berleur,
J., Burmeister, O., Duquenoy, P; Gotterbarn, D. ; Goujon, P Kaipainen,
K; Kimppa, K, Six, B.; Weber-Wulff, D.; Whitehouse, D. (Eds)., IFIP Press,
Laxenburg-Austria, 2008, ISBN 978 3 901882 24 3. The account of the ACM
Code of Ethics development is based on my report to this group.

—— & d’Udekem-Gevers, M 1994, ‘Codes of ethics, or of conduct, within IFIP
and in other computer societies’, 13th World Computer Congress, pp 340-48.

Bowern, M, 2006, ‘Ethics: part of being a professional’, Information Age, June/
July p 51-52.

Cockburn, A, 2004, Crystal clear, Addison-Wesley.

Dijkstra, EW, 1976, A discipline of programming, Prentice-Hall, Englewood
Cliffs, NJ.

Gotterbarn, D, 1996, ‘Software engineering: the new professionalism’, in C Myer
(ed), The professional software engineer, Springer-Verlag, New York.

——, Miller, K & Rogerson, S, 1998, ‘Software engineering code of ethics’,
viewed 27 January 2007, <http://www.acm.org/serving/se/code.htm>

Halstead, MH, 1977, Elements of software science, operating, and programming
systems series, vol 7, Elsevier, New York, NY.

Highsmith, J, 2002, Agile software development ecosystems, Addison-Wesley,
Boston.

Lucas, R 2008, ‘ETGovICT briefing paper for presenters’, Centre for Applied
Philosophy and Public Ethics, Australian National University, Canberra.

Martin, MW & schinzinger, Roland 1989, Ethics in engineering, 2nd ed, McGraw-
Hill, New York.

Miller, K & Gotterbarn, D, 2003, ‘Computer ethics in the undergraduate
curriculum: case studies and the joint software engineer's code’, Small
College Computing Conference Journal.

Parker, D, 1968, ‘Professional conduct in information processing’,
Communications of the ACM, vol 11, 3 March.

Paulk, MC, 1995, The capability maturity model: guidelines for improving the
software process, Addison-Wesley Publishing Company, Reading, MA.



13. ICT governance and what to do about the toothless tiger(s)

Perspectives on the Professions, Centre for the Study of Ethics in the professions at
Illinois Institute of Technology, <http://ethics.iit.edu/perspective/vinl %20
perspective.pdf>

Ravichandran, T, 2000, ‘Total quality management in information systems
development: key constructs and relationships’, Journal of Management
Information Systems, vol 16, no 3, pp 119-37.

Ross, DE, 2003, ‘My complaint against the ACM — a leading technological
society condones employment discrimination against some of its own
members’, <http://www.rossde.com/acm.html>

SIS Code, 2005 Swiss Information Society Code of Ethics. <http://www.s-i.ch/
fileadmin/daten/si/SI_Code_of_ Ethik_V1.pdf>

Software Engineering Ethics Research Institute, 1999, ‘Software engineering
code of ethics and professional practice (5.2)", <http://seeri.etsu.edu/Codes/
TheSECode.htm>

Smoot, 1981, http://ethics.iit.edu/perspective/vinl % 20perspective.pdf

Software  Testing, <http://www.associationforsoftwaretesting.org /about/
governance/>, Resolution on adoption of the ACM code of Ethics.

Standards Australia, 2005, Corporate governance of information and communication
technology, Australian standard AS8015.

Standards Australia & Standards New Zealand, 1999, Risk management,
Australian and New Zealand standard 4360.

Walsh, K,, Adms, W., Bauchner,H., Vinci,R. 2006, ‘Meidcation Errors Related to
Computerized order Entry for Children’, Pediatrics, vol 118, n 5 pp 1872-1879.

Weill, P & Ross, JW, 2005, ‘IT governance on One Page’, MIT Sloan Working
paper nimber 4517-04 <http://papers.ssrn.com/sol3/papers.cfm?abstract_
id=664612>

293






14. Business benefits from keeping
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Introduction

The greater the extent to which a code of ethics is kept up to date, the better is
the case that it benefits business to abide by that code. In 2010 the Australian
Computer Society (ACS) updated its code of ethics after an extensive review,
including national focus groups with members, and international input. Its
last update, in 1985, predates most of the recent industry advancements. It
was undertaken prior to advances and innovations, such as object-oriented
techniques, the Internet and nanotechnology, of the last two decades. Industry
currency of the ACS code is important if it is to have endorsement and adherence
by Information and Communications Technology (ICT) professionals.

Almost every professional society has a code of ethics. Sometimes it is called
a code of professional conduct, or behaviour, or something similar. In each
situation it is a standard for the personal conduct of members of that professional
society. In the ICT industry there are some professional societies that do not
have such a code and, for the majority that do have one, questions have been
raised about their efficacy.

Are such codes enforceable? Does the public hold ICT professionals accountable,
based on such codes? Are codes simply weighty statements that serve no
practical purpose? Why should the business community pay attention to such
codes? This chapter attempts to answer questions such as these in two ways.

One way is by making a case for having a professional code of ethics. Many
books have been written on ethics and, within many of these, the purpose of
such a code is defined. That is not what this chapter means, however, by making
a case for a code of ethics. Instead, a business case is proposed. A few years ago,
environmental issues were given lip-service, but essentially ignored, whereas,
today, companies see a business case for taking environmental issues seriously.
Similarly, a business case can be made for creating and enforcing adherence to
an up—to-date code of ethics for the ICT industry.
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The second way such questions are answered is through making the case for
renewing codes of ethics on a regular basis. Just as ICT changes over time, so
a code of ethics in ICT should be kept current. Codes should stay current and
relevant to professionals working in the industry. Some aspects of a code may
not change frequently, others should. For instance, since its inception, the ACS
code of ethics has had ‘Honesty” as a guiding principle. The way in which this
concept has been interpreted, however, in professional ICT behaviour over the
past 40 years has changed. It is not envisaged that a future ACS code will call on
ICT professionals to be dishonest, but the way in which honesty is practiced in
the workplace can subtly change over time.

This chapter begins by making a business case for the ACS code of ethics, and
then goes on to reflect on the current process of renewing this code. For the
latter, the case is made that such codes ought to undergo a major review at least
every decade, with minor reviews possible in the intervening years.

A business perspective

In Australia the ACS, in collaboration with the Australian Research Council,
funded a major industry review of ICT ethics (Lucas & Weckert, 2008). That
report has many findings, one of which, the most pertinent to this chapter,
revealed that ACS members have a poor understanding of issues relating to
professionalism and ICT ethics. The contention presented here is that concerns
such as these are best addressed by making a business case for professional/
ethical behaviour.

Richard Lucas and John Weckert used evidence from surveys and interviews
to show that many people in the ICT industry do not see themselves as ICT
‘professionals’. The term “professional’ is poorly understood in the ICT industry,
even amongst members of the ACS.

This is an important finding, because it shows that there is a need for the
ACS to raise the profile of professionalism. Arguably, the ACS has already
taken significant steps in this regard. The Lucas and Weckert report showed,
however, that these efforts have not, to date, yielded the desired results. New
ways of marketing professionalism need to be created. Professionals have special
responsibilities and public accountabilities, be they in ICT or another industry
such as medicine or law.

Inherent in the promotion of professionalism is the promotion of a code of
professional behaviour and, in this regard, the ACS code of ethics is the focus
of this chapter.
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Professionalism defined

The Australian Council of Professions (ACP), of which the ACS is a member,
is a peak body for professional societies in Australia. Trading as Professions
Australia, it states:

A profession is a disciplined group of individuals who adhere to ethical
standards and hold themselves out as, and are accepted by the public as
possessing special knowledge and skills in a widely recognised body of
learning derived from research, education and training at a high level,
and who are prepared to apply this knowledge and exercise these skills
in the interest of others.

It is inherent in the definition of a profession that a Code of Ethics
governs the activities of each profession. Such codes require behaviour
and practice beyond the personal moral obligations of an individual.
They define and demand high standards of behaviour in respect to
the services provided to the public and in dealing with professional
colleagues. Further, these codes are enforced by the profession and are
acknowledged and accepted by the community (ACP, 2009).

Using a detailed definition of ‘profession’ avoids the confusion of ‘professional’
being used as an adjective as well as a noun and, more importantly, identifies a
number of special conditions which help to distinguish a “profession’ from an
‘occupation’. From the definition above, a professional is amember of a disciplined
group of individuals. The ACS is one such group, which represents the people
working in the ICT industry, but, unlike doctors and lawyers, Australia does
not require ACS members to be registered or licensed, and membership of the
ACS is voluntary.

In 2000 the ACP recognised members of the ACS as professionals. It was the first
time this had happened outside software engineers being able to claim to be
professionals through membership of the Institute of Electrical and Electronics
Engineers (IEEE). At the time the ACS promoted this development widely and
significantly raised its membership numbers. However, the Lucas and Weckert
(2008) report shows that the momentum was not sustained and that, even today,
some ACS members do not understand what professionalism means.

The business case

The ACS believes that the society’s code of ethics has two main roles. First, to
promote professional behaviour by members of the society. Second, to promote
to the government and business sectors, the value of employing people who
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practise the values of the ACS code. This section presents a business case for the
second role and, in so doing, reflects the community expectations identified in
the previous definition of a profession.

A decade ago, very few businesses realised that being eco-friendly could
deliver a commercial competitive advantage; nowadays, that proposition is
uncontentious. Promoting professionalism should be positioned in a similar
way, so that it quickly becomes commercially desirable, and uncontentious, for
professional people in the ICT industry to behave in a manner consistent with
a code of ethics.

If a business makes clear that being eco-friendly meets its corporate objectives,
it follows that it will recruit and value staff who help it to conduct its activities
in that way. Similarly, if a business makes clear that being professional has
marketable commercial advantages, it will give priority in its recruiting to
people who manifest this value, and will send a signal to the community that
employing professional people has value.

The other side of the coin is for the community to demonstrate that professional
conduct is valued to the point where preference will be given to those businesses
and individuals who behave in that way.

To support the previous points, the ACS needs to promote the value of
professional conduct to both consumers and suppliers. That requires the society
to devise examples and scenarios to illustrate how the code of ethics works
in particular situations, and highlights how resolving an issue in an ethical
way confers tangible benefit on the consumer. The outcome ought to be that
consumers of ICT demand that suppliers practise what the ACS code of ethics
requires.

Professional principles would apply to the teams and organisations developing
systems that are critical, in terms of safety, the environment, and other social
aspects. At one level, this approach would ensure a reduction in the public’s
regular infuriation with technology, by supplying products and services
that meet consumers’ reasonable expectations without faults or failures, or
undisclosed constraints, expenses or risks.

Professional principles would be promoted as the reference point for safe and
professional practices, and would be publicised on the ACS website, and other
sites dedicated to this issue.

From an ACS internal perspective, it should develop a marketing strategy that
involves corporate professional partnerships in which each corporate partner
undertakes to encourage its relevantly qualified staff to practise its code of
ethics for the benefit of its customers, and to join the ACS.
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The aim is for ACS membership to become a proxy for certification to which
an individual has committed, and who practises the type of conduct that is
espoused by their professional society. By creating a demand for people who
conduct themselves in that way, the value proposition of ACS membership
commensurately increases.

The ACS should be working with national, state and local governments, and other
areas of the public sector, to help them lead by example and make compliance
with the ACS code of ethics mandatory in the ICT areas of government agencies,
whether or not their technical staff are ACS members.

The approach in the Australian pharmaceutical
industry

Some ideas and direction for the ACS could be gained by considering aspects of
the Australian pharmaceutical industry, in which there is regulation of some of
the products and activities of that industry.

In Australia there is a federal government requirement that the manufacturing
processes of pharmaceutical products comply with standards addressing good
manufacturing practice (GMP), or similar quality requirements. Regulation is
based on risk mitigation, so complementary medicines (such as vitamins) are
not regulated to the same extent as prescription medicines, or devices that
are invasive to humans and/or include software, for example automatic drug-
delivery systems. These may also be regulated against other product-specific
standards.

The benefits to pharmaceutical businesses of compliance with their professional
code are well recognised. These benefits include risk management and mitigation,
and consumer confidence in products through compliance with professional
and product standards.

Pharmaceutical businesses enforce their standards within and beyond their
industry. A condition of registration of every new medicine is that its marketing
and promotional literature complies with a specific code of conduct. This code
of conduct is maintained by an industry organisation, the members of which
include the manufacturers of many Australian pharmaceutical products. The
code covers all aspects of marketing, including the relationships with health
professionals such as doctors, dentists, and pharmacists. There is an industry
committee to investigate complaints, identify breaches of the code, and impose
fines or other disciplinary actions. The government condition attached to
product registration makes some requirements of the code of conduct applicable
to companies that are not members of the industry organisation.
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Obviously, there are differences between the ICT industry and the pharmaceutical
industry, and the purpose of this section is not to argue for government
regulation of all ICT products. As a starting point, however, it is advocated that
those people and organisations engaged in the development and maintenance
of public-sector ICT projects should be required to observe the ACS code of
ethics. Also, the ACS disciplinary committee should have jurisdiction to hear
and determine complaints against both ACS members and non-members in those
circumstances.

The benefit to business

As described below, a code of ethics typically consists of a) a code of conduct
— how a person conducts him or herself in an ethical manner, and b) a code of
practice — how a person carries out his or her specific tasks and responsibilities.
In a business, such a code of ethics should not exist in isolation, it should be part
of a business integrity system, in which the code is supported by policies, staff
training, and disciplinary processes. In turn, the integrity system should relate
to the systems for quality and other management functions used by the business.
These other systems could describe how the business addresses the management
of finance, risk, occupational health and safety, and the environmental aspects
of its operation. It is preferable that these are not individual systems, but are
integrated into one business management system. In effect, the code of practice
is complementary to this business management system.

In the 1980s many businesses recognised that by adopting the techniques
of quality management and process improvement they would improve their
profitability, and gain a competitive advantage through increased customer
satisfaction and improved products and services. It has been argued that quality-
management activities will maximise the long-term value of a business (Foley
et al, 1997). Value means more than just financial value. Other values could
be a safe and healthy work environment, the provision of adequate training
and tools to employees, an eco-friendly workplace, and a work culture that
recognises a job well done. Likewise, a focus on the quality of products would
be of value to suppliers, who might then focus on the quality of their own
products, and to customers.

A business which instils these types of value by focusing on its quality
processes is behaving ethically, and reflects the existence of a code of practice
for quality management. If a business gains benefits by following good quality-
management practices, it would also see that it could benefit by following codes
of practice for occupational health and safety, and the environmental aspects of
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its business, for example. By establishing codes of practice for work activities,
a business has already adopted one half of its code of ethics. The next step is
to adopt a code of conduct, which is available from the ACS for ICT businesses.

Renewal of the ACS Code of ethics

A code of ethics has several major functions. These include the requirement
to articulate ethical standards of the profession; to educate practitioners and
the public about ethical obligations; and to provide guidance to resolve ethical
quandaries (Burmeister, 2000; Burmeister & Weckert, 2003; Coldwell, 2008).
In order to fulfil these functions satisfactorily it is important that the code is
reviewed on a regular basis to keep it relevant, and up to date.

What is included in a code of ethics?

There are numerous terms in the literature for professional codes of ‘ethics’. This
chapter follows the guidance of the International Federation for Information
Processing (IFIP) (Berleur et al, 2004), in discussing two types of codes.

The first type, is a code of ‘ethics/conduct’, which has a set of high-level
statements, concerning such issues as honesty and integrity. This code governs
‘how the person to whom it applies conducts him or herselfin an ethical manner’
(Berleur et al, 2004: 11). To avoid confusion, this type will be referred to as the
code of conduct in the rest of this chapter.

The second type of code refers to a ‘code of practice’ for professionals, which
‘governs how the person to whom it applies carries out his or her work technically’
(Berleur et al, 2004: 11). This code includes a set of detailed statements related
to the professional’s particular occupational environment. These statements of
practice are more specific and more likely to change over time, than are the
conduct statements.

Typically, a professional society would define both types of code for its members
in a single document. One example for ICT is the standard for teaching and
practicing software engineering, published by the ACM and IEEE-Computer
Society (CS) (SECEPE, 1999). In this chapter, reference to a ‘code’ or a ‘code of
ethics” means a document that includes both types of code, covering conduct
and practice. Other references will be made to the specific type of code under
consideration, for example a ‘code of practice’.
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To benefit business, professional codes should address current
business challenges

The development of any technology can provide a range of new business
opportunities, and this is particularly so with respect to ICT. Just as businesses
periodically re-evaluate their strategic direction, so professional societies need
to ensure the currency of their codes to the business communities they serve.

A simple example of this could be if a number of companies developed
technology and software to use the wide range of personal information on
social networking sites in ways that were not originally intended. The ACS code
would apply to the professionals in these organisations who were members of
the society. Some of these members might feel that their code did not sufficiently
cover the ethical issues of information security and privacy arising from this
new business approach, and so they make the ACS aware of their dilemma. The
ACS should then review the relevant areas of the code in the light of this new
use of technology. They might decide that the information security and privacy
provisions in the code were sufficient, but that it needed additional material on
whistleblower action and protection.

In a domain that changes as frequently as that of ICT, a change in work practice,
or the advent of some new technology, should not of itself constitute grounds
for changing a code of ethics. Examples of the types of change that could
warrant reviewing a code include the growth of the Internet, the increased use of
outsourcing and off-shoring, and the arrival and impact of micro/nano computing.

Codes, however, cannot be reviewed with every change in technology that
occurs.

To avoid ineffective continuous code reviews, procedural guidelines are needed
within a professional society that ensure regular review of its code or codes.
How frequently should such a review be undertaken? Given the logistical
difficulties involved, and based on observations of previous changes to codes in
Australia and the United States, Bowern et al (2006) proposed that codes ought
to be reviewed at least every 10 years. The ACM code underwent significant
reviews in 1992 and again in 1998, but not since. The ACS code was reviewed in
1975, and again in 1985, but not since then. The review procedure also ought to
allow for reviews that are determined by major technology changes. The advent
of a biological computer implanted in the brain might be the sort of thing that
justifies immediate code review rather than waiting a prescribed period of time.

Changes to codes of ethics have been motivated by a desire to include their
expanded sense of professional responsibility and behaviour occasioned by
some technological advances (Gotterbarn, 1996). Other changes have been made
to include an aspirational component in the code (Burmeister, 2008).
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Why aspirational? To appeal for ethical behaviour when enforcement is not
possible. In medicine and law, a breach of the code of ethics can mean loss of
ability to practice one’s profession. Not so in the ICT industry. An ACS member
can be held accountable through the ACS disciplinary procedures. But 80 per cent
of ICT practitioners in Australia are not ACS members. Also, a member facing ACS
disciplinary procedures could simply resign. Then s/he can continue to behave
unethically; they simply can no longer claim to be an ICT ‘professional’, which is
a right that the ACP (2009) has restricted to use only by ACS members. This ACP
restriction, however, is not legally binding. There is nothing directly that the ACS
can do to prevent non-ACS members calling themselves ICT professionals.

Instead, the ACS should raise the standard of what it means to be an ICT
professional in Australia. The ACP recognition provides the ACS with an ideal
foundation from which to redefine ICT professionalism. Given that the ACP
requires professionals to adhere to a code of ethics, this further provides the
ACS with the opportunity to define ICT professionalism in Australia in terms
that closely align with its own code of ethics, further strengthening its position
in Australia as the arbiter of professional behaviour. The Lucas and Weckert
(2008) report clearly showed that the efforts of the ACS to do this have not been
successful to date. The ACS has to devise new strategies to market the benefits
of its professional code to the ICT business community.

Gotterbarn (2000), writing about experiences in the development of two codes of
ethics in the United States, found that a critical issue is that of specificity; that is,
how prescriptive and detailed the code should be. One approach to specificity is
in the clauses of the code itself. Generally, the code of conduct does not change
over time, but changes in the activities and products of the ICT industry practice
mean that the application of the code, as seen in the code of practice, is different.
The task of maintaining the code is simpler where the code of conduct is separate
from the code of practice, and it is much harder where there is no clear distinction
in the document between conduct clauses and practice clauses.

The relevance of the ACS code of ethics to business

The joint ACM/IEEE software engineering code of ethics has been endorsed and
adopted by over 50 companies in the United States. One reason for its acceptance
may be that its most recent review included wide involvement of the ICT business
community. In contrast the current review of the ACS code was only carried out
among ACS members. About six per cent of ACS members are from academia,
a tiny percentage are student members or retirees, and the rest are all members
working in the ICT industry. Although the majority of participants in the review
were from the business community, they participated as individuals, not directly
as representatives of their respective businesses. In some of the focus groups,
however, the comments made were specifically relevant to businesses.
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If an ICT company decides to adopt the business case for an ethical approach
described above, it will be necessary to define the company’s policy on ethics,
adopt an appropriate code of ethics, provide training in this code, and start
to develop an ethical culture in the company. The ACS code of ethics would
be a good starting point for these activities. For additional support in these
activities, the company could become a professional partner with the ACS. This
initiative by the ACS provides companies that become partners with a number of
benefits, including professional development support, recruitment of qualified
professional people, recognition in the ICT industry, and attractive professional
indemnity insurance rates. Currently, the ACS has over 170 professional partners.

Structure of the ACS code

An earlier review of the renewal process for the ACS code of ethics (Bowern
et al, 2006) noted that it comprises two sections. The first section is a simple
policy statement plus a declaration of six values and ideals, which are then
expanded into the second section, a detailed set of 37 statements or ‘Standards
of conduct’. This code of ethics is defined as part of the ACS national regulations,
to emphasise the importance of the code, and to ensure its prominence in the
ACS body of documentation.

Supplementary to the code of ethics is the code of professional conduct and
professional practice. This code was developed to provide more practical
guidance in the day-to-day activities of ICT professionals. It is not part of the
national regulations, which means that it is easier to amend and update. Changes
to the national regulations require a vote by the national congress, followed by
a vote by all members of the ACS. This has implications for future amendments
to the codes. Figure 1 illustrates these various codes.

National regulations Code of professional
conduct and
Clause professional practice
4. ACS code of ethics
4.1 and 4.2 | Policy statement Introduction
4.3 Values and ideals
4.4 t0 4.10 Standards of There is overlap Section A Code of
conduct between the standards professional
of conduct and the code conduct
of professional conduct
There is no identified code of Sections B | Code of
professional practice in the national tolL professional
regulations practice

Figure 1: The ‘conduct’ overlap

Source: Bowern et al, 2006
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The code of professional conduct is intended as a guideline for acceptable
personal conduct for each IT professional practicing in the industry and, as
such, it is complementary to the values and ideals and the standards of conduct.
There is some overlap between the standards of conduct and the codes of
conduct.

All reviews of the ACS code of ethics, including the current one, have been
limited to the left side of Figure 1. That is, they are limited to the values and
ideals and their associated standards of conduct.

The code of professional practice is intended as a guideline for acceptable
methods of practice within the ICT industry. The guideline is generic and
addresses a range of aspects of product life cycle, and acquisition, development,
implementation and support processes. The code of professional conduct and
professional practice has not been updated since its adoption by the society.

Engineering organisations in Australia tend to have their own values and
obligations, although some of these companies may also practise the professional
code of the Institution of Engineers Australia. Similarly, the six values and ideals
of the ACS code of ethics could form the basis of the values and obligations of
ICT businesses in Australia. That would, in effect, create closer ties between
business values and those of the ACS code, and possibly bring some businesses
in closer contact with the ACS, as mentioned previously in relation to the
professional partners program.

Guidance and education

Further work is needed to identify how the ACS code can best provide guidance
and education to its members. Current attempts by the ACS Committee on
Computer Ethics CCE toaccomplish thisare mainly through better communication
and publicity of the code to ACS members.

Some members of the CCE have produced a set of case studies related to each
of the clauses in the ACS code, which have been publicised to members via the
ACS website, and used for teaching in some tertiary institutions. Also, since late
2004, the CCE has arranged for a regular column in Information Age, the ACS
bimonthly magazine for members and other professionals in the industry. The
column seeks to promote the professional code, and discuss the ethical aspects
of current ICT news items. The case studies are one source of material for these
articles.

Advice should be provided on how the code would apply to the wide range of
ACS members, some of whom are not directly involved in systems development;
for example, ICT professionals dealing directly with customers, such as some
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empirical software engineers. If the ACS code is to cater to the widest possible
interpretation of ‘ICT professional’, it must be examined for its applicability
to all aspects of the profession. An excellent example has been set through
the ACM/IEEE software engineering code, that has been adopted by the ACS
for its members who are software engineers (Davidson, 2004). The adoption
of the software engineering code is another contribution to the specificity of
supplementary ACS codes.

Updating the ACS code of ethics

The review process for the ACS Code of Ethics, which was initially described in
the Bowern et al 2006 report, has now been completed. Following international
advice, as detailed in the earlier report, an extensive consultative process was
followed, particularly with ACS membership. As with the 1985 review, this
involved focus groups at each of the ACS branches across the country. The
Western Australian branch was the exception at this stage, as this branch was
reserved to provide a final review of the completed, new code. A preliminary
report was submitted to the ACS management committee, which foreshadowed
the recommendations of the review.

The final step in the renewal process was the drafting of the new document,
which meant carefully capturing members” views about individual clauses in
the code of ethics. Contradictory suggestions were resolved, and some clauses
were reworded to support the updated code. This was completed in late 2009,
after which the Western Australian branch focus group provided a further
opportunity for ACS members to have input into the review process, before the
new code was formally submitted to ACS management.

The new code of ethics was first presented to all ACS members in the April/May
2010 edition of Information Age.

Structure of the new ACS code of ethics

The various ACS codes described previously, namely the code of ethics, which
comprised the values and ideals and the standards of conduct, and the separate
code of professional conduct and professional practice have now been combined
and rationalised. The new code of ethics is accompanied by two complementary
codes: the code of conduct and the code of professional practice.
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The code of ethics

Thisis partofthe ACS constitution, and describes six values to which professionals
in the ICT industry are expected to adhere. When the final approval is given
to the new code, the formal procedures for amending the constitution will be
implemented and the existing code of ethics will be replaced with the new text.

The code of conduct

This is an expanded guide to how the code of ethics should manifest itself
in the way members conduct themselves, and replaces the earlier material on
professional conduct. This code is not part of the constitution and is, therefore,
able to be amended by the ACS management committee on a majority vote. This
is a public, and more explicit statement of how the ACS expects its members to
conduct themselves.

The code of professional practice

This is a separate document that is yet to be reviewed and amended, but, for
the time being, the existing document of that name remains in use, pending its
replacement. The committee on computer ethics will take on the task of this
review. The code of professional practice will have more practical examples of
how the code of ethics is intended to operate in specific workplace situations.

Summary of changes made

All of the responses from the focus groups were considered and applied,
although the specific recommended wording was changed in some cases, for
consistency with other text, and to avoid duplication.

Environmental issues did not figure at all, let alone prominently, in the 1985
review. Now, environmental aspects have emerged as an issue that ACS members
are concerned about and wish to have addressed in their code of ethics. Clauses
on the environment were suggested in every focus group considering the current
six ideals. This led the review team to consider the possibility of adding a new
‘ideal” to do with environmental issues. No new clauses have been included,
but the environmental consequences of using ICT have been mentioned in the
preamble to the code, and in the value addressing public interest.

Similarly, in the 1985 review, issues related to women in the industry and as
members of the ACS were not prominent, whereas, in the current review, one
focus group session was entirely devoted to issues raised by women in the ACS,
through the Director ACS-Women, concerning aspects of professional practice,
particularly in relation to discrimination in the workplace. This focus group
proposed five new clauses for the value relating to professionalism. Three of
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these have been combined in the new code, to maintain the spirit and intent
of the original wording. The other two clauses were already covered by an
existing, less specific clause.

Every clause was reviewed, and revised or deleted, as required. Other clauses
were added to reflect the changed values. Other changes include:

* A preamble has been added to the code, and each value has an introductory
paragraph.

* For consistency, only ‘ICT’ or ‘information and communications technology’
has been used.

* ‘I must’ has been changed to ‘you will’. This makes the wording consistent
with a regulation, it stresses an imperative, and is consistent with other
international codes.

* ‘Public’ and ‘public interest” have been used instead of ‘community’ as these
words are used in Professions Australia’s definition of a profession, and in
other international codes. Also, some focus groups had concerns about the
use and meaning of ‘community’.

* ‘Values and ideals’” are now just ‘values’. Some values have been changed to
be actual values, and the new values are now:

* the primacy of the public interest
* the enhancement of quality of life
* honesty

* competence

¢ professional development

e professionalism

After each of the last two major revisions of the code of ethics, the ACS has
published a one page summary of the values and ideals, known as the ‘one-
pager’. An outcome of this renewal process will be a new version of the ACS
values for distribution to all members. Given the above arguments for a business
case, producing a new one-pager serves a dual purpose. Not only does it easily
convey the main ideals upheld by the code of ethics, but it can also serve
businesses. That is, it can be prominently displayed by businesses as a way
of publicly aligning themselves with the professional values of the ACS, the
peak professional ICT body in Australia. This link would be even stronger if,
as suggested above, ICT businesses develop their organisational values and
obligations to professionalism in close alignment with those of the ACS, and
considered the benefits of the professional partner scheme.

This review process is significant to the wider ICT community as well. Just
as the review process drew on similar work from the United States and the
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United Kingdom, so it is expected that the process will help inform other
societies working through similar issues. The latter will be achieved through
disseminating information about the process of the review through working
groups of IFIP, a process that has already started, given four members of the CCE
are IFIP working group members. More particularly, three are also members of
the special interest group within one IFIP working group that is charged with
the responsibility for developing frameworks on ethics, which has as one of its
responsibilities the directive to help member societies to formulate their codes
of ethics (IFIP SIG 9.2.2).

Conclusion

The greater the extent to which professional codes are kept current and relevant,
the greater the business case for endorsing and promoting those codes.

In order to raise the profile of a code of ethics, one approach is to see the
benefits to the organisation from a business perspective. As seen above in
the pharmaceutical industry, such benefits include risk mitigation and the
enforcement of professional and product standards. This argument can apply to
many businesses, especially those that already have documented processes for
running their operation. It has been argued above that an ethical and quality
approach is consistent and complementary; they are two sides of the same coin.

Each professional society needs to ensure the currency of its code of ethics,
through regular reviews, including major reviews every 10 years, and minor
reviews taking place as required by significant technological advancements. A
major review should involve an extensive consultation process, as advocated
by IFIP, which claims that the ‘process used to develop a code is as important
as the code itself” (Berleur et al, 2004: 13). Revisions of the ACS code of ethics
should ensure consistency between the various supplementary ACS codes;
and rationalise the way that part of the code is incorporated into the national
regulations to mandate its use, and the way that other parts of the code can be
more easily updated.

The ACS is the guardian of professional ethics and standards in the ICT sector,
and is committed to ensuring the beneficial use of ICT for all Australians. The
code of ethics is the linchpin that enables the ACS to promote the value of
professional conduct of its members to both consumers and suppliers. The ACS
must take a leadership role in the marketing of the benefits of its professional
Code to the ICT business community.
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ICT and society






Ethics first or ethics last?

In the first chapter of this book the Hon Michael Kirby showed the difficulties of
regulating new technologies, information and communications technology (ICT)
included. These difficulties, we argued, highlight the need for a high level of
professionalism in the ICT industry and sections two to six all focused on aspects
of ICT professionalism. This section brings to the fore an important role for the
ICT professional that has been in the background in at least some of the earlier
papers but is discussed explicitly here; the ICT professional’s role in decisions
regarding the development and use of technology in society. Technical expertise
is essential in this decision-making, and those in the industry are the ones with
a responsibility to provide it. A topical example in Australia is internet-content
control. ICT practitioners are not the only ones with expertise regarding what
content should or should not be allowed, but they have the knowledge about
what is technically possible in managing content, and what the likely technical
consequences will be for particular actions.

Ethical considerations of technology in society raise methodological questions
of how these considerations should proceed in this context, and who should
be involved. Our view is that it is essentially an interdisciplinary activity. ICT
practitioners, ethicists, social scientists, lawyers and policy makers, are all
necessary if real progress is to be made. Another important point relates to the
proper subject matter of ICT ethics, something that is raised in both papers in
this section. According to Bernd Stahl and Simon Rogerson, ‘A central problem
of the ethics of technology is that it [the ethics] tends to arrive too late’ and, in
a similar vein, in the following paper, Philippe Goujon and Catherine Flick state
that ‘the strong push for technology development too often obscures the need for
any deep ethical consideration before a technical project is funded, developed
and deployed’. The question is, should ICT ethics be reactive, proactive or both?
That is, should ICT ethics just respond to existing problems, try to anticipate
problems or both respond and anticipate? A distinction needs to be drawn here
between software engineering and the more general development of ICT. In
software engineering, it is not new to hear calls for ethics to be considered early
in the development process (see Gotterbarn’s discussion of SODIS for more on
this (Gotterbarn, 2008)), but, in ICT development in general, as in most technical
development, ethical questions have generally been left until problems appear.
This is our focus in this section.

Ethics, as we have just seen, can either react to the technology; that is, the ethics
is done last, after the technology has been developed, or it can be proactive; that
is, done first, before the technology is developed. This ethics first, ethics last
approach raises, or seems to raise, what is commonly known as the Collingridge
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dilemma (Collingridge, 1980). If the ethics is done before the development, it is
difficult to predict what the impacts of it will be and, if done after development,
it is difficult to control the impacts. Marvin Croy formulates the dilemma this
way:

Either a technology is in a relatively early stage of development when
it is unknown what changes should be made, or a technology is in a
relatively late stage of development when change is expensive, difficult
and time-consuming.

If the former, then control is not possible.
If the latter, then control is not feasible.

Therefore, either controlling technology is not possible, or controlling
technology is not feasible. (Croy, 1996)

It is not possible because prediction is so unreliable and is not feasible because
once the technology is developed change is difficult.

While this poses real difficulties, it is not the dilemma that it initially appears to
be. Some prediction can be informative and some control after the development
is possible. Furthermore, it is possible, to some extent, to slip between the horns.

The difference between reactive and proactive active ethics can be illustrated
through a brief look at the history of the ethics of information technology
(IT). Problems in IT ethics are not different or new, in the sense that they are
different in kind from other ethical problems. Moral philosophy has been
studied systematically at least from the time of the ancient Greeks, and the
ethical issues in computing are part of this tradition. What is new and different
is that the development and use of computers has raised old questions in new
and different ways (Johnson, 2001), often creating what James Moor calls
policy vacuums (1985). The work of the computer ethicists, then, is to develop
policies to fill those vacuums. One example in computing is hacking. Breaking
into someone's computer account is in some ways like breaking into someone's
house, but there are interesting differences. It is a logical rather than a physical
entering. Another is unauthorised copying of software, which is a bit like
unauthorised copying of a book, and a bit like taking a television set, but there
are significant differences. There are also questions relating to work and the loss
or creation of skills, which arise in a unique way. This way of doing computer
ethics is essentially reactive (Johnson, 2001: vii—viii), and this is an essential
role of applied ethics in general.

When a proactive, or ethics-first, approach is taken, the emphasis is different.
One is much more likely, and in fact it is necessary, to think carefully about what
is wanted from the technology, and that involves thinking about what sort of
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life one thinks is a good one. This approach means taking action that will guide
the development of the technology in a particular manner. This proactive stance
also highlights a more positive view of applied ethics. Ethicists are frequently
seen as playing only a negative role, always criticising and attempting to hinder
development. While this view is to some extent correct, it is not the only thing
that ethicists should be doing. Technology clearly has a positive role. In many
ways our lives are much better because of various technologies.

The argument here is that the ethics first model and the ethics last model are
popular but poor solutions to a false dichotomy (see Weckert, 2007). ICT ethics is
not something one can complete satisfactorily, either first or last, but something
that needs be done continually as the technology develops and as its potential
consequences become better understood. Ethics is dynamic in that the factual
component on which it relies has to be continually updated. Norbert Wiener
outlined this approach in 1960. Talking about automated machines, he writes:

To be effective in warding off disastrous consequences, our understanding
of our man-made machines should in general develop pari passu [in step
with] with the performance of the machine (1960: 1355)

What he is suggesting is that if we wait until the technology has been
developed, it may be too late to avoid ‘disastrous consequences’. Predicting is
hazardous and he does not suggest that these machines should not be developed
on the grounds that they may produce undesirable consequences. Rather, the
understanding must develop in step with the development of the machines.
Similarly, the contention here is that understanding of the ethical questions
must develop as the technology develops. This will be dynamic; partly reactive
and partly proactive, continually returning to the technology to understanding
how it is developing and what its actual or likely consequences are.

Ethicists must work with scientists and technologists to predict future problem
areas. This is of course fraught with danger given the uncertain nature of
prediction, but if care is taken, it is a useful and important activity. In many
cases it is at least plausible that ethical problems will arise and that we can
know something about what they will be like. Take the case of radiofrequency
identifier device (RFID) chips. It is known that they have been developed much
further than the passive chips currently used, for example, in libraries, and
research is continuing. A new passive RFID chip is under development that will
be able to be printed onto clothing, and paper, with a range eventually of close
to 300 metres (Williams, 2010).

It is clear that developments in nanotechnology, particularly nanoelectronics,
will lead to further miniaturisation of chips and that readers and other sensing
devices will become more powerful and sensitive. Given these developments
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and uses of the chips in other contexts, for example, warehouses, it is certainly
plausible that libraries and other industries will extend their uses in ways that
are increasingly threatening to privacy, and make them much more than fancy
barcodes (Thornley, et al, 2011). This is not inevitable of course. We are not
proponents of technological determinism, the view that technology will move
on regardless of what we do. Given the extent to which the values of efficiency
and productivity seem to override other values in the assessment of technologies
and their uses, however, the pressures to extend their uses will be intense if it
is seen to aid efficiency. Resistance might also be weak. In other areas privacy is
eroded, a little at a time, in a way that is almost unnoticeable. Imagine if, about
20 years ago, before paying for groceries with credit cards was popular, the
supermarkets had employed people to sit and watch all customers as they paid,
and made a record of their purchases and their names and addresses. Most of
us probably would have been a little concerned about this. Now it all happens
automatically for those who pay by credit card and most people do not give
it a second thought. This suggests that what the eye doesn’t see doesn't really
bother most people and what happens gradually also goes largely unnoticed.

It is here that proactive ethics comes in to play. The argument is not that RFID
chips should not be used because of future dangers. The question to be asked
is, is it morally responsible to use the chips in certain extended ways? And
how can the technology be designed to mitigate the dangers? What kind of
regulations need to be put in place to control the use of the chips? These are
all legitimate questions for the proactive ethicist and their answers should feed
into policy decisions about the future use of RFID chips.

In both papers of the section a central concern is with the relationship between
ethics and technology and both argue that ethics has a role to play early in
the process of technological development. Bernd Stahl and Simon Rogerson,
the current and immediate past directors of the Centre for Computing and
Social Responsibility at De Montfort University, acknowledge the difficulty
of forecasting future developments, but, through an examination of European
Union projects, isolate a number of ICT trends. These are: increasing
computational power and decreasing size, new types of interfaces, network
connection anywhere and anytime, and increased development of virtual places.
These trends suggest ethical issues that require addressing or at least, serious
consideration. Philippe Goujon, a continental philosopher and researcher, and
Catherine Flick are critical of the sharp divide that exists between ethics and
technology, and argue for ethical reflexivity; that is, the constant reassessment of
ethical norms in response to the technology, to economics, to politics and to gaps
in regulation. The context of development is important and the non-neutrality
of ICT requires emphasis. Inadequacies in both current risk assessment and
technology assessment are highlighted. Both papers relate their conclusions to
ICT governance.
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15. Ethical issues of emerging ICT
applications — a Euro-landscape’

Bernd Carsten Stahl and Simon Rogerson
De Montfort University

Introduction

A central problem of the ethics of technology is that it tends to arrive too late.
In many cases ethical issues are only recognised when the technology is already
on the market and problems arise during its widespread use. Ethics can then
become a tool to clean up a mess that might have been avoidable. It is probably
not contentious to say it would be desirable to have ethical input at the earlier
stages of technology design and development. Indeed, there are ethical theories
and approaches that explicitly aim at an early integration of ethics into the
technology life cycle (van den Hoven, 2008). One central problem of this type
of approach is that the future is unknown. By definition we do not know with
certainty what will happen in the future and an ethics that relies on future
development needs to be able to answer the question of how it decides which
technological developments to pursue. Ethics has traditionally not been well
equipped to deal with issues of uncertainty (Sollie, 2007) and, in particular,
future uncertainty.

The present chapter aims to contribute to this discussion. Its approach is to
identify likely scenarios of future information and communications technology
(ICT) developments that are grounded in empirical facts. The idea is thus to
strike a balance between unavoidable speculation when talking about the future
and factual grounding necessary for academic research. This chapter should be
understood as a first step in identifying future developments in ICT. The chosen
approach is to concentrate on an identifiable and relevant regional and policy
area, namely the European Union (EU). It aims to give a high-level overview
of the European landscape of emerging information and communication
technologies. Its purpose is to come to an understanding of the ICTs that are
likely to develop in the next 10 to 15 years, with a view to understanding which

1 This chapter is part of the research project, ‘Ethical issues of emerging ICT applications” (ETICA) (GA
no 230318) funded by the European FP7 Science in Society strand. An earlier version of this chapter was
presented as BC Stahl & S Rogerson, 2009, ‘Landscapes of ethical issues of emerging ICT applications in
europe’, in, Proceedings of the eighth international conference of computer ethics: philosophical enquiry, 26-28
June 2009, Corfu, Greece.
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ethical issues we can expect and how we may best prepare to meet them. This
will lead to policy recommendations for the EU as well as advice for individuals
and organisations involved in technology development. The chapter is intended
to provide the grounding necessary to develop empirical work. It will develop
categories of ICTs and ethical issues that will be used to investigate specific ICT
research projects in order to assess whether and how ethical issues are currently
taken into consideration and how policies need to be developed.

The ETICA project, outlined in this chapter, can be described as replacing or
complementing the existing feedback ethical analyses whichreview implemented
ICT and consider the reactions of those who are impacted by such ICT. ETICA is
a feed-forward approach by which we are trying to provide an ethical direction
for future landscapes. In doing so, we hope to reduce the likelihood of ICT which
damages individuals, society and the environment and increase the likelihood
of real beneficiaries. This is done through establishing policy scaffolding in
advance of ICT development and subsequent implementation.

Conceptual basis

Before we move to a detailed discussion of the European landscapes of technology,
itis important to outline briefly the context of this chapter. This will start with a
description of the seventh framework program. We then outline our concept of
ICT ethics. Finally, we discuss some of the policy background that informs the
EU's view of technology, and gives reasons for the plans and resource allocations
that are meant to shape the development and use of technology. The section
finishes with some considerations concerning the methodology of this chapter.

The seventh framework program for research and
technological development (FP7)

The EU has a long tradition of fostering research and development through so-
called ‘framework programs’. The current seventh framework program (FP7),
which runs from 2007 to 2013, has a total budget of over €50 billion. The majority
of this money is and will be spent on research grants, predominantly in Europe.
Research to be co-sponsored by such grants is chosen on the grounds of calls
for proposals and following a competitive peer-review process. Given that there
are national research-funding mechanisms in many European countries, the
European framework funding has the additional characteristic of being centred
on international collaboration. The European Commission (EC) names two main
aims of the framework program (European Commission, 2007: 7): ‘to strengthen
the scientific and technological base of European industry [and] to encourage
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its international competitiveness, while promoting research that supports EU
policies.” One aspect of FP7 is that it is meant to contribute to the European
Research Area (ERA) (<http://cordis.europa.eu/era/concept_en.html>), which
aims to overcome the weaknesses of European research caused by its fragmented
and dispersed nature.

In order to meet the broad objectives of FP7, the program has been divided into
four categories: co-operation, ideas, people and capacities. Each of these is then
subdivided into further categories and sub-programs. The core of FP7 is the
co-operation program, which is used to fund collaborative projects involving
partners from at least three European member states. This program has been
further divided into 10 key thematic areas:

* health

¢ food, agriculture and fisheries, and biotechnology

* information and communication technologies

* nanosciences, nanotechnologies, materials and new production technologies
* energy

* environment (including climate change)

* transport (including aeronautics)

* socio-economic sciences and the humanities

* space

* security.

The ideas program aims to support ‘frontier research’, and funding is based
on scientific excellence, without the need for cross-border collaboration. The
people program supports researcher mobility across Europe and the capacities
program aims to strengthen the research capacities of Europe. This chapter will
concentrate on the co-operation program and, more specifically, on its ICT sub-
program. This is justified by the particular emphasis on ICTs of the project.
While it stands to reason that ICTs will be developed in other areas of FP7, the
ICT work program is specifically focused on them. In addition, the ICT program
is the largest of all sub-programs with a budget of over €9 billion over the
lifetime of FP7 (<http://cordis.europa.eu/fp7/budget_en.html>).

A final word of justification of the choice of concentrating on European ICT
research program is necessary, given that this chapter aims to investigate
the global phenomenon of ethics in ICTs. In addition to the practicalities of
this chapter being a result of a European research project, one can also easily
argue that the EU is one of the most important economic and political entities
internationally, and that its research policy has the potential of shaping future
technical and economic standards. With a population of around 500 million
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and a gross domestic product (GDP) that represents about one third of the
world's GDP, it has significant international power. The European view of ICT
is important because it is developed in intercultural discourses with scientists
and researchers worldwide. It shows the ways that policy makers perceive the
role of ICT. At the same time, it has the potential to shape future developments.
This refers to the funding available via FP7 but, maybe more importantly, to
the many ways in which it is necessary for the EU to set policy that can shape
the way technology is designed or used. While this chapter and the underlying
project are thus concentrating on a particular region, we believe that our
findings should be of interest more generally and are likely to be transferable at
least to a considerable degree.

ICT ethics

Ethics can be defined as the philosophical study or reflection of morality (Adam,
2005; Weil, 1969). In everyday language, and even in much academic writing,
this distinction is not always observed (Forester, 1994; Weckert, 1997). The
distinction between social norms and their reflection is important to observe,
however, if one wants to come to a measured understanding of normative
issues and their ethical evaluation. Ethics as the reflection of morality can have
different tasks. There is a distinction between descriptive ethics, normative
ethics and metaethics (Marturano, 2002).

Here, the term ‘ICT ethics’ is used to denote ethical issues that arise from or
in conjunction with ICT. Work in ICT ethics can be distinguished along the
lines of the earlier distinction of ethics in general, namely in descriptive,
normative, and metaethical. Scholars from different disciplines undertake the
different types of investigation. Descriptive ICT ethics work is typically done
by researchers with a technical, social science or information systems leaning
(Moores and Chang, 2006). Normative and, in particular, metaethical work is
frequently undertaken by scholars with a background in philosophy (Bynum,
2006; Floridi, 2006; Introna, 2002; van den Hoven, 1997).

Research in ICT ethics is often multidisciplinary and attempts to come to a broad
understanding of the subject at hand. Much research is focused on specific
issues and problems. Among the most prominent, one can find issues such as
privacy (Brown, 2000; Introna, 2003), intellectual property (Burk, 2001; Syme
and Camp, 2002), access and digital divides (Rooksby and Weckert, 2006), data
quality (George, 2002), but there are many others. It often overlaps with related
discourses in neighbouring disciplines; for example, computer law (Poullet,
2004).

Much work in ICT ethics engages with the normative question of how normative
problems can be addressed in an ethically sound way. A typical approach that
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tends to be taken is the adoption of a behavioural guideline, policy or code
(Siau, Nah & Teng, 2002). Some of the most important professional bodies
have taken this approach, for example the British Computer Society (<http://
www.bcs.org/server.php?show=conWebDoc.1587>), or the Association for
Computer Machinery (<http://www.acm.org/about/code-of-ethics>). Codes of
ethics can raise as many problems as they solve (Fairweather, 2000; Ladd, 1985).
Alternative forms of governance are, therefore, discussed in this chapter.

The aim of this chapter is not to champion any of the applications or approaches
but to develop a framework that captures the work currently going on with
a view to providing a more holistic understanding of research questions and
expected future developments.

Policy aims

Current public policies, in particular EU regulations, are pertinent to issues of
ICT ethics and influence the outcomes of our chapter. Normative perceptions
and their ethical evaluation strongly influence what democratic governments
perceive as issues to regulate. In current EU policy there are several areas
where normative and ethical issues of ICT are addressed. ICT research has been
identified as one of the three pillars of the ‘12010 — a european information
society for growth and employment’ initiative of the EC. i2010 is renewing the
Lisbon agenda and relies heavily on ICT to realise efficiency and economic gains
(<http://ec.europa.eu/information_society/eeurope/i2010/introduction/index_
en.htm>).

The EU, furthermore, views ICT as an essential tool in addressing its demographic
challenges. In its green paper ‘Confronting demographic change: a new solidarity
between the generations’ (European Commission, 2005), the EC has outlined the
challenges the EU is facing. The demographic development continues to be a
main area of concern for the EU (European Commission, 2006). Three general
trends combine to create the problem of decreasing population: continuing
increases in longevity, continuing growth of the number of workers over 60,
and continuing lower birth rates. The EU intends to address the resulting
problems with a variety of strategies. Among them there is the aim to use ICT to
allow older people to remain an active part of society, but also to allow them to
remain independent in their homes. This has economic implications for health
and social care, but, more importantly, it is a matter of the quality of life for EU
citizens.

The aims of the European ICT policy are broad and arguably contradictory.
The aim of increasing competitive advantage, for example, can lead to the
use of ICT to replace traditional workplaces. Wiring companies and creating
digital infrastructure can have the unintended result of facilitating outsourcing,

325



326

Professionalism in the Information and Communication Technology Industry

thus further limiting the stated European aim of creating employment. To
some degree, the question of the net effect of technical development on the
labour market is an empirical question. The ICT policies, however, can also be
contradictory in other aspects. The inclusion of disadvantaged groups in social
processes is an ethically relevant aspiration. At the same time, evidence from
the literature on digital divides suggests that the provision of technology can
exacerbate existing barriers to social participation. The EU is aware of this and
digital inclusion, with all its implications, is high on its list of priorities. An
interesting question remains, however, whether general policy aims and the ICT
research agenda that is investigated in the present chapter are consistent.

The first section of the ICT work program 2009 summarises the policy aims
behind the EU ICT research initiatives (European Commission, 2008a: 4) as:

Improving the competitiveness of European industry and enabling
Europe to master and shape future developments in ICT so that the
demands of its society and economy are met. ICT is at the very core
of the knowledge-based society. Activities will continue to strengthen
Europe's scientific and technology base and ensure its global leadership
in ICT, help drive and stimulate product, service and process innovation
and creativity through ICT use and value creation in Europe, and ensure
that ICT progress is rapidly transformed into benefits for Europe's
citizens, businesses, industry and governments. These activities will
also help reduce the digital divide and social exclusion.

Methodological considerations

While this chapter is fundamentally of a conceptual nature and explores
possible and likely futures to allow the development of more detailed research
agendas, it nevertheless needs to be grounded in a shared social reality to gain
acceptance of the variety of audiences who have an interest in ethical issues
of emerging ICTs. In order to provide a transparent and shared account of
likely developments, the empirical basis of the chapter was based on a content
analysis of a range of sources. Primary among these were documents created by
the EU with regard to policy planning, in particular of the seventh framework
program. In order to supplement and contextualise these, other sources on
ICT, its future developments and ethical issues were considered. The content
analysis was conducted by reading the documents with a view to the following
items: applications of future technology, artefacts, ethical issues, governance
structures, and others. The findings of the analysis were stored in a mindmap
for easier reproducibility, and then used for summarising the findings below.
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European landscapes

This section shows the major areas of technological development in ICT as well
as ethical and governance aspects related to it. It is broken down according to
the main items used for the data analysis: trends, applications, artefacts, ethical
issues, and governance structures. The first attempts to provide an overall
view of where ICT is going. The two sections on applications and artefacts
relies heavily on the most recent call for ICT projects at the time of writing this
document, which is the ‘FP7 ICT call 4’, 19 November 2008, with a submission
deadline of 1 April 2009 (European Commission, 2008a). This is the document
that explains in most detail the aims and objectives of the ICT work program
and, thereby, gives an exact view of what European policy makers believe to
be desirable and realistic. Further documents are drawn upon where necessary.

Figure 1 represents a higher level view of the relationship among the main
concepts that constitute the landscape as derived from the ICT call 4 of FP7.
The relationship diagram shows there are at least three views of the derived
Euro-landscape: the technology worldview; the technology supplier view and
the political view. At least two relationship types exist; drivers (shown as solid
arrows) and feedback (shown as chequered arrows). There might be a fourth
view, related to user/victim/beneficiary. This fourth view is not easily located in
the diagram. It may be better conceptualised to be on a contextual level, which
is invisible in this abstract diagram.

In the following subsections we describe the individual categories depicted in
the relationship diagram (Figure 1) in more detail.

ICT trends

Those who have tried to forecast the next technological advances are usually
incorrect. ICT has a track record of unpredictability in the specific nature
and consequent impact of these future advances. The only certain thing is
that there will be always be significant advances and these will always impact
upon society and its people. Several general ICT trends can be seen, however,
even though the specifics are unpredictable. These trends influence the overall
strategic approach, for example, to national and European research funding
and to societal acceptance or rejection of technology. John Vaughn (2006: 8-14)
suggests that there are four key ICT trends.

¢ ICT trend 1: Ever-increasing computational power plus decreasing size
and cost

The move towards more computational power, with decreased size and cost,
can make possible improved and entirely new types of technology and new
application opportunities.
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PURPOSE/
POLICY AIMS

APPLICATIONS/
CHALLENGES

Figure 1: Euro-landscape relationship diagram
Source: Authors’ research

e ICT trend 2: Technology advances enabling new types of interfaces

The human interface is one of the most important determinants of whether a
technology product can be used by people regardless of their skill, experience,
affliction or disability. For example, advances in interface technology are
creating new opportunities for better assistive technologies, more accessible
mainstream technologies, and entirely new concepts for controlling both.
Some of the more innovative interfaces include augmented reality, hands-
free operation, voice control and direct control from the brain.

* ICT trend 3: Ability to be connected anywhere, anytime with services
on demand

The latest innovations such as wireless electronics, location awareness,
wearable technology and implantable technology point towards a society with
widespread connectivity. This allows people to think about communication,
control and presence in entirely new ways.

* ICT trend 4: Creation of virtual places, service providers and products

Web technologies have provided people with new ways of doing things
hitherto not thought of or not possible. Such technologies have fostered the
development of entirely new social, commercial, and educational concepts.

The evolution of ICT through such trends could impact upon everyone both
positively and negatively. This is explored in detail by both Roe (2007) who uses
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a SWOT (Strengths, Weaknesses, Opportunities, Threats) analysis and Vaughn
(2006) who considers opportunities and barriers. Luciano Floridi considers such
trends at a meta level and argues that ‘in information societies, the threshold
between online and offline will soon disappear, and that once there won't be
any difference, we shall become not cyborgs but rather inforgs, i.e. connected
informational organisms’ (2007). If this is the case, then the ethical dimension of
ICT becomes the ethical dimension of society per se.

Applications and challenges

In this chapter we distinguish between applications and artefacts that may give
rise to ethical issues. This distinction is not reflected in the ICT call 4 (European
Commission, 2008a), but it can be plausibly made. By applications we mean
areas where ICTs can lead to solutions or applications. Artefacts, on the other
hand, are software, hardware, or related items that can be used for particular
purposes. There is often a relationship between applications and artefacts and, in
many cases, artefacts are built specifically for particular applications. Artefacts
can usually, however, be used in different ways and different artefacts can be
used for the same applications. Since ethical issues can arise in a number of
ways, including the non-intended use of artefacts, we believe that the analytical
distinction between applications and artefacts is helpful to our overall aim of
identifying ethical issues of emerging ICT applications.

The applications that the EU views as relevant for the next 10 to 15 years
are reflected in the main challenges. These challenges are divided into two
groups: ‘overcoming technology roadblocks and reinforcing Europe's industrial
strengths’, and ‘seizing new opportunities and applying ICT to address Europe's
socio-economic challenges’. The first group contains those challenges that can
be seen as technological in nature, which seems to imply that their social and
economic context is less important or maybe unproblematic. The first one of the
three technical challenges has to do with ‘pervasive and trustworthy network
and services infrastructure.” Its content is based on the perception that current
network infrastructures, in particular the Internet, is problematic and needs to
be replaced soon. The second technical challenge aims at context-aware and easy
to use technologies. These are perceived to be a key technology that can further
policy objectives in a number of ways. The work program, therefore, calls its
second main challenge that of ‘cognitive systems, robotics and interaction’. The
third and final technical challenge has to do with ‘electronic components and
systems’. These are seen to be crucial for the development of the next generation
of technologies and, therefore, as a central basis for further innovation in
products and services. It is interesting to note that for all of the three technical
challenges the work programme is silent on their expected consequences and
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link to policy goals. This implies a pervasive belief that technological progress is
desirable because of its knock-on effects, the hope that it will lead to successful
products, higher competitiveness and thereby to wellbeing and employment.

The second group of challenges, the socio-economic ones, are more immediately
and more visibly linked to the European policy goals. The four challenges
meant to address ‘Europe's socio-economic challenges’ are aimed at specific
areas where technology is perceived to have a crucial role. The first one is the
area of ‘libraries and digital content’. Under this heading, one can find research
aimed at digitising libraries and cultural heritage. It also includes a section on
technology-enhanced learning and one on intelligent information management.
The second challenge addresses issues in relation to sustainable and personalised
healthcare. This one is linked to the increasing costs of sophisticated healthcare
that are set to further spiral because of the changing European demographics.
The challenge is split in three main groups, one on personal health systems,
one on patient safety and one on virtual physiological humans, which covers
simulations of humans for training and research purposes. The third challenge
centres on ICT for mobility, environmental sustainability and energy efficiency.
Among the aims here, one can find a range of aims related to efficiency, mobility,
environmental protection and distribution of energy. The fourth and final
challenge on ‘ICT for independent living, inclusion and governance specifically’
aims at developing applications for ICT related to ageing, accessible and assistive
ICT, as well as ICT for governance and policy modelling.

Together these seven challenges represent the applications that the EC sees as
central to advance its policy agenda. They set the boundaries for the type of
research that will be funded under the seventh framework program. They are
therefore likely to have an influence on the technologies that will become viable
and widespread in the next decade. It is clear that this is not an exclusive list
and that there are other development agendas from private organisations, such
as nation states or NGOs, that are similarly worth exploring. For our purposes,
however, the EU policy is of central interest and we will therefore concentrate
on these applications.

Artefacts

While the applications and challenges are relatively easy to identify and list,
the same cannot be said for the artefacts that are envisaged to attain the policy
goals. A detailed reading of the call 4 document displays a range of artefacts
that are considered possible solutions to a variety of problems. In addition to
physical artefacts, there is a strong emphasis on processes and procedures that
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may lead to products or services. Rather than try to identify all of the artefacts,
this chapter will briefly discuss some of the more speculative ones or ones that
recur as specific artefacts to be emphasised.

The most notable of such artefact is related to the future of networks and,
in particular, the Internet. This is the next generation of Internet protocols,
‘Internet protocol version 6 (IPv6)’. Mentioning of IPv6 recurs throughout the
document. More importantly, the promotion of IPv6 is named as one of the
strategic priorities of European ICT research policy.

In addition to IPv6, the call document goes on to enumerate a number of ICT
artefacts that are currently of speculative, but that are seen as bearers of great
potential that deserve to be developed. Interestingly, these artefacts are not
linked to the challenges discussed in the preceding section and are, therefore,
not clearly identifiable as contributors to the policy aims. Instead, they form a
separate part of the call document, which is listed under the heading of ‘future
and emerging technologies’.

Given that the aim of the present chapter is to provide a framework for the
investigation of ethical issues of emerging technologies, these emerging
technologies are of particular interest. As they are at a more exploratory
stage, their conceptual and physical form are currently still uncertain, but the
technologies suggested render it clear which way the development is expected
to take. The first set of such emerging technologies has to do with high-speed
data processing and it is listed under ‘Concurrent terra-device computing’. The
next set of technologies is based on ‘quantum information foundations and
technologies’. ‘Molecular-scale devices and systems’ are suggested as a further
important research area. Another predominantly technical area is that of ‘bio-
chemistry-based information technology’. The attempt to use cross-disciplinary
research in order to improve ICTs is furthermore developed in the ‘brain-
inspired ICT".

In addition to these technical challenges, there are also application-driven
emerging technologies. The first, ‘human-computer confluence’, explores new
modalities for individual and group perception, actions and experience in
augmented, virtual spaces. There is also an area of self-awareness in autonomic
systems, which aims at an improvement of the interaction between computing
artefacts and their environment. Environmental concerns are reflected in the
research towards zero-power ICT.

To some degree one can see reflected the distinction between purely technical
considerations, which at this stage are not yet application-oriented, and those
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that are specific to particular issues. An interesting question that will guide
our further research is whether this more or less specific-outcome focus of the
artefacts raises particular ethical issues.

Ethical issues

The seventh framework program (Decision N°1982/2006/EC), Article 6 (1§)
states that ‘All the research activities carried out under the Seventh Framework
Programme shall be carried out in compliance with fundamental ethical
principles.” The same decision also states that ‘the opinions of the European
Group on Ethics in Science and New Technologies [EGE] are and will be taken
into account’ in research under the eventh Framework Programme. The emphasis
on ethics is based on the recognition of the potential impact of ICT on human
rights as established by the European convention on human rights (<http://
conventions.coe.int/Treaty/en/Treaties/Html/005.htm>) and developed by
the ‘Charter of fundamental rights of the European Union’ (<http://www.
europarl.europa.eu/charter/pdf/text_en.pdf>). Such general considerations
are complemented by other more specific statements, notably the extensive
guidelines on addressing ethics, which are included in the guides for applicants
for FP7.

Despite this high-level recognition of the relevance of ethics to ICT, it is worth
exploring in more depth what is meant by ethics in the context of the EU ICT
research program and how it is to be addressed. It is easy to follow the EU policy
assumptions that ICT has important ethical aspects and promises solutions to
pressing social and ethical issues. At the same time, ICT can raise a host of new
ethical questions.

The interesting question for the present chapter is how these general ethical
concerns are operationalised, and whether there is any guidance on the type
of ethical problems that should be considered. There are several documents
that offer guidance on how to recognise and address ethical issues. A helpful
distinction to categorise different ethical issues is the distinction between ethical
issues as arising out of the research process and ethical questions arising from
research content. In its ‘ethical guidelines for undertaking ICT research in FP7’
(European Commission, 2008b) the EC lists a number of substantive issues that
may result from emerging ICT. The first problem concerns the autonomy and
privacy of potential users. Researchers are reminded that a responsible approach
is required and that compliance with European and national legislation is
required. Further substantive issues are those connected to specific technologies,
such as implants and wearable computing, which have been elaborated by the
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European Group on Ethics. E-health is seen as a further area worthy of specific
warnings as it poses particular problems to privacy and security. The same is
true for nano and bio-electronics.

The same concerns that are included in the ethical guidelines are reflected in
annex 4 of the guidance for applicants, which also forms a part of the proposal
form. This annex is a checklist that covers informed consent, privacy, and ICT
implants. Additional issues, which are not further explained, are research on
human embryos / foetuses, research on animals, research involving developing
countries, and dual use of ICT for military or terrorist purposes. The points
on this list are elaborated in the ‘Ethics for researchers” document (<ftp://ftp.
cordis.europa.eu/pub/fp7/docs/ethics-for-researchers.pdf>).

Questions of the social consequences of widespread use of particular technologies,
which, in areas such as e-health, could have foreseeable consequences, are not
elaborated. The documentation does not address, for example, how one can
recognise terrorist applications and how to address such issues. One could
argue that such substantive ethical issues of emerging technologies are beyond
the scope of concrete current guidance and that this type of issues should
therefore be covered by procedures that allow researchers to be alerted to
ethical questions. A look at the procedural guidance shows, however, that it is
not geared to capturing such issues either. The two main aspects of procedural
guidelines are to ensure informed consent and to comply with legislation. Both
are well-established ways of dealing with issues arising from the process of
doing research. Informed consent, in particular, is the cornerstone of ethical
conduct of medical research. It is open to question, however, whether it is
sufficient to deal with ethical issues arising from emerging technologies. It is
interesting to note that the guidelines do acknowledge that there are likely to
be hitherto unrecognised and emergent ethical issues resulting from advances in
ICT research. Due to the apparent reliance on procedural ethics, it is important
to ask which procedures are envisaged in the governance structures of projects.

Governance structures

The most immediately visible aspect of governance has to do with ethics review
of projects. Ethical review is described as one aspect undertaken by the panel
of experts that undertake the scientific evaluation of a project. The panel of
experts will identify a project as requiring special attention if “projects raise
sensitive ethical issues or when applicants failed to address ethical issues in
an appropriate way.” (‘Ethical review procedure, <http://ec.europa.eu/research/
science-society/index.cfm?fuseaction=public.topic&id=130>). All projects
thus identified, as well as all projects dealing with human intervention or
human embryonic stem cells, will undergo ethical review. This ethical review
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will be conducted by a panel of experts and it aims to determine whether the
project follows the standards of ethics of FP7. Projects that are found to be in
violation of such fundamental ethical issues are then excluded from funding.

Such external governance of projects is described in some depth, but there is
little guidance on internal governance of research projects. There must be some
explicit ethical governance, for example, in order to ensure that the procedural
human research issues, in particular informed consent, are addressed according
to standards. This will presumably require some sort of ethics committee but the
exact form of such a committee is not clear. Specifically with regards to dual use,
the ‘Ethics for researchers’ document recommends the recruitment of an advisory
board, which can advise the project consortium on societal, political, and legal
aspects of potential applications, on exploitation and dissemination strategies.
In addition to such external guidance, the ‘Ethical guidelines for undertaking
ICT research in FP7’ state that ‘activities may, if appropriate, include specific
tasks or a specific work package that explicitly addresses ethical concerns (in
terms of the research, its conduct and outcomes) and outlines how ethical issues
raised by the proposed research will be handled’. Further guidance on how
such work packages are to be defined, which membership is desirable or how
they are to be integrated in the project is not given.

Summary

It is easy to imagine that there are further general categories of relevance to be
explored for a better understanding of the ethical issues related to emerging
ICTs. For our current purposes of charting a landscape of such ethical issues,
the outlined categories offer enough of a differentiation to allow for a detailed
picture of issues that can reasonably be expected to develop in the medium
term future of 10 to 15 years. Table 1 below summarises the issues enumerated
in this section. It is easy to see that there are numerous possible combinations of
trends, applications, artefacts, and ethical issues, which allow questions of how
they relate to policy aims or which type of governance structure would be likely
to be able to address them. This table provides a high-level summary of the
landscape of emerging ICT ethics and can be used as a basis for further research.
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Conclusion

This chapter aims to provide an overview of current social, political, and
technical developments with a view to provide a framework for further research.
It has identified current EU policy with regards to ICT research, which will have
manifest effects when current research and development projects come to the
stage of market entrance, 10 to 15 years from now. To be useful, the framework
itself needs to be expanded and applied as the basis of further research.

This chapter draws on a particular document from a particular source to identify
relevant concepts that allow us to understand which emerging ICTs we can
expect and which ethical issues these may raise.

It is, therefore, beyond question that, in order to come to a better understanding
of the subject area, a richer understanding of the field is required. This is true
with regards to the identification of emerging ICTs, and probably even more so
with regards to ethical issues. Ethics in real life is always a question of context
and situation, which general descriptions cannot capture. This leads to the
question of how such contexts can be incorporated. The answer decided upon
by the ETICA consortium is that it can only be done as a second step, once a
general understanding of the landscape of emerging ICT has been gained. The
reason for this decision to concentrate on the abstract first is that a consideration
of substantive ethical issues at an early stage is epistemologically impossible and
practically infeasible. The epistemological issue arises from the fact that any
technology can be applied in an infinity of context, some foreseen, most not. In
each of these contexts the technology may raise a number of different ethical
issues. It is thus not possible to give a representative overview of these issues.
A more abstract level of analysis is therefore required before more detailed cases
can be subjected to analysis.

This approach does, however, raise new issues. Primary among them is the
question of how a general understanding of emerging ICTs and their ethical
issues can be developed. The approach chosen by the ETICA consortium in order
to address this question is to do an analysis of a number of sources that focus
on high-level visions of emerging technologies. The EU FP7 ICT call analysed
here is one example of such visionary documents but, in order to have a more
representative understanding, further documents will need to be included.
These will include other European documents but also policy documents from
other areas of the world; for example, the United States, Australia and Japan.
The justification of the choice of such high-level views is that, collectively,
they are likely to give a good understanding of what the political leaders of
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this world envisage as future technologies. Such a vision is likely to influence
factual developments through the means of research funding and legislative
developments.

At the same time, an understanding of what is expected to happen in actual
research should be sought via an analysis of the vision documents produced by
leading research institutions around the globe. Such institutions, in many cases,
have mission statements or comparable documents that give an insight into the
type of technologies on which they are working, which gives a view of what is
likely to become reality in the medium-term future.

The sources of the ETICA data analysis can thus be represented as follows:

Political Vision

Expected

Realities

Scientific Vision

Figure 2: Delimitation of data sources
Source: Authors’ research

The delimitation of data sources, as suggested in Figure 2 is justified by the fact
it will give a good view of what is intended and envisaged by organisations
that are in a position to enforce their view of the world. It should not be
misunderstood as aiming at a true or verifiable prediction of the future. As
with any future-oriented research, this project is not able to do this under any
circumstance. What it can do is aim to provide plausible possible futures to
enrich discourses concerning desirable futures and possible ways to get there.
In order to spawn such discourses, one needs to give thought to what aspects
of the sources to analyse and in what way, so that the outcome of analysis is of
relevance and produces novel insights.
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The decision to concentrate on documents to investigate which technologies
are emerging and which ethical issues can be expected betrays a constructivist
assumption of the project. Technology is not a neutral and independently
existing entity but it gains meaning through the medium of discourses.
Analysing such discourses can, therefore, help to understand the formation of
the meaning of technologies. At the same time, there is a potential infinity of
emerging technologies and their applications.

It was, therefore, decided to follow the phenomenological idea of identifying
the essences of phenomena. This essence is then going to be subjected to an
ethical analysis. The immediate question following this statement is going to be:
how do we identify the essence of an emerging technology? The answer, from
the point of view of a researcher interested in emerging ICTs and ethics, is that
the essence of the technology is the way in which it changes the world and the
relationship of humans to the world. Central questions to be asked of texts,
therefore, include the way the technology is represented in the text, which
includes sub-questions of the expected social impact, the representation of
society, social values and anthropological views elaborated in the text. Of similar
interest are critical issues; that is, social, legal or ethical issues outlined in the
text. To avoid falling into the trap of either social or technological determinism,
not only the social representation of the technology will be covered but also the
artefacts that it produces; that is, its technical constraints or capabilities. These
aspects will be collected together with higher level categories, such as fields
of technology, target audiences, fields of application and, wherever possible,
application examples. In addition, metadata on the sources will be collected.

As aresult of this, a grid of analysis will be developed that will allow an analysis
of a rich field of emerging technologies, which can be analysed from a variety
of perspectives. Once the analysis is finished, it will, for example, be possible
to compare predicted technologies on the basis of the type of source they are
derived from, or investigate whether particular types of application lead to
particular types of predicted critical issues. The analytical grid will lend itself
to a relatively simple input of further data; for example, from surveys from
project coordinators. The analytical grid will contain sufficient information to
allow a normative ethical analysis of particular technologies. And, finally, it
can be used to determine whether interesting clusters of technologies, issues,
or descriptions emerge that warrant further attention. In this way the analysis
will allow a targeted description of emerging ICTs, a sound linkage of these
technologies with ethical issues and a justified basis for policy advice.

The earlier analysis of a particular policy document has thus shown how
relevant categories of analysis can be distilled from an existing source. The
categories enumerated here (see Table 1) are not identical to the categories of
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analysis enumerated in this section, but they are encouragingly similar. As a
result, the exercise shows that it is reasonable to expect to find information on
the relevant categories in policy-related documents.

The current chapter therefore provides a good starting point of further data
collection and analysis, provides a sample of such analysis and shows how
further research can proceed. As a result, the ETICA project will be able to
produce findings that go beyond restating the obvious without falling into the
trap of unjustified concreteness in the light of an unknowable future. It will give
an indication of possible futures and thereby contribute to the aim of allowing a
more proactive feed-forward approach to ICT policy.
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Information society, technical development and
ethics

The impact of techno-scientific developments on societal evolution and
lifestyles no longer needs to be demonstrated. In particular, the last half of
the twentieth century has witnessed a considerable acceleration of the
integration of technological elements into the means of economic production
and social life in general. The profound transformations that have taken place
in the last few decades equally involve energy, transportation, construction,
telecommunications, administration, medicine, pharmacy and agricultural
sectors. These transformations are closely linked to techno-scientific
developments and particularly to stunning developments in information and
communications technologies (ICTs). The information society emerging in
the contemporary period, however, can no longer simply be considered as
a result of technical mutations. Up to now, this ongoing global phenomenon
that is technological, economic, political and cultural, is in search of social
and political projects, references and reaffirmed values. We are faced with the
task of building networks that are based on a cultural model incorporating
clear collective choices, so that the principles of democracy are transferred on
line — hopefully without loss — in the future. The knowledge society is the
embodiment of a change in civilisation whereby science and technology have
become omnipresent and are developing at a disconcerting rate.

More and more people, in particular through their work and their responsibilities,
are questioning the relationships between knowledge and power, between
science, technology and society, and the notion of governance whereby decision-
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makers impact on the public. In this fast-changing context, the relationships
between government and citizens, between industry and consumers, and
between designers and end-users is no longer the same. New governance models
must be established and socio-economic progress must be rethought, providing
a stronger consideration of the sustainability issue." Consequently, different
relationships and a positive dialogue between the scientific community, society,
society's decision-makers and end-users are required, as underlined in the
Council of the European Union Decision of 30 September 2002 (2002/835/EC).?
This document emphasises the need for ‘structuring the European Research
Area’ (2002-06), adopting a specific program for research, technological
development and demonstration: ‘Today, and even more in the knowledge-
based society of tomorrow, science and technology have a ubiquitous presence
throughout the economy and in everyday life. If they are to realise their full
potential in securing a continually increasing quality of life — in the broadest
sense — for Europe’s citizens, new relations and a more productive dialogue
between the scientific community, industry, policy-makers and society at large,
as well as scientists’ critical thinking and responsiveness to societal concerns,
will be needed.’(12)

The evolution of ICT is driving our society towards situations and applications
where humans interact so deeply with ‘intelligence’, pervasively distributed
among them, that, at some point, we will reach a divide where a fundamental
choice will be presented to us: to develop a ‘utopian’ environment where all
humans will have access to an empowering and accessible techno-environment
(‘ambient intelligence (AmI) environment’) or head towards a ‘dystopian’
environment where Bentham's panopticon’® will become an increasing reality
due to thousands of sensors, computers and networks that will track every
human movement. David Lyon called this new form of 'cooperative surveillance',
'synopticon' and 'scopophilia’ (1993; 2006). The notion goes beyond Bentham's
panopticon and was interpreted by Zygmunt Bauman (1995) as a significant
trend of the globalisation process.

In a world that is becoming increasingly homogenised, any capacity for
questioning is likely to be stifled by the rational constraints extended to all

1 See, for example, European Commission (EC) (2002), Science and society: action plan, European Commission,
Brussels.

2 Council of the European Union, Decision of 30 September 2002 adopting a specific program for research,
technological development and demonstration: ‘structuring the European Research Area’ (2002-2006):
(2002/835/EC). English version: <http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=0J:L:2002:294:00
44:0059:en:pdf>

3 The famous Panopticon was designed by Jeremy Bentham, British jurist and philosopher, towards the
end of the eighteenth century. It is a type of prison, also known as the ‘Inspection House’, which enables
an observer to watch all the prisoners without their knowledge. This essential principle of construction is
reflected in the Greek neologism, pan — meaning ‘everything’, and opticon — concerning ‘vision” and, as
such, the word is meant to express ‘the all-seeing place’.
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fields. This brings us back to the question of the possibilities and the place of
ethics within this framework of corrective regulation. The problem of the real
action of norms in the context of technical development is crucial and curiously
largely ignored, and needs to be scientifically taken into account if ethics is
to be effectively integrated in technical development and more generally in
the relationship between science and society. The need for serious attention to
the problem of allowing the conditions for the development of a responsible
information technology is strong. It is based on the conditions for developing
what is sometimes referred to as value-sensitive design, which recognises that
any technology and/or artefact (ie ICT) embeds values into the technological
design, research and development.* It assumes that human values, norms and
moral considerations are imparted to the things we make and use and it construes
information technology (and other technologies for that matter) as a formidable
force which can be used to make the world a better place, especially when we
take the trouble to reflect on the ethical aspects in advance. A wider approach
in evaluating emerging technologies should include not just the legal dimension
(often referred to in the ICT field as ‘compliance’) or the social acceptance, but
also the ethical dimensions which imply a normative horizon that can’t reduce
itself to the mere social acceptation.’

Conditions for a transformative critical room®

What we propose is to review the state-of-the-art in respect of the ethical
analysis of ICT developments. Practically, the main problem consists of the
absence of background: the strong push for technology development too often
obscures the need for ethical consideration before a technical project is funded,
developed and deployed. Some efforts have begun to consider ethics and ICT in
the AmI domain that adopt different approaches such as analysis from scenarios
or ‘ethical review’ panels (set up after the project has started; eg MINAmi).”
These consist of ‘ethical experts’, who may come from a separate community:

4 It is highly problematic, however, in that there is no mechanism developed for the choosing of the
relevant values: simply relying on the emergence of values once the technology or context is inspected
(Friedman, Batya, Kahn, Jr, Peter H, & Borning, Alan, 2006, Human—computer interaction and management
information systems: Foundations, ME Sharpe). Value-sensitive design, then, relies on the identification of
direct and indirect stakeholders, the benefits and harms for each (particularly looking at the different levels
of competence for each group, for example, the elderly may not be so proficient with the use of technology).
For that reason one shouldn’t confuse value-sensitive design and ethics. A value-sensitive design approach
does not by itself ensure that the values that will be embedded in the technical artefact are ethical values.

5 A society can, in fact, reach a consensus on something that is ethically unacceptable.

6 The concept of transformative critical room is from Crutzen (2003). These are characterised as those
interaction worlds where actions of questioning and doubt are present, which have the potential to change
habits and routines, where the ‘change of change’ has a differentiated potential.

7 MINami (Micro-Nano integrated platform for transverse ambient intelligence applications, an FP6 project).
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the ‘technical” community is typically separated from the ‘ethical’ community.®
One of the reasons for this separation is the specialisation of high-level studying
(eg, within universities) where the ‘technical” study plan of engineers is different
from that applied in ‘humanities’ subjects of other faculties.

An interdisciplinary approach is strongly required.’” Indeed, some technical
universities in Europe are introducing areas of study such as ‘Science, society
and technology’ for engineers, or ‘Computer ethics’ for computer scientists, but
these courses are not always included as a mandatory component. Scientific
projects can raise ethical questions, evidenced by the rules and procedures
of the European Commission for the systematic ethical evaluation of projects
submitted for funding in FP7 (Seventh Framework Programme). The elaboration
of ethical standards, however, is made uneasy by the common dividing line
which separates the justification of norms and their application. These two levels
ought, however, to be integrated if one considers the issue of ethical universality,
which has to be newly analysed within the context of a multicultural Europe
(Drenth et al, 2006). The reflexive articulation of ethical norms and cultural
contexts raises many problems, the first of which is the problem of the conditions
of an ethical reflexivity."

This is natural because the researchers and technical developers of ICT systems
focus mostly on the technical and economic challenges before them, and are not
usually aware of potential ethical issues because they see ethical considerations
and analysis as an obstacle to the technical and economic development. In short,
the problem we must first analyse is not so much the problem of determining
solutions to ethical issues as to settle the conditions for raising ethical questions,
and for a new approach that authorises a real reflexivity which allows for a
questioning of the integration of ethics in complex technical systems. The
obligations set out by economic constraints, interests concerned with the
influence of experts, the general impression of the ineluctability of the technical
projections, social requests, and the needs for the consumers make it increasingly
difficult to define the conditions of a critical perspective respecting the moral
autonomy requirements for thought.

8 For example, noted in the ‘Human report ethical audit’ produced in December 2004 (edited by P Goldie,
SA Doéring and WP10 members, <http://emotion-research.net/deliverables>. Humaine (Human-Machine
Interaction Network on Emotions) was an IST FP6 project.

9 There is some recognition of the interdisciplinary problem, which has resulted in the PEACH project (‘FP6
coordination action on presence’) that includes a working group on social impact, legal issues and ethics. The
approach taken is to analyse social impact scenarios and raise and address potential ethical issues <http://
www.peachbit.org>

10 Reflexivity may be defined as the capacity of actors and institutions to revise basic normative orientations
in response to the evolution of economic, techno-scientific or political systems and to shortcomings in current
modes of regulation. This reflexivity is not given, however, and needs to be specifically integrated into
governance approaches.



16. Ethical issue determination, normativity and contextual blindness

We do not mean that existing criticisms don't allow for a certain reflexivity.
We support, nevertheless, that these criticisms, generally, show a tendency
to restrict ethics to a categorical field by sacrificing the existence and tension
in the name of flattering pragmatism, being satisfied with ad hoc answers to
artificially isolated specific contexts and being conditioned by the reigning
instrumental rationality. An example of this would be the use of legal regulation
or best practices documents that are decontextualised and not reliant on ethical
principles, but which instead aim to avoid litigation or censure.

The danger and problem is to limit the debate to the scientific perspective alone
(hence the importance of expertise, and the tendency among politicians to favour
traditional, ‘top-down’ governance of activities in which risks are involved)
and, shunning an approach based on technology assessment (TA), debate the
meaning and the ethical, cultural and social stakes. Instead of initiating an
inclusive debate on the nature of the different forms of knowledge and visions
of the world, discussions limit the debate by adopting a positivist and, more
often than not, reductionist approach that leads to cognitive closure, where
those involved are unable to consider other potential issues, or to ‘step outside
the box’. Hence, we ask the question: how can we elicit the cognitive opening-
up required for a genuine reflexivity that would allow us, as Jean Ladriére (1984)
puts it, to extract the existential and the political meaning from the objective
meaning? How can we decompartmentalise ethical discourse and make it play
a more important role in the joint construction of technologies? How can we
transcend the neo-classical, technological approach (the cost-benefit approach
for Slovic)?

The economists’ answer appeals to the industrialists, for it confirms their
practices and habits. Positivism has become so potent these days that the project
of emancipation through reason is, for the most part, either rejected or ignored.
In its place appear instructions on how to increase one’s power over social
processes that have been reduced to the status of objects. Hence again — even
if, as Ulrich Beck has stressed, this is a perspective that needs qualifying —
there is significant difficulty in controlling the rampant growth of technological
innovations politically. More often than not, political institutions make do with
aregulatory and financial framework within a dynamic system accompanied by
positive feedback that leads to a self-fulfilling positive feedback loop.

In this context, expertise, be it philosophical or scientific, becomes the
indisputable new source of normativity,'' and the problems revealed are confined
to a scientific perspective alone — which means that the problems taken into

11 Normative is contrasted with its antonym, positive, when describing types of theories, beliefs, or
statements. A positive statement is a falsifiable statement that attempts to describe ontology. A normative
statement, on the other hand, is a statement regarding how things should or ought to be. Such statements are
impossible to prove or disprove, thus forever banishing them from the world of the scientific.
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account are confined to the realm of strict scientific rationality, and democracy is
confiscated. One must be wary of any theory which tries to objectify the world
we experience (emotion or attitude, as in the MIAUCE'? project — Multi modal
Interaction Analysis and exploration of Users within a Controlled Environment)
in order to predetermine the form of the world we share. There’s a risk that the
possibility of genuine reflexivity will be stifled by a technological and scientific
rationality imposing its value system with, as a result, a dismissal of the prestige
of moral reason.

This dismissal of the prestige of moral reason found credit in ‘progress’ of all
kinds that were acquired from scientific work and technological discoveries.
This progress, tested only slightly in many fields, maintained the idea (or the
myth) of a possible emancipation with regard to morals. Modern thought, thus,
by no means needs morals, since it is, in itself, an action, basing humans in
knowledge and technical rationality.

What is at stake is of importance, indeed various sectoral ethics tend
increasingly to reinforce social differentiation characteristics of modernity by
proposing an internal, and specific, framing of moral problems, with the risk
of exclusion of other external and alternative framings. As a consequence,
ethics is disconnected from the design of technological devices and the lack of a
concrete grid of assessment concerning the embedding of ethics in technological
development makes this issue important. Briefly, this is the European situation:
some ICT projects investigate ethical aspects, but ethical considerations are not
a ‘matter of course’ in the development cycle. In some cases, ethical experts
are brought in at some stage in the project to assess the ethical implications.
As a result ethics is often an ‘add-on’, a sort of accessory and instrumentalised
guarantee, and not properly integrated nor understood in its methods and
objectives, which are clearly very different from the method and objectives of
sciences and techniques.

Consequently, there is a need for the inclusion of ethical consideration before,
during and at the end of technical and scientific projects, so that the technology
'incorporates’ and tackles the ethical side (within its whole concept and
implementation). The risk is that by not analysing the conditions (institutional,
rules, cognitive) for the effective integration of those considerations in the
context of a technical project, the ethical considerations will be excluded from
the technical rationale and treated as a totally separate domain. The consequence
of this separation is a loss of impact, and an undermining of the integral role
of ethics in the application of technology. This is understandable since the
technology can only be limited to the set of its rules (that is, objectivity, and the
technical rationality which frames its vision and conception).

12 MIAUCE is a European Commission FP6 project.
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Ethics is never in the answer (always conditioned) but well into this dynamic
movement of questioning, before the action and on a border, which separates
our subjective existence (with its presuppositions, preferences, convictions and
hidden motivations) from the constraining externality (economic constraint:
political, hierarchical, technical, and ideological). The ability to position
ourselves with a moral freedom is fundamental, as we are then able to question
ethical feasibility and conditions.

These issues are at the basis of this problem if we desire to take into account the
fundamental changes that affect our world.

A world in the midst of change

What is at stake at a time of globalisation and the expansion and domination of
technology, market forces and calculating rationality, is the capacity of societies
to regulate themselves. It is also the possibility of taking a reflexive relationship
into account in the emergence of collective action based on individual behaviour
in institutions of self-regulation.

The feeling that there is something automatic about the growth of technology
and economic and administrative rationalities is all the more widespread since
their political origins are masked, reinforcing the impression that the prospect
of democratic supervision of social sub-systems — the possibility, that is, of
collective autonomy in the conditions of a radicalised modernity aimed at
dominating nature and mankind — is barely credible, if not to say irrational.

Yet, the growing desire shown by citizens today to be involved in a certain
number of decision-making mechanisms is tangible. This is notably the case with
regard to situations perceived as presenting risks: people are loath to run risks
that they have not been warned about beforehand, that they have not accepted
or that have not been debated in a democratic manner. The questions this raises
extend well beyond the field of science and technology and are essentially bound
up with political and ethical issues, as well as with technological, economic and
financial stakes. It has to be accepted that, in order to face these challenges and
the risks and dangers attendant upon the spectacular growth of the techno-
sciences, we need to rethink our modes of governance in science and technology.

Arguments involving a semantics of risk or danger are commonplace in modern
societies and now dominate discussions of governance. Though the risks that
might be mentioned are heterogeneous in nature (bio-technological risks,
epidemiological risks, or challenges relating to geopolitical security), a number
of common features can be identified. The scale of each risk is virtually global,
both in terms of the threat itself and of the solutions which might be envisaged.
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Each involves complex phenomena, funds of knowledge that are in conflict with
one another, developments in science and technology and substantial public
funding if the challenge is to be met; each presents potentially gigantic mortal
dangers and, above all, involves much public debate about current assessments
of the risks involved. These risks pose challenges in the realms of politics and
governance. To understand them is essential, all the more so since supervision of
the norm is no longer limited to vertical, state-type supervision alone but today
passes through far more diversified and complex channels. These questions
relating to the role of governance in a context that is uncertain and involves
risks cannot seriously be addressed, therefore, without posing the question of
normativity and of the links between society, norm and law.

Social complexity and judicial norm

Today, the State has de facto forfeited its monopoly on social regulation and the
production of judicial norms. Faced with the problem of regulation and social
order in a society characterised by the multiplication of sources of normativity,
the failure of policies designed to reinforce the means available to the welfare
state and the failure of deregulation, Jurgen Habermas (1992; 1997) and Giinther
Teubner (1995) have each put forward a solution: self-regulation for the former,
proceduralisation for the latter.

Both take as their starting point the difficulty of achieving collective autonomy
in a modernity radicalised in its project of dominating nature and mankind.
Social subsystems must be integrated by ‘proceduralisation’. This means that
the law should identify itself with what Teubner calls the ‘structural judicial
preconditions for a self-regulating society’ (1995: 89). Similarly, Habermas
favours a process-based model of law and, in so doing, means to give a new
legitimacy to the legal system.

If one takesas given the functional differentiation of society and the multiplication
of subsystems, each employing its own rationality and each running the risk of
closing in on itself, the question arises not only of communication between
these subsystems, but of where the legal system stands in relation to them.
As Teubner sees it, ‘the law cannot monopolise the epistemological authority
pertaining to other forms of knowledge and alone assume full responsibility
for all the constructions of reality. ... It cannot, however, delegate all epistemic
authority to the other forms of social discourse,” (1995: 202) with the attendant
risk of conflicts emerging between these different systems.

Faced with conflicts of this kind, there is a very real danger that, in many
instances, positivism will end up presenting itself, in cultural terms, as the only
genuine form of knowledge, the only activity endowed with meaning, and will
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forgo, as Habermas has remarked, ‘any reflection on the role it plays in the social
context, that of a legitimation of technocratic domination or of vested interests’"’
(Gentil, 1997). The activity of the state is no longer geared to achieving practical
ends, but to finding technical solutions to crises affecting the system. Hence
the growing importance of experts and the depoliticisation of civil society.
Hence, also, the force of technocratic ideology, an unacknowledged domination
that arises from the fact that it hides behind technological rationality. The risk
approach can, in many cases, be a strategy to divine more profound issues.

The limits of the risk assessment approaches

The perception of risk cannot be disassociated from a type of informal
assessment of technology which combines socio-economic and ethical stakes
and the question of the relationship (whose relationship?) to institutions. In the
absence of certainty, precaution means coming down on the side of procedural
strictness. When the ‘truth’ of a situation and the ‘reality’ of a risk cannot be
established, it is the strictness of procedures, and of the actors involved in
drawing up, implementing and overseeing those procedures, which becomes
the dominant value. The absence of certainty does not prevent us from analysing
and managing a situation strictly.

To limit the debate to the question of risk alone, regardless of the problems
relating to risk assessment, has an important consequence: when all is said and
done, it limits the debate to the scientific perspective alone (hence the importance
of expertise, and the tendency among politicians to favour traditional, ‘top-
down’ governance of activities in which risks are involved) and, in shunning an
approach based on TA, shuns a debate on the meaning and the ethical, cultural
and social stakes of biotechnology and genetic engineering in the case of
genetically modified organism (GMOs) or on the representation of ICT. Instead of
initiating an inclusive debate on the nature of the different forms of knowledge
and vision of world, discussions limit the debate by adopting a positivist and,
more often than not, reductionist approach that leads to cognitive closure, even
if the framework is masked by an appearance of deliberative democracy the
implementations of which (particularly citizens’ conferences), disconnected
from decision-making bodies, serve only to mask traditional forms of governance
‘from the top down’.

13 J Rivelaygue, Lecons de métaphysique allemande, Vol. 11 / Kant, Heidegger, Habermas, p 459, quoted in
Gentil (1997).
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The autonomy of the technique in question
and the legitimacy of ethics

It is undeniable that ‘the scientific method’, as a considered and self-checking
specification of the rational method, is at the base of the common dynamics
which crosses the properly scientific field as well as the technological field.
What this dynamics tends to generate, is an autonomous reality, an intermediary
between nature and properly human reality, a kind of ‘third world’, of which
the formal structure is given in conceptual architectures of science and the
concrete figure in the equipment of all kinds which constitute around us, the
extremely dense network of what one calls the technical world. Nevertheless,
if there is autonomy of the technical sphere, this autonomy is, however, only
an expression of an ideology, that of the engineer, or a society which justifies,
by subjecting its various components to scientific and technical rationalities,
its incapacities to find political and social remedies for its problems. In a world
full of doubt, characterised by its complexity, the technique becomes, or tends
to becoming, in spite of the undeniable suspicion which weighs on it, the
supreme reference of the truth and the pragmatico-economic effectiveness. The
myth of progress, after having been identified with science, coincides with the
technique, accompanied with a decline of the question of the truth in the name
of a pragmatism which is more than ready to respond to all the economic and
industrial requirements of the context.

In this arena, ethics is reduced to playing the role of mere justification and
legitimisation of what was a priori decided on according to economic, technical
and industrial justifications, without being able to exercise its normative
specificities and characteristics. This is a consequence of the fact that,
conditioned by the technical framing, we have forgotten that technology is not
neutral. It is a manner of thinking, of making, and of transforming the world
which cannot be disassociated from policy or subjacent choices of ethics. From
this point of view, data processing and ICTs are not neutral and reflect, in their
constitution and their use, expectations of the society and are influenced by
their socioeconomic context. For example, technological innovations that focus
on satisfying needs of individuals also come to fulfil a function dependent on
the cultural features of the society in which they fit. As in any society, these
needs can be seen as negative or positive, for instance, perhaps negatively to
control, or more positively to align the political, social and institutional goals
with the individuals’ desires (Lyon, 1993). On this view, the organisational
life has to become increasingly rationalised and controlled and organisational
control will be ‘less and less apparent and increasingly powerful” (H Isaac and
Mr Kalika, 2001; WJ Orlikowski, 1991; JR Barker, 1993).
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These characteristics also apply in a broader social sense, with the result that
the introduction of ICT also shapes social practice: ‘information technology has
become a constitutive technology and partly constitutes the things to which it
is applied. It shapes our discourses, practices, institutions and experiences in
important ways’ (van den Hoven, 2007: 68).

Non-neutrality of ICT and Aml

This recognition of the non-neutrality of ICT should not be surprising, after
all, technology is designed with a purpose guiding the technical direction. The
implications of the technology, however, in its capacity to affect and change social
practices are not so easily seen. The context in which the development takes
place — the culture, language, discourse — already provides the framework
for the resulting artefact. Consequently, although an expert in another field
(eg ethics) can advise on possible impact, the advice is reinterpreted within
the context and cultural knowledge of the development team, and thus does
not extend the understanding to a wider view. That is, ‘learning” has not taken
place. Without this deeper understanding brought about through learning, we
are all bound in some way to narrow horizons that need an external mechanism
to be opened to wider horizons. In the case of ICT and AmlI, more generally, the
construction of the social legitimacy (and not just acceptability) of science and
technology requires that the subjacent metaprinciples of normative nature be
considered along with techno-scientific actions. The technological artefact forms
the system and is also a form of organisation and perpetuation of social reports,
which are a manifestation of the dominant ways of thinking and behaviours. The
technological artefact is always an historical and social project, and this project
reflects the intentions which nourish a society, the interests which dominate it
and the values which guide it.

Technological progress in all these fields has contributed to the shaping
of the Aml vision, but at the same time, progress in the diffusion and
acceptance of past and current ICTs was mutually important. In 10
years, GSM has grown in Europe to more than 300 million subscribers.
In many European countries, penetration rates of mobile phones are
above 70% of households. And SMS has given a considerably boost to
the mobile services market during the last years. Internet access from
home has increased in the EU15 to 40% in June 2002 (against 28%
in October 2000) (Eurobarometer 2002). If the increased diffusion and
usage of computers, the Internet, mobile phones, etc. had not happened,
technological progress in these fields would have slowed down. And
acceptance of these technologies is enabled by demographic and social
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trends such as the emergence of individualism, diversity, mobility,
and choice of personal life styles, affecting the structure of groups and
community and the ways we live and work. (Punie 2003, 17)

In the case of the vision of Aml, at first glance it seems that it is based on
technological progress in the fields of microelectronics, communication networks
and interfaces. Nevertheless, it is also driven by socio-economic factors that go
beyond the technologies alone, including but not limited to economic neoliberal
rationality, rationalisation of the production, demographic conditions, impact
of terrorism, and consumerisation of communication.

For a critical perspective

As we have underlined, every technological artefact is a construction which
rests on some a priori foundation (social, political or economic) and, even if it is
partially suggested by preliminary information on the behaviour of the objects,
it reinterprets the latter starting from its own categories. The political impact of
a technological artefact cannot thus be assigned to this artefact alone, but must
be allotted to the techno-speeches which diffuse it, give it a specific meaning
and envisage for it specific usages. Data processing and innovations related to
ICT, if they seem to be binding to individuals, come, actually, to satisfy a need
and to fulfil a function largely dependant on the cultural features of the society
in which they fit.

It is only to the condition of recognising the non-neutrality of ICT that one can
start to change its cognitive framing and consider ethical and societal issues.
Without this propaedeutic step, one can just interpret the world and technology
within the restricted cognitive fields allowed by its framing (in our case the
technological framing). The result of this is to either negate any justification
of ethical and societal considerations or to instrumentalise them and consider
them as a means to obtain a sort of ethical guarantee and label. This latter issue
is a problem with all ethical guidelines: they don’t take into account the issue
of their application, and so, most of the time they have no effect at all. The
mechanism which consists of providing the answer expected by a given context
(such as economic or industrial contexts) poses ethical questions since the
justified context itself becomes the justification of the social function of ethics.

This recognition of the non-neutrality of ICT nevertheless returns a realistic
ambition of relativising instrumental rationality and aiming at political and
societal control, which means also its rehabilitation into the world of social
and cultural life. The immediately urgent issue is to correct the manner of
approaching ICTs aiming at applying approaches which dissociate the social
approaches from the technological ones, and political approaches from economic
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and ethical. Too often the accepted responses are only the economic, political
and institutional constraints. It is undeniable, for example, that policy-makers
are fascinated by technology. Positivism continues to influence our political
leaders, who are in a state of utter disarray in relation to the complexity of our
world. A symptom of this tendency is the call to use technology in all areas of
public policy — education, health, environment, administration — to solve
the problems which affect our society, and afterwards use an appeal to ethics to
justify the decisions that were already taken (for example, the European ethical
assessment of technical projects).

Thus we need to recognise that the possibility of a critical perspective doesn’t
mean we can ensure its reality, and indeed many factors can prevent the
effectiveness of its realisation.

Ethics in trouble

We must acknowledge here that the background we use, and build on, refers
to the contextual pragmatics and the theory of governance developed by the
Louvain school,' as it offers a solid, theoretically founded framework which
ensures the above requirements. This theory relies particularly on opening up
the process to many stakeholders, who reflect and assess the ongoing feasibility
for the governance tools used throughout the full lifetime of the project in order
to ensure efficiency. The justification for relying on this theory is that it directly
addresses the problem of the conditions for the effectiveness of norm expression.
It does this from a theoretical perspective and using an applied set of studies.

As it is currently, ethics is restricted to a categorical field by a pragmatic use
of ad hoc answers to artificially isolated contexts which are conditioned by the
reigning instrumental rationality. Deontological codes and ethical guidelines
are good examples of this because they relate to issues that are, most of the
time, sectorially defined with a theoretical approach that is chosen by ‘experts’
employing a decisionist process (which refer to an a priori chosen principle,
with their own specific framing, determined by their field of expertise. This
sectorial ethics reinforces the social differentiation characteristics of modernity
by proposing both internal and specific framings for moral problems. The risk,
here, is that the possibility of genuine reflexivity will be stifled by a technological
and scientific rationality imposing its value system. Sectorial ethics tends
to also propose an internal and specific framing for moral problems, risking
the exclusion of other alternative framings. For example, in ICT particularly,
developers will solve problems using technological means (such as websites

14 For more details, refer to Lenoble & Maesschalck (2003; 2006); Coppens & Lenoble (2000); Maesschalck (2001).
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offering privacy controls) rather than questioning whether the technology
should raise such problems in the first place (exclusion of social or cultural
framings).

In this context, expertise, be it philosophical, scientific or economic, becomes
the indisputable source of normativity, and the problems revealed are confined
to these expert perspectives alone. As a result, ethics is often an accessory
without proper integration nor understanding of and respect for its methods
and objectives, which are very different from the methods and objectives of the
science or technological development.

Consequently, there is a strong need to investigate and reflect on the governance
conditions that allow for an ethical reflexivity inside the project and for the
effectiveness of that reflexivity, so that ethics does not reduce itself to a means to
satisfy the conditioning constraints of the context, such as economic, political,
or scientific constraints. If reduced as such, it transforms the question of the
ethical acceptability into the question of the social acceptance of the technology,
which is easily addressed by sociological enquiry. Such governance conditions
also need to allow for the inclusion of ethical consideration before, during, and
at the end of technological and scientific projects. This is so that the technology
incorporates and is confronted with the ethical side throughout its conception,
development, and implementation stages.

Within a regulation framework, for ethical integration to be successful, it firstly
needs to be considered for inclusion in that framework, and to be accorded a
certain status which acknowledges and respects its fundamental epistemological
and methodological characteristics and requirements.” For this we need to
consider the cognitive structures, the stock of knowledge, the habitus, based on

15 Agreeing with Ladriere, ‘The ethical dimension [...] manifests itself when it exercises and founds an
authority under an unconditional and, in a certain way, intemporal form. Speaking of a historicity of ethics
introduces different variations and relativity’ (translation by the authors). Nevertheless, as Ladriere recognises,
there exists a historicity of ethics and that, for a very simple reason, is related to the fact that historicity is
a fundamental constitutive dimension of the existence in the meaning where it can’t be reduced to a mere
contingent proprietary but, on the contrary, must be understood as a structural requirement. Ladri¢re, in this,
drew from the lessons of contemporary phenomenology, according to which, the historicity is a dimension
of the existence of the dimension underlying the historical consciousness by which it is left as a historical
form. Ethics, itself a constitutive dimension of the existence, is necessarily affected by this other constitutive
dimension which is the historicity specific to the human condition. As a result, the ethical dimension must
necessarily inscribe itself in the historic effectiveness; it cannot deploy itself concretely in the ‘historic flesh”.
There is no ethical effort that does not model itself on the historical effort. But to this reverberation of the
historicity on ethics, and to this historicity of ethics, should be added, according to Ladriére, an ‘ethicity’
of the historical, that is to say, an ethical determination of the historicity (understanding essentially as the
projection into the effective real history of the ethical dimension). If there is a historical determination of
ethics (historicity of ethics: the first level of this comes from the fact that ethics evolved, and the second
that it acquires its effectiveness only through the historical forms that it takes; this explains why the ethical
field is an open, not closed, field), there is also, reciprocally, an ethical determination of historicity (ethicity
of the historic). Such a crossing constitutes what Ladriére called ‘the dual relation’. J Ladriére, ‘Philosophie
politique et philosophie analytique’, in Ladriére & Van Parijs (1984: 222).
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our background, which founds our relation to the world. The background, or
the ‘stock of knowledge’ (from the Husserlian analysis), gained from the analysis
of the experience, is a corpus of preliminary knowledge and is necessary for the
act of interpreting the world.

In this context, the ‘stock of knowledge’ takes the form of an individual’s
interpretation schemata (after Kant (1964)) or the cultural inheritance (according
to Alfred Schiitz (1943, 1951, 1954, 1959)). The concept of ‘stock of knowledge’
can be defined as a concept whose meaning is broader than the concept of the
‘reserve of experience’. It gives an account of the preliminary knowledge that
is also from social origins. The stock of knowledge of the socialised individual
has a basis of knowledge that is composed of three parts: lived experiences,
common knowledge (traditional or scientific knowledge), and knowledge
related to corporality, skills, and other practical things. The processing of
the stock of knowledge as preliminary knowledge (foreknowledge) is used in
theories of interpretation. It is not difficult to see a parallel between the cultural
knowledge in Schiitz’s (1951; 1954; 1959) conception and the Gadamerian (1976)
conception of prejudices. After the rehabilitation of the prejudice, the former
receives an important function in understanding practice, and becomes one
of the fundamental elements of the hermeneutic circle.’® The interpretation
practice always begins (according to Gadamer) from a preliminary knowledge.
Concerning the action, to quote Ladriére (1993), ‘the action mobilises itself,
always under the inspiration, be it tacit or not, of an informing interpretation’.
The action inscribes itself concretely in a class of events which anticipates and
which is conditioned by its comprehension of the insertion process within
its context. This understanding rests on a background that refers to the
principles and presuppositions, related either to a community, or, for example,
more globally to the dominating value of the society. The prejudice or the
preliminary knowledge allows us to go within the circle of interpretation. From
our perspective, it’s precisely the a priori frame of contextualisation of practical
meaning in reference to the actual possibility that needs to be destabilised, so as
to allow the opening of the cognitive closure resulting from the framing effect.

To talk about background here is not an unnecessary detour. Through exploring
these concepts, the normative discourse can be confronted by practical logic that
may neutralise, by practical anticipation, the normative production’s sought
consequences. We can also conceive of the possibility of an internal distancing
of the value systems that block all possibility of alternative understandings
and all possibility of discussion of common norms (again, the framing effect). It

16 According to Spinoza, in order to understand extremely dense written material, one needs to keep in
mind the historical background as well as the person who wrote it (that is, their history, attitudes, culture,
outlooks, and bias). In order to understand the parts of the text, one must understand the whole, but the
whole can only be fully understood based on the parts. The hermeneutic circle is the moving back and forth
between these contexts, between the whole of the text and its parts (Ramberg & Gjesdal, 2005).
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allows us ultimately to think about opening the closed cognitive doors, and to
think about the access to the contextuality of the normative production. Marc
Maesschalck (1998) writes that

the contextual efficiency has a meaning only within the strategic
plan as information on the appropriateness of the mean or movement.
Concerning the justification of the action, it has an effective relation
only to itself on the model of a hermeneutics of the strategic judgement
of application. We lose from that fact all possibilities of an immediate
reference to the specific coherence of the context as an environment of
the practical application of normativity if not as an environment that
configures the relation to the norm in general. (1998)

The urgency is also not to limit ethics to questions of the institution and the
decontextualised (or a priori contextualisation referring to a predetermined
context) application of the standards and principles. Indeed, such an ethics is
purely a decisionist one. Its reference immediately limits the problem of the
adequacy of the ethical representation to the context of action and also ignores the
origin and legitimacy of this representation — a practical way to automatically
justify it and instrumentalise all ethical considerations and, also, to reduce the
complexity of the context. This problem is all the more important from an ethical
point of view, because the theoretical image of humans conveyed by a sphere of
activity deserves, as underlined by Maesschalck, ‘to be questioned according
to its effective impact on the culture and the traditions. The extrapolation of a
model of activity can become totalitarian when it claims to redefine the relation
of a human with its horizons’. The function of knowledge in modern sciences is,
in an increasing way, conceived in relation to the system of work. These sciences
generalise and rationalise the technical capacity of humans on the objectified
processes of nature and society, with the use of techniques of administration
increasingly more effective and generalised.

Once the knowledge is reduced to the applied science, this type of science
and rationality monopolises the rational behaviour. The positivist conscience,
consequently, dogmatically combats any theory referring to the practice
differently from those improving the possibilities of the practical applications.
That means that the practical (moral) questions become the object of a decision
and are confined to the irrational field, unless they are not, in their turn,
subjected to the only technical criteria of instrumental rationality. This results
in ‘blocking any possibility of discussion on common ethical standards while
imposing, preliminary a manner of understanding the world in general, a
meaning of life determined usually inextricably by traditions, solidarity and
personal identifications’. The explanation is that the directives required by the
action are divided into a rational determination of techniques and strategies and
into an irrational choice of systems of values.



16. Ethical issue determination, normativity and contextual blindness

The consequence, for the economy governing the choice of the means, is a total
freedom characterised by a ‘decisionnism’ in the choice of the highest goals
(values associated with the action). However, as Ladriere underlines it, recalled
by Maesschalck,

the decisionism is radically insufficient, because one cannot be satisfied
to seek and pose principles of action and from that justify the action.
It is also a question of permanently assessing the ‘ethicity’ of the
lived situations, i.e. of their particular relationship with the ethical
requirements, themselves included/understood ideally like realisation
of the human one.

It is the fundamental reason why what is ethically at stake is not so much to
find an answer but to make room for ethical thinking, that is to say an attitude
that can localise the issues raised by technology and have a theoretical tool with
which to face them. Without that ethical standing relying on ethical references,
any answers are useless since the cognitive tools to understand and apply them
are not present (the cognitive framing being in that situation still the technical
framing). The ethical step cannot be limited to provide the elements to establish
the justification of a decision. The ethical interrogation refers to the construction
of a human order and questions the way humans are perceived and treated,"” a
construction that is most of the time absent from the TA process.

17  Ethics concerns convictions that are not explained in a logic of compromise. A consensus can respect
the interests of all the parts in question without being, by its object or its purposes (industrial, economic,
scientific), in conformity with the ethical requirements. The ethical provision precedes the consensual effort
and is its only guarantee. But this provision is not obtained by negotiation, it refers to the intentionality of the
actors, their relation to the real world, their conceptions of existence and on which values those conceptions
are founded. Without such an image of human responsibility in relation to a real world, the stake of the ethical
reflexion disappears. In the field of subjectivity, the ethical interrogation is not satisfied by transformation of
the individual forces into social autonomy. It seeks to exceed the responsibility concerning the measurable
to open a reflexion concerning the responsibility with regard to the non-measurable; that is, with regard to
the destiny of humanity, life, and our world. If we think that it is impossible for us to measure what we are
and to measure what is life, a particular dimension of our responsibility must also concern the irreducible
dimensions of the subjects, of life, dimensions which are not calculable. Compared to the life given, ethics is
a concrete answer where a figure of humanity with its specific features is at stake. It thus answers partially
in the concrete world to the challenges of a future for the human world. It cannot elude the specific fields of
activities. Ethics answer the injunction of reality when it questions the rational choices for the management
of the limits of our capacity to answer. It refers the human action to a destiny which exceeds it, that of the
life which is ‘carried out’ in it. Ethics must assumes a normative authority which wants to be free of any
contextual constraints, otherwise ethics would be subject to the reign of instrumental rationality, and would
transforms itself in its justification for objectives that are not ethically founded but may be, for example,
economically driven. Refusing to be subject to such constraints we assume, in this chapter, deliberatively the
normative authority of ethics.

359



360

Professionalism in the Information and Communication Technology Industry
TA expertise and ethics

All forms of TA processes involve an expert committee designed to give input on
the potential impacts of the technology. Many of the more modern forms of TA
have stakeholder input, using one or more of many tools available to gauge the
concern of users, shareholders and interest groups. The inclusion of participants
from outside the expert community and from the groups that are likely to be
affected by the technology is important for not only the identification of norms,
but the construction of the contexts within which the technology will function.
The norms, however, constructed by both the experts and the stakeholder
participants are in no way required to be ethical norms and, in fact, they are most
likely to be societal norms and expectations of the target groups. Of course some
of these may correspond to ethical norms, but there is no definite requirement
within TA for the explicit establishment of normative ethical horizons.

The ethical approaches that are used in TA depend greatly on the context, though
it is safe to say that ethical approaches are not usually appealed to as such, yet
some are underlying the motives for carrying out the TA. Consequentialism
features highly in traditional TA, such as those identified in 1980 by Joseph
F Coates:'® ‘|Technology assessment| emphasises those consequences that are
unintended, indirect, or delayed’, or by Marvin Cetron and Lawrence Connor
in 1972:" ‘Technology assessment is an attempt to establish an early warning
system to detect, control, and direct technological changes and developments
so as to maximise the public good while minimising the public risks’. Later
on, however, more deontological approaches were underlying the ideas for
incorporation of the public and other interest groups in the discussions regarding
technology and the potential impacts of it on society. Normative TA processes
involve a particular focus on assessing technology against moral principles such
as beneficence, respect for autonomy, justice, and harm prevention (Verbeek,
2006). A virtue ethics-based approach is rarely found in TA (however implicit),
because it relies on assessment of the processes and practices involved in
directing technology rather than the technology itself.

In terms of reflexivity, TA processes rarely involve any such reflexivity within
their own procedures. With each type of TA comes a structured approach that
is followed and includes the choosing of stakeholders and experts and methods
of conducting focus groups. TA could, however, be used as part of a reflexion
process within a project, allowing for a learning operation to take place and

18 Joseph F Coates, ‘Technology assessment: here today, gone tomorrow’, in Technological forecasting &
social change 49, 1995, pp 321-23.

19 Marvin J Cetron & Lawrence W Connor, 1972, ‘A method for planning and assessing technologyagainst
relevant national goals in developing countries’, in Marvin J Cetron, Bodo Bartocha, The methodology of
technology assessment, Gordon and Breach Science Publishers, New York, 1972.
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then the project to adapt to the findings of the reflexion, and to determine
the conditions for effective integration of norms into the technology being
developed. Real-time TA does attempt to integrate some sort of reflexivity into
its approach, by assessing the technology throughout its lifespan of design and
implementation, but this is limited by the primitive nature of early technology
and the problem of choice of stakeholders. These limitations restrict TA to being
a tool to incorporate into an overall reflexive approach on a larger view of the
technology and its ethical impact on society, rather than for it to be used as the
point of reflexivity.

From contextual blindness to ethical
governance

Ethics is in the position of questioning before an effective action, and is on the
border that separates our subjective existence from constraining externality.
Paul Ricoeur defines ethics as ‘the aim of a good life with and for the other,
in just institutions’ (1990: 202). It is a teleological conceptual framework,
therefore, with the aim for a social, collective, just way of living together in
a ‘good life’. In the cultural realm, ethics can be perceived as a legitimisation
process of this pluralism of conceptions of ‘good life’. There is a diversity of
ethical demands that reflects an autonomisation of the action spheres in the
social life and individuality sphere. These ethical responses to these demands
align themselves according to the professional, social, and cultural contexts in
which they are formulated and used.

There are a number of philosophical responses to the conception of ethics:*

1. Analytical: ethics is conceived as a theory of principles from which a
preferable interaction can be formed (Rawls). It responds to deontological
preoccupations.

2. Pragmatic: ethics is related to consensual procedures that allow the
institution of common norms and their collective control (Habermas), related
to the choices of society and of ethical decisions in conflicting contexts.

3. Contextualist: ethics is a way to rationalise the values of a culture (Charles
Taylor), and allows formalisation of the normative pretention contained in
cultural opinions.

20 As quoted by Maesschalck, ‘The last book of Enrique Dussel proposes an analytical landscape of the main
tendencies of contemporary ethics and questions their negative relation to the material dimension of values.” (E
Dussel, 1998, Etica de la liberacién en la edad de la globalizacién y de la exclusion, (Maesschalck, 2001).
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4. Semantico-symbolic: ethics is a disposition to respond to the absolution
of freedom in relative acts (Ricoeur, 1990), and is directly related to the
subjective aspiration for the respect for human life.

So, contemporary ethics keeps its diversity, but the diversity of tendencies hides
some of the specificity and the consequences of such specificity. For example,
analytical ethics (Rawls) and pragmatics ethics (Habermas) postulates a semantic
indetermination. Semantic ethics (Ricoeur) finds that the legitimisation process
of the norm doesn’t belong to ethics, but that the real ethical question is the
response to the injunction of the suffering of others. Contextualist ethics (Taylor)
proposes a realistic ethics of the way that the subject assumes its cultural space.

The semantico-symbolic approach appears to be a connection between ethical
efforts and life in itself, with the openness of the structure constitutive of the
subjection to the injunction of historical reality. The problem is, however, that
the actor needs to voluntarily submit itself to ethics: ethics” main challenge is
this confrontation of irrational human behaviour with rational choices for the
management of this behaviour.

Thus, if ethics is to assert a normative authority, which is a fundamental
characteristic of ethics, since ethics concerns the relationship between what is
and what should be, it is necessary to question the condition for its effective
integration in the context of technical projects. The conditions for effective
integration relate directly to the normative conditions, that is, the relationship
between the norm and the context. Once knowledge is reduced to the rational
field, limited to sciences and applied sciences, the practical questions are
perceived as belonging to a different realm, which is seen as not having the
same properties as the scientific and technical realm, and become the object of a
decision. They are then confined to the irrational field, unless they are subjected
to the only technical criteria of instrumental rationality. This decisionism
is radically insufficient, since one cannot be satisfied (as often occurs within
deontological and expert approaches) to choose and pose principles of action
and, from those, justify the action (that will in return justify the principles).
Here we find ourselves in a circular argument that is clearly unfalsifiable, because
the result is justified by the principle, and the principle is legitimised by the
result. The ethical step cannot be limited to provide the elements to establish the
justification of a decision, since ethics must assume a normative authority, free
of any contextual constraints. By this we mean that it is not the norm that is free
of any contextual constraints, but the relationship that the individual has with
the norm. If it is not, it is simply subject to the rules of instrumental rationality,
and becomes a justification for objectives that are not ethically founded but are,
for example, economically, politically, or scientifically driven instead.
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In general there is a fragmentation of practices due to these ad hoc sectorial
responses to artificially isolated specific contexts. This fragmentation is
generally dealt with by inflating ethical approaches and responses (for example,
deontological codes, ethical guidelines and ethical charts). The mechanisms that
give responses expected by these specific contexts are not questioned, since the
justified context becomes itself the justification of the social function of ethics.

The classical deontological, consequentialist and utilitarian ethical theories
are in trouble: they talk about values without having contextualised these
values (suspending this contextualisation), with the context later appearing
mysteriously (and conveniently). This lack of foundation of the context means
that it escapes the rationalisation proposed by ethical theory.

Proceduralism

What about proceduralism (as a philosophical approach, and not as a political
method)? The option of proceduralism is generally taken to be a solution to the
problem of the contextual limits of the other ethical theories. Indeed, it appears
as a sort of synthetic combination of requirements that are usually separate
among the two competing traditions of moral philosophy, the deontological
and the teleological, in the broad sense of the word. If one takes the example
of Habermas’ discourse ethics and, especially, the principles of discussion and
of universalisation (Principle D and Principle U) (1981: 81-2; 145-46), it is
undeniably an original procedural combination of requirements. It combines
criteria that are both deontological (criteria of universality and obligation) and
teleological (criteria of ends and consequences). The strength of this procedural
approach in ethics is that it provides a dialogical grounding of the moral rules,
as opposed to the supposedly monological one in Kant. It then links up the
individual and the community’s will, without supporting any particular,
substantial statement on the content of the moral rule or the ethical end.

It has to be remembered that dialogism in practical philosophy, including ethics
and politics, functions as a powerful influential framework and can be termed
the ‘dialogical revolution’. Thus, the dialogical paradigm gathers a great variety
of authors and streams, forming an impressive set of dialogical sub-paradigms
or models. This is obvious within the contemporary philosophy rooted in
the ‘Aristotelian” triptych (logic, dialectic and rhetoric). One can mention, for
instance, the ‘dialogical logic” of Lorenzen and Mackenzie,* the ‘new rhetoric’

21  See for example: JD Mackenzie, ‘The dialectics of logic’, Logique et Analyse n.s., vol 24, 1981, pp 159-77;
or P Lorenzen and K Lorenz Dialogische Logik. 1978, Wissenschaftliche Buchgesellschaft: Darmstadt.

363



364

Professionalism in the Information and Communication Technology Industry

of Perelman® or the ‘new dialectics’ of Van Eemeren and Grootendorst.”> This
is also the case in contemporary philosophy and human sciences, including
linguistics, psychology, sociology, or anthropology. One can mention the critical
rationalism of Popper, the phenomenology of communication of Lanigan, the
polyphony of Bakhtin, the anthropology of communication of Winkin, the
dialogical sociology of technology in Callon and Latour.**

It happens that some streams and authors, which are critical towards the
dialogical paradigm, such as the current researches of Axel Honneth elaborating
on the notion of struggle for recognition, are refinements of the Habermassian
model grounded on the activity of communication (1996). Some others like Pierre
Bourdieu (1997), for instance, whois certainly, with Rorty, one of the most critical
authors of Habermas, also advocates for an ideal of free social communication.
This norm for dialogical situations, which is quite different in the method of
discussion from the ideal speech situation, is, surprisingly enough, close to
that of Habermas. Today, it is difficult to develop theoretical and conceptual
investigations as well as practical and experimental implementations in ethics
without referring to the dialogical paradigm and, further, to the procedural
approach. Dialogical proceduralism has become to some extent the ideological
grounding of the social exchange in general and of the discursive exchange in
particular.

Yet, dialogical procedures, while being a means to avoid the pitfalls of both
deontological and teleological theories, face, at least on some crucial points, the
same kind of limit. The major limit is that of the context and, more precisely,
the relationship between the rational justification of norms and the context
of application of norms. Dialogical procedures cannot avoid criticism of the
limited relevance of norms to the context, and so their supporters claim for the
moral norms to be regarded as universal rules or, at least, universalisable ones.
The problem is that the procedure of discussion within a community, even an
informed community like a parliament, for instance, is not sufficient to warrant
the relevance of the norm to a wider community, who is supposed to apply this
norm within the proper life form. There must be something more than a mere
procedural discussion to elaborate a rational justification of a norm and almost
simultaneously adapt it to the specificity of a social and cultural context.”

22 See for example : Chaim Perelman and L Olbrechts-Tyteca, The new rhetoric: A treatise on argumentation,
University of Notre Dame Press, 1991.

23 See F Van Eemeren and R Grootendorst, A systematic theory of argumentation, the pragma-dialectical
approach, Cambridge University Press, 2004.

24 M Callon and B Latour, ‘Unscrewing the big Leviathan: How actors macro-structure reality and how
sociologists help them to do so’, in K Knorr-Cetina & AV Cicourel (eds), Advances in social theory and methodology:
Towards an integration of micro- and macro-sociologies, Boston: Routledge & Kegan Paul, 1981, pp 277-303.

25 S Lavelle, contribution to the EGAIS deliverable — P Goujon, C Flick, ‘Deliverable 2.1 grid-based
questionnaire development’.
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In order to address this contextual blindness, we will criticise the procedural
reason behind it. An ethical norm needs to be conceived with a feedback
mechanism that is induced by the anticipation of the norm’s insertion into the
coherence of an application field. It must be questioned, from its point of view,
about its capacity to participate in the emergence of a way of life. If we take
the conditions seriously, all such Kantian schema approaches are fundamentally
insufficient because they are still dominated by a logic of subsumption (deductive
relation). The context itself refers the norm to its effective possibilities,
confronting it with all of the possibilities in which it can be accommodated
within the world. This fundamental and radical epistemological reversal is
contained by all normative elaborations and, by itself, allows the norm to be
translated in effective power in a given context. This is because the normative
elaboration process integrates the reflexivity on the conditions that ensure the
effective expression of the norm from the beginning.

A governance process, therefore, is needed that integrates ‘learning’ through
the process of development and broadens the view beyond the technical,
opening questions and debate regarding values. To do this we need to address
the question of the conditions required for the effective insertion of an ethical
norm into a context, from the very beginning.

To be able to confront these practices with this question, we need to understand
the limitations of actual ethical and theoretical trends, in particular the
limitations of proceduralism.

Limitations of proceduralism

Proceduralism (particularly that of Habermas, 1981) holds that a normative
statement’s semantic content is not important, but the approval process by
concerned parties is the validating step. Thus, free approval needs to be gained
for a normative statement to be considered valid. In exploring the limitations
of proceduralism we rely on the analysis of Lenoble and Maesschalck (2003) in
their book Toward a theory of governance: the action of norms.

Proceduralism seems to solve the problems outlined above because it proposes an
internalist, rather than externalist, point of view. The current Habermasian (1981)
approach takes into account the reversibility of the operation of justification
and the application of rules. This dimension of reversibility indicates a co-
dependence between these two operations, that is, that the application of the
rule act retrospectively upon its justiﬁcation. Therefore, the choice of a relevant
norm necessitates a reflexive return on its context of application. This, however,
leads to a supposition that the elements which condition the application of the
rule are subsumable under rules that guide formal discursivity of the mechanism
which is mobilised by the formal calculation of the relevant rule. Procedural
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relations, however, can resolve situations where two conventions of relations to
the norm come into conflict, which is not a situation that can be resolved with
the conventional relation. Every judgement, and thus every norm, since a norm
is the result of a judgement, can only be applied at the end of an operation. The
operation is an exchange between the effects expected by the abstract norm
and the possible effects raised by the coherences specific to the existing way of
life; that is, we encounter the difficulty of actually expressing abstract norms in
reality: that it does not necessarily invoke the effects expected, and the effects
that are realised are quite specific to the context in which the expression takes
place.

The norm can thus only be inscribed in reality, and can only make sense by
being supported by particular perceptions of the way of life, and particularly
those whom the rule affects. It fails to allow for any reflexive capacity for the
actors to identify the various effective possibilities on which the operation of
the selection of the relevant norm will be carried out. There is also an implicit
limitation of this approach, which is that the discursive and rational construction
of the definition of the relevant norm is capable by itself to take into account all
possibilities of the social context to be regulated. Although there is a reflexive
approach to rationality, there is no reflexivity relating to the context.

Although this does not invalidate the discursive procedure for reasoned
elaboration of relevant rules, it does require that the arrangements for normative
production be more complex. The choice of a relevant rule consists of a making
a decision about a real-life solution that is supposed to optimise the ideal
objective drawn out by the anticipation of an idealised way of life. The choice
of this solution, however, rests precisely on an operation of the selection of
possibilities that does not exhaust the possibilities of the context within which
the idealised way of life would have been realised. Transforming the context
with the view to incorporating an ideal norm within it will only result from
operations of interpretation that cannot be formalised. Nothing within the formal
mechanism can guarantee that the choice of possibilities taken into account in
order to define the choice of a norm will ensure that the realisation of this ideal
will correspond to any one of the diverse possibilities perceived by the actors
concerned. It is therefore necessary for a rational procedure of the calculation
of norms to be intersected by reflexive incentives. This would allow for the
reconstruction of the problems that condition peoples” practical acceptance of
the transformation of their way of life. Without this prior reflexive effort, the
processes that would enable the effective expression of relevant norms would
probably not be taken into account.

The operation of the selection of possibilities carried out by the production of
each norm cannot therefore be restricted by the rules, because of the guarantee
of the discursive operation of formal reason. The effective possibilities drawn



16. Ethical issue determination, normativity and contextual blindness

out by the social application of a norm are a function of the conditionality that
depends on the structure of the context. These can only be reconstructed within
a concrete act of community reflexivity whose conditions are not anticipated by
the formal rules of the discursive act.

Using the Louvainist contextual pragmatic theory (Lenoble & Maesschalck,
2003; 2006) we can underline the limitations of every theory that presupposes
the conditions that makes the exercise of reason possible. This is true for all
the theoretical ethical approaches that are characterised, according to Lenoble
and Maesschalck’s terms, as ‘intentionalist, mentalist, and schematising’
presuppositions.* Even if individuals are able to revise or adapt these conditions,
they do not take into account the reversible or reflexive character that allows for
these revisions or adaptations.

The criticism we level here emphasises the necessity of understanding the
reference to the background as a speculative and transcendental logical
constraint of the operation. This allows us to better understand the consequence
of our approach to the reflexivity of judgement on the level of the construction
of governance arrangements.

Theoretical consequences for an ethical
governance

As Lenoble and Maesschalck point out in Toward a theory of governance (2003,
91-3) ‘Every norm aims to institute a way of life that is judged to be rationally
more acceptable’.”” The formal rules that condition the rationality of this
choice, such as calculation of optimisation, argumentative rules, or any formal
mechanism, don't guarantee, by themselves, the transformation of existing
ways of life. The realisation of the ideal way of life that is called for by the norm
is conditioned by something other than the simple formal validity of the rule.

The norm can only be expressed in reality by establishing a reflexivity on
the perceptions of the ways of life that are lived by and accepted by those to
whom the norm is addressed. To suppose that the adaptation of the dominant

26 The ‘intentionalist” presupposition is so named because the norm'’s effects are supposed to be deducible from
the simple intention directing its adoption; and the ‘mentalist’ and ‘schematising” presuppositions are so named
because what enables the determination of the effect of a norm is supposed to be linked to the rules (or schemes,
in Kant’s language) located in every mind. In this presupposition, there is a function of mental capacities,
therefore, that do not at all depend on a thinking subject’s exterior context. The operation of application can be
considered, in this case, as a simple formal operation of deduction on the basis of the rule itself.

27 The following background and justification for a reflexive approach is largely based on the large amount
of work done on this subject by Lenoble and Maesschalck in the Centre de Philosophie du Droit (CPDR), at
the University of Louvain.
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perception and the corresponding actions in reality will happen automatically
or can be directly linked to the simple implementation of a formal mechanism
conditioning the social acceptability of the norm is misunderstanding this
reflexivity.

The insufficiency of proceduralism, as explained previously, is evident in that
the arrangements that are necessary for organising the reflexive capacity for the
actors to identify the various effective possibilities on which the operation of
the selection of the norm will be carried out are problematic. Whether a norm is
effective in modifying a way of life in a rationally acceptable way presupposes
an independence from the discursive procedures that are used to select what
is rationally acceptable. That is, all the procedural mechanisms and rational
approaches to the determination of a norm cannot by themselves assure the
modification of the way of life.

If we were to increase the capacities for reflexivity with regard to the conditions
for the production of the norm, the effectiveness of norm expression could
be measured according to the incentives required to enable the reflexive
reconstruction by the actors, driven by what motivates their institution of a
new way of life.

Without the organisation of a common reflexive capacity, and the form of
negotiation it involves between the norms to be constructed, the normative
injunction risks remaining ineffective, even if the objective is judged relevant
and legitimate. The operation of judging the conditions of the choice of the
rationally acceptable idealised way of life, that is, the rational determination
of the norm that is supposed to enable the realisation of this objective, and the
effective transformation of this way of life by the application of the norm, is
distinct and asymmetric. Asymmetry is the way in which the social meanings
of a norm are conditioned by an operation that cannot be anticipated by formal
variables of reasoning (variables that condition the norm’s relevance). Therefore
every reconstruction of the process that was enacted by the production of a norm
itself mobilises two operations, which do not respond to the same conditions
of production. The intersecting articulation of this asymmetry is the focus for
governance arrangements.

In order to do this, it is necessary to organise the reflexive capacity of the
actors by constructing the capacities of the reflexivity in such a way as to not
presuppose it as already existing due to a formal method, such as argumentation,
deliberation, debate or discussion. All of these formal methods presuppose their
own required conditions and, as such, do not necessarily involve reflexivity. It is
therefore important to make sure that every application of a norm presupposes
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not only a formal moment of choice of its acceptable normative constraints, but
an operation of the selection of the possibilities according to the acceptable way
of life within the community concerned.

Without a negotiated construction of the moment of reflexivity that is specific to
the conditions for the application of the norm, however, there will be no control
of the process of the expression of the norm, and it will be left to the dominant
common culture to express. Thus, what is often presented as the only effective
choice is always conditioned by an operation such as the above (including in
the construction of the deontological codes). Criticism of this reconstruction of
the reflexivity used in the construction of the social norm also affects the moral
approaches to legitimacy. Economic theories often obliterate the operation of the
choice of possibilities that already condition the effects of rational decisions,*®
but the deliberative or communicative approaches also miss the question of the
conditions for an effective expression of the ethical objectives they intend to
promote.

Institutional cooperative arrangements are necessary for the effectiveness of
the expression of norms in concrete situations, as well as for the legitimisation
process for the norm. These arrangements result from the contextual limitation
as an inescapable part of the reflexive operator of modality.

According to our analysis, what is needed is a profound change in the ‘modes of
inquiry” (Stiglitz 2002, 244; Bohman 2004, 347) that respect the requirement of
the fact that the context has to be constructed in the ethical analysis respecting
its complexity and secondly respect the ethical normativity characteristic.

Conclusion

In this chapter, we have argued that the current methods for approaching ethics
in technical and scientific projects are insufficient because they lack a thorough
mechanism for implementing ethical change within these projects due to a
separation between technology and ethics, that is, that they are highly formalist
approaches.

To take into account these limitations and achieve second-order reflexivity,
we need to escape the binds of formalism, which constrains ethics with its
presuppositions, that is, that the determination of ethical issues provides a
method for resolution of these ethical issues, and internal limitations. To more
effectively incorporate ethical norms into contexts, it is necessary to construct
the framing of the context in relation to the norm (ie not presuppose it), then

28 This blind point affects the rational choice theory (efficiency) framework.
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open up this context so that we can have a reflexivity on the opening of this
framing (that is, a feedback mechanism). In order to do this, there is a need
to reconstruct, from a normative perspective, how research projects should
reconstruct the two-way relationship between the norm and the context to
overcome the fundamental limitations outlined above in order to achieve a
second-order reflexivity, an issue that will be addressed by the EGAIS project
and by the authors of this chapter.
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